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B Chapterl Product Overview

A.

Introduction

Thank you for purchasing DIGITUS® Digital KVM via IP series with integrated KVM. Using the
Internet or your TCP/IP enabled network, you can now remotely monitor and control critical PC servers
and workstations using an industry-standard Web browser or VNC client.

B.

RoHs compliant

16 bits color depth supports up 65,536 colors

Unique OSD feature to guide the user finish the initial setup step-by-step very easily
Different user accounts may have different preferences

Firmware online upgradeable 24/7

Custom certificate upload

Flexible access sharing modes

VNC screen encryption

Internal firewall

Supports industry-standard networking and management protocols such as TCP/IP and
SNMP

Offers secure management options including SSL encryption, SSH tunneling, and RADIUS
authentication

Platform independent: can be managed using any Java-enabled Web browser

One remote management point for multiple computers

Package Contents

Your package should contain the following:

1 x Digital KVM via IP unit

1 x Power Adapter

1 x AC Cord for Power Adapter

1 x User's Manual

1 x Rack Mount kit of Standard 19” 1U ( for 8/16 ports only )

1 x Screw Package ( for 8/16 ports only )

DS-1911x (PS/2 cable) or DS-1921x (USB cable) x 4/8/16-port Model ( depends on the models )

1 x DB9 RS-232 null modem serial cable

C. Optional

There are many different lengths for PS/2 or USB cables available:
1.8, 3.0,6.0,10.0,15.0 m
The Serial Supervisor -- Compatible with ALL models except DS-11215.

Serial Supervisor




B Chapter 2 Your First Time on Digital KVM via IP

A. Quick Start Guide

For this Quick Start Guide, we offer two different easy step-by-step ways, letting you setup this unit
very quickly.

Before doing the initial setting:

I. Please make sure the latest Java software downloaded at http://www.java.com on the client
computer.

Il. Please disable the mouse acceleration on the host computer(s) AND client computer,
referring more detailed information on Chapter 2, section B Disabling the Mouse
Acceleration on the Host Computer(s) and Client Computer.

The First Way : Using the IP-OSD step-by-step menu (Recommended)

Hardware Necessary for this way

l. A Digital KVM via IP unit with a power adapter
II. A keyboard and monitor

Ill. A CAT-5 cable with RJ-45 connector

Step 1. Connect a PS/2 keyboard (see NOTE 2) and monitor to the local port of Digital KVM via IP.

NOTE 1: For the module unit, please connect it with the LCD console drawer, no need to
connect an external keyboard and monitor. The IP-OSD menu comes up automatically
on the front console drawer after power up.


http://www.java.com/

Step 2. Connect a CAT-5 cable to the LAN port of Digital KVM via IP, making it online.
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Step 3. Power up the monitor and Digital KVM via IP, the IP-OSD menu comes up automatically;
simply follow the step-by-step instructions to finish the initial setup. If you would like to bring
up the menu, please simply use your paperclip or pen to press the “IP SETUP” button.
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DHCGP : res

LAN addr: 182.168.1.1283
Netmask: 255.255.255.0
Gateway:. 182.168.1.254

Ethernet: 00:0E:C5:00:51:06

The Second Way: Using the HyperTerminal via Serial Port

Hardware Necessary for this way

l. A Digital KVM via IP unit with a power adapter

. A computer with a keyboard, mouse and monitor
lll. A CAT-5 cable with RJ-45 connector

IV. A DB9 RS-232 null modem cable

Step 1. Connect the DB9 RS-232 null modem serial cable to the serial port of Digital KVM via IP.
And, connect the other end to the serial port (COM1, COM2...) of your computer.

DR9 R5-232
Null Modem Cable

v~

Serial Port
To Fower. /
Adaptsr\ \:fl/ 4
Blo[an]: van. com. . e - - - -
W H OO e e @ D D e G
Digital KVM via IP

Computer

—
e -
O

Serial Port
(coml, com2 ...)




Step 2. From your computer, select “HyperTerminal” as following.

2 ‘ Administrator

’ Internet ) My Documents
Irternet Explorer L
E-mail { bm Recent Documents »
Outlook Express

| %) My Pictures.

_ @ Set Program Access and Defaults
- HyperTerminal
B wWindows Catalog

@\c\hdawsﬁe&iaﬂaw % ‘indows Update

y Paint

G Accessories ;
i Accessaries & Network Connections

@) Games "l O Address Book % Network Setup Wizard
oL owars foess @ stetup "l 8 caleustor W SN R
@ Internet Explorer B Command Prompt 9 Remots Desktop Connection
v MSN Explorer Wi N Explorer B notepad
(5 Outlook Express Y Paint
dgJp Vindows Messenger | ™ pemate Assistance ©) Program Compatibiity Wizard
& windows Media Player ) Synchronize

[ nirons > R, il

([OYRTLLIITN <2 Windows Explorer
— Wl windows Movie Maker
[A wordpad

Step 3. If you never setup your HyperTerminal before, it will ask you to input your phone area
code, please feel free to do so, and then click “OK”, you will get the following screen.
Please type any name you prefer, for example, “abc”.

g New Conneg Connection Description

%NWC«W

Enter a name and choose an icon for the connection:




Step 4. Choose the proper serial port you connect, for example, “COM1”".

8.

Enter details for the phone number that yau want to dial

Country/region:  |/rited Shates (1)

Area code: 0z

Phane number: |

Connect using v

[ 0K ][ Cancel ]

NUM | Capture .

Step 5. Change “Bits per second” to 115200.

W I s g

g com1 Properties

Pout Settings |

Bits per second: | [EETT NN ~ |
T

S
Flowcontiol |Hardware w0

Restore Defaults

[ ok [ cael J[ 4o |




Step 6. Press “Enter”, you will get the following screen.

& abc - HyperTerminal

File Edit View Call Transfer Help

D# &3 DB

Digital KMM wia IP Hetwork Setup

NOTE: This interface 13 used to set network parameters and perform
CErtain recouvery proce greg but the majority of setup and
conf lgurat lon can on one using the ueb interface.

Prim, ra Ethernet Po{t (LAN) (B@: Be:cB5:80;: 15: 8c)

e et 12T

Gateway: Dlsabled
Broadcast: 192.168.1.255
achine name: noname
Default Gateway: <{none’
Connands {press_one key, then Enter):
E bl DRCF for dynamic IP address.
I - IF address.
H.= Set netmask.
G - Set network gate
E - Set broadcast address loptionall.
Gl - Set default gateway
fl = Change machiné name [DHCE client name
H= Reset/dlsable firewall, TCP ports SNHP RADIUS,
F - Reset everythlng to fabtory defaults
S - Change sustem admin passwol
P - Zend ICH Blng packets (testing purposes).
P Shou TEPAIP ports and servers enabled.
R - Revert to current settings (undo changes).
W - Commit changes to conflguration.
Choice:
Connected 0:00:11 Aubo detect 115200 8-N-1 S ATo NUM pLure It echo

Step 7. Follow the instruction on the screen. For example, simply type “I” for setting your IP, type “F”
for resetting everything back to factory defaults, and so on. Here is a reminder for you, please type “W”
after you made any change.



B. Disabling the Mouse Acceleration on the Host computer(s) and Client Computer

Many operating systems offer a feature called mouse acceleration that allows the user to adjust the
responsiveness of the cursor on the screen to physical movements of the mouse. While this is usually
a beneficial interface enhancement, it can interfere with the operation of the unit and should be
disabled on the managed computers before a remote session is attempted. Follow the instructions
below to disable mouse acceleration for the operating system installed on each managed computer.

Windows 98 and Windows 2000

1. From the Control Panel, click on Mouse.

2. From Mouse Properties, click on Motion tab.

3. Make sure the Pointer speed bar is centered and Acceleration is set to None.

Windows XP and Windows Server 2003

1. From the Control Panel, click on Mouse.

2. Go to “Pointer Options “and turn off “Enhance Pointer Precision.”
3. Make sure that the Pointer speed bar is centered.

Windows Vista

From the Control Panel, click on Appearance and Personalization.
Click on Personalization.

Click on “Mouse Pointers”.

Go to “Pointer Options “and turn off “Enhance Pointer Precision.”
Make sure that the Pointer speed bar is centered.

RN~

Linux, Unix and X-Windows
1. Add this command to your xinitrc, xsession or other startup script:

xset m 0/0 0

Sun Solaris

1. Add this command to your xinitrc, xession or other startup script:
xsetm 1/10



C. How to Connect your Digital KVM via IP
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DS-14215: Ports PC 1~8/A~H
DS-13215: Ports PC 1~8 only
DS-11215: 1 Port

The restrictions on functions such as cascading and the assignment of master and slave units
also apply to all versions of the product.
1. Ensure that the Digital KVM via IP unit and the computers to be managed are powered off.

2.
3.

9.

If desired, mount the unit in a standardized rack or cabinet.

Connect a standard straight-through Ethernet patch cable to the LAN port on the rear panel of the

unit.

Connect the opposite end to your network hub, switch, or terminated wall outlet.

If you wish to use the product as a local console, connect a standard keyboard (purple connector)

and mouse (green connector) to the PS/2 ports, as marked on the rear panel.

Connect a VGA monitor to the video-out port on the rear panel of the unit.

(a) If you are using PS/2 connections to your managed computers, connect the end of the
DS-1911x cable that has three connectors (keyboard, video, mouse) to the keyboard,
mouse, and VGA Out ports on a computer (often a server or other critical system).
Connect the opposite end (with a single VGA-style connector) to one of the PC 1~8/A~H
ports on the rear panel of the Digital KVM via IP. Repeat this procedure for each PS/2-
enabled managed computer. You will be able to add additional managed computers later
with the Digital KVM via IP powered on.

(b) If you are using USB connections to your managed computers, connect the end of the
DS-1911x cable that has two connectors (USB, video) to an available USB port and VGA
Out port on the computer (often a server or other critical system). Connect the opposite end
(with a single VGA-style connector) to one of the PC 1~8/A~H ports on the rear panel of the
Digital KVM via IP. Repeat this procedure for each USB-enabled managed computer. You
will be able to add additional managed computers later with the KVM powered on.

(For 8/16 ports only) please mount the brackets with the unit as following figure.

Power on the Digital KVM via IP by connecting the AC adapter to a suitable power source and
connecting the opposite end to the DC 12V port on the rear panel of the unit.

10.Power on each of the managed computers, observing normal startup procedures.

NOTE: You can choose to mix managed computers connected via PS/2 and USB connections as

necessary with no impact on features or functionality.

NOTE: Steps 5 and 6 are necessary only if you wish to have the ability to manage the KVM and its

computers locally (i.e. not over the Internet or LAN). While not required, adding these devices
is highly recommended for ease of administration.

NOTE: The KVM also has the ability to “cascade” multiple KVMs to increase the total number of

possible managed computers. If you wish to take advantage of this feature, refer to the
section “Cascade Configuration” in this manual.

10



D. Access your Digital KVM via IP and Remote Control the Host computer(s)

As soon as you finish the above initial settings and connections, congratulations! You are ready to
enjoy remote control the host computer(s) from any corner around the whole world! Simply open up
the web browser and type the IP you already setup in the Quick Start Guide and then type the right
username and password. That it! You're successful to access your Digital KVM via IP! As you login
the Digital KVM via IP with the right username and password, you will get the following screen:

DIGITUS (192.168.1.168)

Screen Thumbnail Screen Thumbnail [

Monitoning
Infoarmation

[Caairea System

Identification
Monitoring Information

VMNC dient options

Port Numiiers System Identification VNG Colliack

"
Haostnamss: DIGITLY .

Mat Address: 192

Deescrip :DIG H1

Location: DIGITUS Iy
Cenlact: ALEERT

Change thass. Mative VMC cllent

VNC client options

VHNC Callback

] Applat ¥ rcViewr staried ]

Please simply double click on the small square window in the middle of the screen. You'll get the VNC
screen.( You may need to upgrade or download your Java support in your browser before using
the VNC screen to remote control the host computer(s); however, most modern browsers come
with a version of Java that is compatible with this application.) That is, you will see the screen of the
host computer(s). Now, you can fully control the host computer(s) remotely like you present at the host
computer(s) location physically, sitting in front of the host computer(s)! Certainly, if you would like to
log out your Digital KVM via IP, please simply click on the icon of “Logout” on the top of screen!

11



B Chapter 3 Advanced Operations

The Web interface is the most intuitive way to configure the Digital KVM via IP. It also offers a Java-

based VNC client that you can use to control the managed computers from a remote location. The

Digital KVM via IP supports any industry-standard HTML Web browser. You can access the Web

interface by opening your Web browser and entering the IP address of the unit you wish to

access/configure. The IP address will be either

a) the address assigned for the LAN port by your DHCP server as identified in the previous section,

or

b) the fixed IP address you setup, see Quick Start Guide for more information. Again, the default IP
address of the LAN port of Digital KVM via IP is https://192.168.1.123. Please remember to
add “s” after “http” which means this web page is under SSL 128 bits encryption
protection.

NOTE: Only the “admin” account have rights to change all of the following settings.

A. How to login the Digital KVM via IP

Step 1: The Login Screen

Before you can access the Web configuration interface, you must enter a username and password.
The default username and password as shipped from the factory is username admin with a password
of admin.

Username ERIN
Password [CITTYY

Start over.

Avoid certificate wamings: Download our root public certificate.

12


https://192.168.1.123/

NOTE: Before the login screen appears, your Web browser may display a warning about an invalid
security certificate. This does not affect the security of your data in any way. Whenever you are
prompted about a certificate security problem by your browser or the Java VNC client, always
choose the option to continue.

Step 2: The Home Screen

The Home screen serves two functions. First, it is a place to check the status of the unit, view
essential system information, and capture screen shots from the managed computers. Second, it is
where you can start the integrated Java VNC client to interact with the managed computers by clicking
on the large screen shot or choosing one of the VNC client links.

DIGITUS (192.168.1.168)

Screen Thumbnail Screen Thumbnai [

Monitoring
Information

: System
Compatiaky Identification
SHMP N .
RATHLES Monitoring Information

B Imput chamn
Frmwars

Info VHNC dient options

Status
Poet Humbers System Identification
Help

WHNC Callback

Hasiname:

Change thasa. Nathva VNG cllant
startup file

VNC client options

VNC Callback

] Applet Ve Vimvar sared &8 e
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B. Confiqure your Digital KVM via IP

The Home Screen

The menu list on the left hand side allows you to access all of the features to perform the configuration
of the Digital KVM via IP.

DIGITUS (192.168.1.168)

Screen Thumbnail Screen Thumbnai [E

Monitoring
Information

2oy System
Compatiblity Tdentification

Monitoring Information

VNC dient options

WNC Callback

System Identification

Hasiname:

Change thasa. Hathva WNC cllent
startup file

VNC client options

VNC Callback

] Applet Ve Vimvar sared f )

|. How to Setup Personal Preferences

Different user accounts may have different personal preferences. It might be a good idea to have a
login account for “local” access and a different one for “remote” access. The “local” account would
select 16-bit color, max bandwidth, and so on. And, the “remote” account would select 8-bit color, low
bandwidth, no splash screen and require encryption. By selecting the correct login depends on the
application (i.e. login from home over WAN versus LAN login). As the following image shown, the
current user preferences are listed here as follows. You may change any of them and save with the
button below. Most of these preferences affect how the VNC client and server interact.

14



DIGITUS (192.168.1.168)
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Il. How to Get the Snapshots
As the following image shown, the user can get the screen snapshot of full size, half size, quarter size,

one-8" size, and one-16" size.

DIGITUS (192.168.1.168)

Ctatus
Poat Mumbers
Help
Site Map
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Ill. How to Remote Control the Host Computer(s)

Please simply click the “WNC Connect” to get the screen of host computer as the following image
shown. From here, you get the fully control on the host computer like you physically sit in front of the
host computer(s).

Java Applet Window
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IV. How to Setup the IP Address for your Digital KVM via IP
Please click on Network config to get the following image..

DIGITUS (192.168.1.168)

i Network Configuration

hyes s probabiby

view/debug ourrent netw ook setup valkues here,

Dynamic Host Configuration Protocol (DHCP)

Domain Name:
5erver

'r..ﬂawa-,-

[ ln Addrass 'iut-rwt mask

Mank)
L M 192 168.1.16 [192 188 1 255
Defalt gateway (or 0.0 fior miona ) Ethernet Address
(MAC Address)

Domain Name Server

Diefandt CHS domain suffix (ecample: rexironoc

Commit Network Changes

Click hare to save your changas (thay will ba appiiad on next reb

&) Applst ¥ncYewar saried
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View / debug current network setup values here
This link allows you to monitor the records about current login users, current connection, recent
system log entries, and so on as the following image shown.

DIGITUS (192.168.1.168)

el Current Users Current Users [

Current
Connection

ion about cument

Disconnact all ¥RC uvars

Cyetom Taent - Recent systam
Cusity Current Connection log Er.trizs
Compatiblity
CHMP This HTTPS cannection is from 192 168.1.%52:2132 and was enoypted with RC4-MDS (syslog)
RADHLS (178 b )
Senal Ports
Teme/Diate
Femware

fou are legged-n a5 wser: admin

o Recent system log entries (syslog)

Status
Poat Numbers

Configuration

&) Applst ¥ncYewar saried S &

Dynamic Host Configuration Protocol (DHCP)

Automatic network configuration using DHCP is: Enabled/Disabled.

This feature applies to the LAN port on the rear panel, and is enabled by default. When enabled,
the unit will automatically configure itself with an IP address when a DHCP server is present.
When disabled, the LAN port will use the values assigned to it on the IP Addresses and
Routing table below.

IP Addresses and Routing

This table allows you to assign IP information for the LAN port. If you are using DHCP, the
values for the LAN port will be filled in automatically and any changes made will not affect the
setup.

Domain Name Server (optional)
This section allows you to specify DNS servers and the default DNS domain suffix in use on the
network. If DHCP is enabled, some of these values may be supplied automatically.

Commit Network Changes

Clicking the Commit button applies any changes made on the page to the configuration,
but leaves the old settings active until the next time the unit restarts. Clicking Make
changes effective now applies the changes and restarts the unit so the new settings take
effect immediately.
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V. How to Edit the User Accounts
Please click on User Accounts to

get the following image.
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This menu will allow you to add accounts other than admin to the system. These accounts will not
have the authority to change settings, but can access the Web interface and log in the VNC
console. Selecting Delete permanently removes the user from the system. If you enter values for
a user that does not already exist under Edit User Details, the system will create that user for you
when you click Record changes. If the user already exists, you will change the password for that
user.
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VI. How to Setup your Digital KVM via IP System Identification
Please click on System Ident to get the following image
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Right here, you can define the following details:

* machine name

* location

» contact name

* network address

« description

These details are useful for the DHCP servers, SNMP agents, and VNC clients. While these values do
not affect the operation of the unit, they make it easier to manage on the network.
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VIl. How to Strengthen vour Digital KVM via IP System Security
Please click on Security to get the following image.

DIGITUS (192.168.1.168)

Security Profile Security Profile [
Administrator Password Administrator
Passwaord
I
Idle Session Timeout
B vt
Internal Firewall Setup

Idle Session

v Timeoat

accepe: |

Help
reject: |

WARNING: B caralul nict Lo lock vourdal gut! Be cestain that 192 168 1 52 will be
accepted by your filter)

VNC Password Policy
Trust SSH Tunnels
. sppud]. This mak

Internal Firewall
Setup

Access Sharing Policy
Local User Lockout

Diisalded - Liscad iiser ahways has scoess (delauli)

VNC Password
Policy

48] Applat ¥ncYiewar sarkd 8

This menu allows you to configure a number of settings, including:

Administrator Password

The administrator can change the default password for admin (recommended). Read and
consider the comments and instructions on this menu before making any changes, as
changing these features could make the unit inaccessible through Web configuration (i.e. due
to firewall filtering). NOTE that any password changes you make will have to be entered in
duplicate to prevent the chance for error.
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Idle Session Timeout

When a login session is left unused for some time, it is prudent to disconnect the user. This
applies to web login sessions (via cookies) and SSH logins. This feature may be disabled by
setting the value to zero.

Internal Firewall Setup

As an additional layer of protection, we offer an internal firewall. When this feature is enabled,
connections will only be accepted from listed hosts. For example, the administrator can key in
10.1.0.1/240 in “Accept” filed, that is, the IP of the client's computer between 10.1.0.1 and
10.1.0.240 allows accessing the Digital KVM via IP with the right username and password.
On the other hand, the user can key in 192.168.1.0/20, for example, in “Reject” field, that is
the IP of the client's computer between 192.168.1.0 and 192.168.1.20 will be rejected to
access the Digital KVM via IP. This makes the Digital KVM via IP invisible to them. There
are 3 ways to key in the IP addresses:

1. Specific IP addresses: for example, 10.1.0.1, 10.1.0.5,....
2. Net Range: for example, 10.1.0.1/240
3. Host Names: for example, yahoo.com, google.com,...

WARNING: Be careful NOT to lock yourself out! Be certain that your IP will be accepted
by your filter.

VNC Password Policy

When a new VNC connection is established, the remote user must be authenticated. Standard
VNC protocol does not support “username”; it only supports passwords. As long as all users
have unique passwords, we can infer which user is connecting based on the password
provided. Alternatively, you may enable a second login screen that will require a valid
username and password. This is done after the VNC connection is established using menus
and prompts generated by the firmware. We call this second method “fancy login”.

If it is enabled, fancy login will be required from Java VNC clients as well, which is unfortunate
because the one-time password scheme cannot be used, and Java VNC clients have already
logged into the web server securely. Also, VNC normally encrypts passwords and uses a
challenge/hashed response system that is more secure than the fancy login method. This isn'’t
a concern if the entire connection is encrypted with SSH or SSL however.

Trust SSH Tunnels

If the incoming VNC connection is coming in over an SSH tunnel, the SSH user / password
combination is used and no password is required. Disable this behavior if you suspect that
your SSH client machine is not secure and you are concerned that your SSH tunnels may be
used by other people.

Access Sharing Policy

There are 3 modes available:

1. Disables — Use regular give/take method (default): by default we allow all users to take
keyboard and mouse control of the system (after connecting via VNC) using a single mouse
click.

2. Enforce single user access policy (visible screen): for some circumstances require more
strict control of this capability, the admin user can select this mode for the highest priority
access. With a single-user access policy, only one user may control the host computer(s).
New connections are permitted, but the admin user. They will be able to view the screen
ONLY, but control the host computer(s). Once the first user disconnects (or otherwise gives
up control), the second user will be able to access the system immediately.

3. Enforce single user access policy (blank screen contents): for some circumstances

require more strict control of this capability, the admin user can select this mode for the
highest privacy; no one can see what the admin user is doing from the VNC screen. That is,

23



the admin user can blank the screen contents when another user is connected but not
controlling the keyboard and mouse.

With a single-user access policy, only one user may control the system. New connections
are permitted, but the admin user, they will NOT be able to see or even control the host
computer(s). Once the first user disconnects (or otherwise gives up control), the second
user will be able to access the system immediately.

Local User Lockout

There are 2 modes available:

1. Disable — Local user always has access (default): under this mode, the local user has
the access right to control the host computer(s).

2. Enable — Network user given priority: under this mode, the local user has NO right to
control the host computer(s). And on the screen, there is an IP-OSD menu pops up as the
following image shown. The local user can’t see and do anything, only this IP-OSD menu
shown on the screen. That is, the admin user can select this mode to lock out the local user.
Please keep in mind that the local user has no way to take control away from the network
user, so an unattended VNC session can cause a problem. Under this situation, if you are
locked-out of the system because someone has left a VNC session connected and cannot
be reached though other means, the admin user may close all VNC connections. See the
Status page to access this feature.

From. 192.168.1.52.2596
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VIII. How to Setup vour Digital KVM via IP with the External Power Bar and Keyboard Mapping
Please click on Compatibility to get the following image.
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Keyboard Mapping

In many parts of the world, the keyboard has extra keys and/or different layout to better suit the local
language than the default US/English layout. If your host O/S is expecting a keyboard of a special type,
choose it here.

If the wrong value is used here, special language keys will not work, and some basic symbols (such as
“) may not even work correctly. The key layout of the “remote” keyboard must match the key layout of
the “local” keyboard defined here.

External Power Bar
Connect a remote power control device to the serial port, and choose the model from the list. You
must use the “front” serial port (DTE pin out). The rear port is reserved for setup and IPMI functions. A

straight-thru cable is typically required.
Once enabled, a status and control window will appear, individual ports can then be power controlled
and monitored.
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IX. How to Setup the SNMP Agent and Configuration
Please click on SNMP to get the following image.
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Communities

Read-only Community

This community is allowed to read any value and is not allowed to write or change anything. To
disable read access, set this string to nothing (empty). The default value is public.

Read-write Community

This community is allowed to read and change any value. You should make this value unique and
keep it confidential for security reasons: anyone who knows this string can control this device and all
systems attached to it. Leave this string empty to disable SNMP write access.

Agent Identification

Location

This string is sent as the system.sysLocation value. It should describe the location of this device.
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Contact Name

This string is sent as the system.sysContact value. It should describe who to contact regarding this
machine. Typically it includes an email address.

Traps

Trap/Inform Community

When trap messages are sent, they are sent using this community. This should be a community that
exists on your trap server.

Trap Sink 1 (primary)

This host will be the target for any traps/inform messages sent. These address must be specified
numerically. Leave blank if not needed.

X. How to Setup RADIUS authentication
Please click on RADIUS to get the following image.
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The RADIUS server requires the IP address, the UDP port number (1812 - default or 1645) and the
shared secret. The shared secret is used to encrypt communications and corresponds to a shared
password for the RADIUS server and the client machine. Two additional servers may be defined for
backup purposes. Each server will be tried in order, using the indicated number of retries and timeout
period, which are configurable on the same page. Remember to enable RADIUS after configuring it.
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While RADIUS authentication is enabled, the locally defined accounts on the KVM control over IP
module will not be used, except for the SSH login. However, if a user name of the form “name.local” is
given at the RADIUS prompt, the system will use “name”; check the password locally, and skip
RADIUS authentication. Delete all local accounts to avoid this behavior. When connecting via VNC, a
login screen is generated that asks for a RADIUS username and password.

Xl. How to Setup and Control the External Serial Consoles

Please click on Serial Ports to get the following image.
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There are two ways that Digital KVM via IP can control the serial devices such as power bar, router,
printer, and so on. The first way is connect the serial devices with the DTE serial port or DCE serial
port of Digital KVM via IP, and the second way is connect the serial devices with the serial port of
Serial Supervisor. For more information, refers to Appendix G.

28



XlIl. How to Set Date and Time
Please click on Time / Date to get the following image.
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Allow you to set your Digital KVM via IP to Local Time or Universal Coordinated Time (GMT). Date

and time is stored without consideration for time zone. If you are controlling multiple sites in different
time zones, we recommend you use GMT for all machine.
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XIll. How to Update your Firmware

Please click on Firmware to get the following i
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The firmware of Digital KVM via IP is online upgradeable, upgrading to the latest version, please login
as admin. That is, only the administrator has rights to do so.
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Auto Self Upgrade

The Digital KVM via IP includes an innovative feature allowing the unit to upgrade itself over the
Internet. Simply click on the button labeled “Upgrade to Latest” and the unit will go out to the Internet
and download the latest version of the system firmware and then install it. If the unit cannot access the
Internet directly (perhaps due to a web proxy or other firewalls), then a page will be shown that causes
your browser to download the required file. Save this file to disk and then upload it as described in the
next section, Manual Upload. The main FPGA is upgraded separately, and has its own Get latest
button. This file is unique for each unit, so it must be done in this manner.

If you have multiple units to upgrade, you may choose the “Get latest version” button that will not
attempt to upgrade the unit directly, but will instead fetch the required file. This file can be uploaded to
multiple units manually.

Manual Upload

Enter the name of the firmware file that you received from DIGITUS® Technology Inc. into the field
provided (or use the button). Press Start Upload and wait until a successful upload message
is shown.

NOTE: Remember the following during the firmware upgrade.

e Do NOT turn off power to unit before this operation completes successfully. It may take
several minutes to write to flash memory.

e The unit will sometimes reboot as part of the upgrade procedure, depending on which
system component is upgraded. You will have to reconnect and re-login in those cases.

o Wait at least two minutes after pressing Start. Do not assume the upload did not work. There
is no status indicator bar to show the progress of the upload. The upload could simply be
slow.

¢ Each file that is distributed upgrades a different component of the system. Therefore, be sure
to apply all files you are given as part of an upgrade. The system knows what to do with
each file you give it, and they are checked for validity before being applied.

System Reboot
After installing new firmware, you may want to reboot.
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XIV. How to Upload Custom Certificate
Please click on Firmware and then scroll down the screen to get the following image.
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Upload your own certificate to replace the factory-supplied SSL certificate here.
We require an RSA private key and corresponding public certificate to be combined together into one
PEM file. There should be no encryption on the private key and it must be first in the file. Therefore,
we expect a text file in this format:

----- BEGIN RSA PRIVATE KEY-----

[based64 encoded key]

----- END RSA PRIVATE KEY-----

[based64 encoded certificate]
----- END CERTIFICATE-----
[end of file]

Uploading the root CA public certificate is optional and only affects the link on the login page. It does
not affect operation otherwise. It is just a X.509 PEM file holding a public certificate.
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XV. How to Lookup your Digital KVM via IP System Status
Please click on Status to get the following image.
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This menu shows your Digital KVM via IP system status as following:

 Recent System Log: it records every log entry, including what time the user log in, what
identification the user log in, and so forth.

» Current Users: it shows the users’ list that currently log in.

» Current Connection: it shows the current IP and what encryption you are using to log in Digital
KVM via IP.

* Network Config: these tables allow you to debug network configuration problems by giving you a
view into the current setup of machine.

« Disconnect all VNC users: in case of the users are locked-out of the system because someone
has left a VNC session connected and cannot be reached through other means, the admin user
can close all VNC connections.
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XVI. How to Setup Port Number
Please click on Port numbers to get the following image.
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This menu shows all network servers running on this machine. For the security reasons, some

services may be disabled, or moved to non-standard ports.

34



XVII. How to Speed Up vour Digital KVM via IP

There are 2 ways to speed up the VNC screen connection.
1. Please click on Preferences to get the following image.
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From “Force bandwidth mode”, you can select the proper bandwidth corresponds to your network
environment. Generally speaking, it's recommended to select “Max” for the LAN users and “Min” for
the WAN users.

From this screen, you can do the bandwidth control. There are 4 modes available: Min, Avg, Max, and
Auto. If you choose Min/Avg/Max then you will override the default, Auto. As the automatic mode
measures actual network performance, you may see the current mode switch from Min up to Avg or
Max. The different modes indicate more time spent on compression versus more bandwidth. There is
no visual difference between the modes, but there can be a noticeable difference in speed and
smoothness.

2. Please click on “WVNC Connect”, you'll get the VNC screen. That is, you will see the screen of the
host computer(s), please scroll the screen to the bottom. It is the Bribar (refers to Chapter 5,
section C: How to Use the Bribar) down there, please click on (refers to Chapter 5, section
D: How to Use the Main Menu). Should you find “B/W” on the screen, click the proper
bandwidth corresponds to your network environment.

FEX

Main Menu

ENARNARY el S me : Net Addr:192.168,1.168

Java Applet Window

From this screen, you can do the bandwidth control. There are 4 modes available: Min, Avg, Max, and
Auto. The white button is the mode the system is currently operating. If you choose Min/Avg/Max then
you will override the default, Auto. As the automatic mode measures actual network performance, you
may see the current mode switch from Min up to Avg or Max. The different modes indicate more time
spent on compression versus more bandwidth. There is no visual difference between the modes, but
there can be a noticeable difference in speed and smoothness.

NOTE: You may need to upgrade or download your Java (http://www.java.com) support in your
browser before using the VNC screen to remote control the host computer(s); however,
most modern browsers come with a version of Java that is compatible with this
application.
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B Chapter 4 Accessing KVM Features

(For ALL models except DS-11215)

Once you can access and configure the networking component of the Digital KVM via IP, you can
use it to select and control the managed computers connected to it. This section describes how to
add additional KVM switches to the master unit for greater flexibility, and how to use the KVM on-
screen display (KVM-OSD) system to manage your computers. Once you have established a VNC
session with the Digital KVM via IP, you can access the KVM features as though you were at a local
console.

A. Cascade Configuration

You can connect a second level of KVMs to one or more of your Digital KVM via IP’s PC 1~8 ports.
The KVM switches connected to the Digital KVM via IP (the “Master switch”) are known as Slaves.
Once connected, the units will automatically configure themselves as either Masters or Slaves. You
can only connect an equal or “smaller” KVM to the Master: a 16-port Master switch can have both 16-
port and 8-port slave KVMs, an 8 port Master switch can have 8-port and 4-port Slaves, and so on.

For example, the 16-port unit can support 136 computers, with 8 units of 16-port Slave KVMs, each
connected to 16 computers. The Slave KVMs must be connected to the PC 1~8 ports, not the PC A~H
ports.

Power Bar

or

Hyper Terminal

To Power
Adapter

Serial
Supervisor

Serial =

Devices Network ! Remote User A
|
R o £. (New York)
_____________________________ ™ Remote User B
Internet or ; (London)
Intranet

Remote User C

(Taipei)

E £. Remote User D
................................... W (Tokyo)

: Remote User E
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To cascade your KVMs, use a 1-to-3 PS/2 KVM cable to connect one of your Master switch’s PC 1-8
ports to the Slave KVM'’s console port. When turning on your cascaded switches, turn on the Master
switch before turning on any of the others.

B. KVM-OSD Operations

(For ALL models except DS-11215)

ASIA-S
PACIFIC

/ enabled

Sun computer

Port channel KVM MENU 5% Currently
address T I selected
}4 Name channel
1 SALES-DOMESTIC address
2 SALES-US ___ Toa16-port
3 SALES-EURO Slave
4 SALES-ASIA
nghllghted/‘\). 5 FINANCIAL-1F <4 To an 8—port
by arrow keys 6 FINANCIAL-2F Slave
7@ RD-HARDWARE \’ Eye mark
. 8 A RD-SOFTWARE enabled
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Security Quit
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KVM MENU 5 | Master
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4 US-SOUTH port names
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as power on 6 ASIA-N Eye mark
7
8

Edit More /_ selection
@Switch Sun select 4]
Security Quit

KVM-OSD screen illustration

« DS-13215 / DS-14215 models offer “F5”, see Function key
e DS-11215 model do not offer “F5” function

By hitting the left key twice within two seconds, you may see the 'Hotkey Menu' if it is enabled
(a KVM-OSD option). Or, by hitting the left key three times within two seconds, you will see a

'KVM MENU' screen showing a list of the computers with corresponding port numbers, names, and
statuses, see Figure 10.

The port number of the currently selected computer is displayed in red, same as the front indicator, at
the upper-right corner of the KVM-OSD menu.

38



The color of a device name is green if it has power and is ready for operation, or, the white color
means it has no power. KVM-OSD menu updates the color when it is activated. For 16-port models,
pressing the [PageUp | and [ PageDown | keys to view 8 other computers.

Usingthe “ ( ““ ( %1 “~“8 “or® A “~% H “to highlight a computer and using the
key to select it. Or, you may press to exit KVM-OSD and remove it from the display; the status
window returns to the display and indicates the currently selected computer or operating status.

A triangle mark ( » ) to the right of a name indicates the port is cascaded to a Slave; the number at the
left of the triangle mark shows the number of ports the Slave has, i.e. 8 » for an 8-port Switch.
key brings you one level down and another screen pops up listing the names of the computers on that
Slave. The name of the Slave will be shown at the upper right corner of the KVM-OSD menu. It is
useful to group computers and still be able to see the group name.

An eye mark (@) on the right of a name indicates that computer is selected and monitored in Scan
mode. In the KVM-OSD, this mark can be switched on or off by function key .

Press key to exit the KVM-OSD and to return to the selected computer; the computer name is
also shown on the screen.

@ Function key : To edit name entry of a computer or a Slave with up to 14 characters. First,
highlight a port then press followed by name entry. Valid characters are ‘A'~'Z’, ‘0'~'9’, and
the dash character. Lowercase letters are converted to uppercase ones. Press to
delete a letter one at a time. Non-volatile memory stores all name entries until you change, even if
the unit is powered down.

@ Function key : To switch the eye mark (@) of a computer on or off. First, use the and
IE arrow keys to highlight it, then press to switch its eye mark on or off. If Scan Type is
'Ready PC +®', only the power-on and eye mark selected computers will be displayed
sequentially in Scan mode.

® Function key : To lock a computer from unauthorized access. To lock a device, highlight it
then press [ F3]. Now, enter up to 4 characters (‘A'~'Z’, ‘0'~'9, ‘-') followed by as a new
password. A Security-enabled device is marked with a lock (&) following its port number. To
permanently disable the security function from a locked device, highlight it, press then enter
the password.

If you want to access the locked device temporarily, simply highlight it and press | Enter |, the
KVM-OSD will ask you for the password. After entering the correct password, you are allowed to
use the device. This device is automatically re-locked once you switch to another port. During
Scan mode, the KVM-OSD skips the password-protected devices.

® Function key [ F4 ] : More functions are available by hitting [ F4]. A new screen pops up
displaying more functions as described below. Most of them are marked with a triangle (»)
indicating there are options to choose from. Using arrow key “ “ e III “ 1o select the functions,
and then press | Enter |. Available options will be shown in the middle of the screen. Again, using
arrow keys “ [ ], “[¥]“ to view options, and then press to select it. You can press
to exit at any time.

B Auto Scan

In this mode, the KVM switch automatically switches from one power-on computer to the next
sequentially in a fixed interval. During Auto Scan mode, the KVM-OSD displays the name of the
selected computer. When Auto Scan detects any keyboard or mouse activity, it suspends the
scanning till activity stops; it then resumes with the next computer in sequence. To abort the
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Auto Scan mode, press the left | Ctrl | twice, or, press any front button. Scan Type and Scan
Rate set the scan pattern. Scan Type ( @ : More\Scan Type) determines if scanned
computers must also be eye mark selected. Scan Rate ( : More\Scan Rate) sets the display
interval when a computer is selected before selecting the next one.

B Manual Scan

Scan through power-on computers one by one by the keyboard control. You can type ( :
More\Scan Type) to determine if scanned computers must also be eye mark selected. Press the
up arrow key “ “ to select the previous computer and the down arrow key “ E “to select
the next computer. Press any other key to abort the Manual Scan mode.

B Audio Stick

An optional multimedia module can be LINKed to the back of each KVM Switch for selecting
microphone and stereo speaker signals. There are two options for Audio Stick: On and Off.
When set to 'On’', audio selection follows computer selection. When set to 'Off', audio selection
stops following computer selection. It is useful if you want to listen to a particular computer's
audio signal while operating other computers. The non-volatile memory stores the Audio Stick
setting.

B Scan Type
Ready PC +@: In Scan mode, scan through power-on and eye mark selected computers.

Ready PC: In Scan mode, scan through power-on computers.

@ Only: In Scan mode, scan through any @ selected computer regardless of computer power
status. The non-volatile memory stores the Scan Type setting.

B Scan Rate
Sets the duration of a computer displayed in Auto Scan mode. The options are 3 seconds, 8
seconds, 15 seconds, and 30 seconds. The non-volatile memory stores the Scan Rate setting.

B Keyboard Speed

Digital KVM via IP offers keyboard typematic setting that overrides the similar settings in BIOS
and in Windows. Available speed options are Low, Middle, Fast and Faster as 10, 15, 20 and
30 characters/sec respectively. The non-volatile memory stores the Keyboard Speed setting.

B Hotkey Menu

When you hit the left key twice within two seconds, the "Hotkey Menu" appears displaying
a list of hotkey commands if the option is On. The 'Hotkey Menu' can be turned Off if you prefer
not to see it when the left key is hit twice. The non-volatile memory stores the Hotkey
Menu setting.

B CH Display
Auto Off: After you select a computer, the port number and name of the computer will appear
on the screen for 3 seconds then disappear automatically. Always On: The port number and
name of a selected computer and/or KVM-OSD status displayed on the screen all the time. The
non-volatile memory stores the CH Display setting.
B Position
The position of the selected computer and/or IP-OSD status displays on screen during the
operation. The actual display position shifts due to different VGA resolution, the higher the
resolution the higher the displayed position. The non-volatiie memory stores the Position
setting.

Upper Left, Upper Right,

Lower Left, Lower Right,

Middle.
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B Country Code for Sun (For DS-13215 and DS-14215 only)

Sun keyboards of different languages have different layouts. The KVM switch is able to emulate
a Sun keyboard for a specific language type or country such as Arabic, Belgian, US,
Yugoslavia, and so forth. Select the proper country code that matches ALL of your Sun
computers.

B Max. Resolution (For DS-13215 and DS-14215 only)
You can adjust the monitor resolution under this sub-menu. There are the following selections:
1024*768, 1280*1024, 1600*1200, 1920*1440, and “DDC2B Disable”.

@ Function key [F5]: (For DS-13215 and DS-14215 only) To switch the Sun mark of a port on or
off indicating the computer is a Sun server. Sun servers have more keys on the keyboard than a
PC. When a Sun-marked port is selected, the KVM Switch starts to translate the keys from a
PS/2 keyboard to a Sun keyboard. See Sun Keyboard Mapping for detail.

®[Esc]: To exit the KVM-OSD, press the key.

C. Hot Key Commands

A hot key command is a short keyboard sequence to select a computer, activate a computer scan, etc.
A hot-key sequence starts with two Left Control keystrokes followed by one or two more keystrokes.

The short form hot-key menu can be turned on as an KVM-OSD function ( : More\Hotkey Menu)
every time the left key is pressed twice.

Left Ctrl refers to the key located at the left side of the keyboard.
1~8/A~H refer to the number keys 1 to 8 at the upper row of the keyboard (Do not use the keypad at
the right of the keyboard) and character keys A to H (case insensitive).

B Selecting a Computer

To select a computer by hot-key command you need to know the device’s channel address, which is
determined by the KVM connection. For a computer connected to the Master switch, the address is
represented by the PC port number (1~8/A~H). For example, to access the PC plugged into port 7 of
the Master switch, type:

ieft [C] + left [C] +

For a computer connected to a Slave KVM, you need to know the channel address of the Slave unit
(1~8) and then the channel address of the device (1~8/A~H). (Please note that only Master's PC 1~8
ports can be connected to a Slave.) For example, to access the computer plugged into console port
of a Slave KVM that is plugged into Port 6 of the Master switch, type:

left [Ctrl] + left [Ctrl] + [6] + [C]

B Auto Scan
Auto Scan automatically scans through powered computers at a fixed interval:

left + left +

When Auto Scan detects any keyboard or mouse activity, it suspends the scanning until activity stops;
it then resumes with the next computer in sequence. The length of the Auto Scan interval (Scan Rate)
is adjustable (see Scan Rate on the following page). To abort the Auto Scan mode, press the left Ctrl
key twice.
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NOTE: The Scan Type setting will determine whether computers must be eye-marked to be included
in the scan. See page 27 for details.

B Manual Scan
Manual Scan enables you to manually switch back and forth between powered computers:

left + left +

Press the up or down arrow to select the previous or next computer in sequence. Press any other key
to abort the Manual Scan.

NOTE: The Scan Type setting will determine whether computers must be eye-marked to be included
in the scan. See page 27 for details.

B Scan Rate
Scan Rate sets the duration between switching to the next computer in Auto Scan mode:

left + left +

The unit switches between scan intervals of 3, 8, 15 and 30 seconds.

B Keyboard Typematic Rate
You can adjust the keyboard typematic rate (given in characters/sec). This setting over-rides the
keyboard typematic rate of your BIOS and any operating system.

left + left +

The unit switches between rates of 10, 15, 20 and 30 characters/sec.

B Audio Stick

A multimedia module can be LINKed to the back of the Master switch for selecting microphone and
stereo speaker signals. There are two options for Audio Stick: On and Off. When set to On, audio
selection follows computer selection. When set to Off, audio selection stops following computer
selection. It is useful if you want to listen to a particular computer's audio signal while operating other
computers.

left + left +

(NOTE: This is an optional feature requiring a separate device to be connected to the Master switch.)

B Changing Your Configuration

After the initial power up, any device (either a KVM or a PC) can be added or removed from any PC x
port on the KVM without having to power down the Master switch. Make sure that devices are turned
offer before connecting them to the Master switch.

NOTE: After changing your configuration, the KVM-OSD will automatically update to reflect the new
configuration.
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® Chapter 5 How to Remotely Control the Host Computer(s)

A. Accessing the VNC Interface
There are three ways to communicate with the Digital KVM via IP in order to control the host
computer(s).

I.  Web interface: The integrated Web server includes a Java-based VNC client. This allows easy
browser-based remote control.

II. Native VNC client: There are several third-party software programs that use the standard VNC
protocol, available in open source and commercial VNC clients.

lll. SSH Tunnel: By default, there is a standard SSH server running on port 22 (the standard SSH
port). Once connected via SSH, the VNC traffic is tunneled through the SSH connection and
encrypts the VNC session. Each method will be discussed briefly in the following section. The type
of encryption method or client used is not critical.

l. Web Interface

The Java-based VNC client that is integrated into the Digital KVM via IP interface requires a browser
with cookies and JavaScript enabled. To start the Java VNC client, login to the Web configuration
interface and click on the thumbnail of the desktop on the Home menu, or follow one of the two links
on that page:

DIGITUS (192.168.1.168)

Screen Thumbnail Screen Thumbnai 5

Monitoring
Information

=] System
Tdentthcation

RADILIS Monitoring Information
Seral Ports
TineDate Impat channed:
FiIrmware 1;':‘_'[‘; ':'I':':
Info Current L 7 20046 VHNC cient options
Statu=
Poot Humbers System Identification WHC Callback
Cibe Map
CapyTight

change thasa. Nathva YNNG client
startup file

VNC client options

VHNC Callback

] Apgplet Ve imvar sared fa

Java VNC with no encryption (faster).
Java VNC with SSL encryption (more secure).
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You may need to upgrade or download your Java (http://www.java.com) support in your
browser before using the VNC screen to remote control the host computer(s); however, most
modern browsers come with a version of Java that is compatible with this application.

The Java VNC client makes a connection back to the KVM control over IP module over port 5900 (by
default) or 15900, if encrypted. The encrypted connection is a standard SSL (Secure Socket Layer)
encrypted link that encrypts all data from the session, including the actual video pictures.

Because Java is considered a “safe” programming language, the Java VNC client has some
limitations. Certain special keystrokes cannot be sent, such as “Scroll Lock” on the keyboard.

This client software requires the use of Java 2 (JRE 1.4) to enable features like wheel mouse support.
Sun Microsystems’s Java site, www.java.com, is an excellent resource to ensure your browser and
operating system is up-to-date.

II.  Native VNC Client

This system implements the VNC protocol, so any off the shelf VNC client can be used. There are
over 17 different VNC clients available and they should all work with this system. This system
automatically detects and makes use of certain extensions to the basic RFB protocol that is provided
by the better VNC clients.

The best client currently is TightVNC (www.tightvnc.com). Binaries are available for Windows, Linux,
MacOS and many versions of Unix. Source code for all clients is available there too. This version of
VNC is being actively developed.

The authoritative version of VNC is available from RealVNC (www.realvnc.com). This source base is
the original version of VNC, maintained by the original developers of the standard.

For a commercial, supported version of VNC, you should consider TridiaVNC (www.tridiavnc.com).
Their version of VNC is a superset of TightVYNC and contains a number of enhancements for use in a
larger corporate environment.

NOTE: Some native VNC clients may require a flag or setting indicating they should use BGR233
encoding by default. If this flag is not set, you may see a garbled picture and the client will fail.
The Unix versions of VNC require the flag -bgr233. For examples on using this flag, review the
commands in the following section.

lll.  SSH Tunnel (with Native VNC client)
If you are using openssh, here is the appropriate Unix command to use, based on the default settings
on a machine at 192.168.1.123:

ssh -f -l admin -L 15900:127.0.0.1:5900 192.168.1.123 sleep 60

vnecviewer 127.0.0.1:15900

NOTEs: A copy of these commands, with appropriate values filled in for your current system setting,
is provided in the on-line help page. This allows you to “cut-and-paste” the required
commands accordingly.

You have 60 seconds to type the second command before the SSH connection will be
terminated.

The port number “15900” is arbitrary in the above example and can be any number
(1025...65535). It is the port number used on your client machine to connect your local
SSH instance with the VNC client. If you want to tunnel two or more systems, you will need
to use a unique number for each instance on the same SSH client machine.

Some Unix versions of the VNC client have integrated SSH tunneling support. Some
clients require your local user id to be the same as the userid on the system.

Use a command like this: vncviewer -tunne192.168.1.123:22
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B. Using the VNC Menu

One of the unique features of this product is the VNC menu system. Whenever you see a window with
a dark blue background and grey edges, this window has been inserted into the VNC data stream so
that it is effectively laid over the existing video. These menus allow you to control the many features of
the Digital KVM via IP without using the web interface or a custom client.

Welcome Window

Welcome !

You are cannacted to:

DIGITUS

Encrypted with:

RC4-MDS (128 bit key)

Press F7 twice gquickly

to erter the menu sSysten.

When you initially connect to the system, a window similar to the above one will be shown.

This tells you which system you are controlling, what encryption algorithm was used and what key
strength is currently in effect. Click anywhere inside the window to clear it, or wait ten seconds.

C. How to Use the Bribar

Along the bottom of the VNC screen is a dark blue bar with various buttons. We call this feature “the
bribar”. Its purpose is to show a number of critical status values and to provide shortcuts to commonly
used features.

Here is a snapshot of what it may look like. There will be slight differences based on optional features
and system configuration. Starting from the left side of the Bribar, each feature and its function is
outlined below.
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Main Menu

2 : DIGITUS Net Addr:192.168,1.168

Test Patimm

i||u|||'r-'1.l1.-| ':| [j

Video Tuning| [VirtKeys| |KV

46 Kbps
<lms

Jarva Applet Window

Bandwidth: Indicates current average bandwidth coming out of the Digital KVM via IP. The
second number measures round trip time (RTT) of the connection when it was first established.

Resync: Re-aligns the remote and local mouse points so they are on top of each other.
BlRedraw: Redraws the entire screen contents; occurs immediately.

Blvideo Adjust: Adjusting the video phase automatically.

PS/2 Reset: Resets the PS/2 keyboard and mouse emulation. It's very useful to recover failed
mouse and/or keyboard connections in PS/2 mode.

+4, +8: Switches to thumbnail mode, at indicated size.

Ctrl-Alt-Del: Sends this key sequence to the host. It works immediately.

Alt-F4: Sends the key sequence to host (closes windows).

KVM: Calls up the KVM menu, refers to Chapter 4 for more informaton.

1~8, A~H: Select specific port simply by one click on the number.

Menu: Shows the main menu, refers to “Chapter 5, section D: How to Use the Main Menu” for
more information.

Video: Shows the video-tuning menu where the picture quality can be adjusted, refers to
“Chapter 5, section F: How to Use the Video Tuning Menu” for more information.

Keys: Shows the VirtKeys menu, which allows you to simulate pressing special keys such as
the Windows key or complex multi-key sequences, refers to “Chapter 5, section E: How to Use
the Virtkeys Menu” for more information.

Auto Bandwidth: Allows the user to select the proper bandwidth corresponds to the network
environment. Generally speaking, it's recommended to select “Max” for the LAN users and
“Min” for the WAN users.
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D.

PS/2: This area will show PS/2 (as in this example) to indicate if keyboard and mouse are
PS/2 signals. If Autosync appears beneath this indicator, the mouse pointers on the local
mouse and the VNC session will be synchronized automatically.

[1][A][S]: These flags show the state of the keyboard lights, NumLock, ShiftLock and
ScrollLock respectively.

Other items: If the server's screen is larger than 1024x768, additional buttons will be shown
to the right of the above listed items. These are all keyboard shortcuts and are duplicated in
the Keys menu.

How to Use the Main Menu

To access the main menu, press \ﬂ[ twice quickly. You must press the key twice within one second.
If you press it once or too slowly, then the key(s) are sent to the host, just like any other key. This
is the only way to get into the menu system, if the Bribar is disabled. Here is the main menu for a
typical system:

Main Menu

Hostname ; DIGITUS Net Addr:192.168.1.168
Description: DIGITUS
Location: DiGITUS

Input channel:1l
Video mode: 800x600 @ 60Hz
y IP:192.168.1,168

The main menu window may be moved by clicking and dragging on the title bar. It can be closed by
pressing Escape, or by clicking on the red X in the top right corner.

Here is a guide outlining various fields from the Main Menu. Most of the functions operate immediately.
Other functions require a response to a confirmation prompt first before performing the requested
function.

0

U
U

Identification: Fixed text label that is defined by the user in the Web interface. This does not
affect the operation of the system and is intended to assist with administration.

Status: Current status of the attached system and the status of the module.

B/W Min/Avg/Max/Auto: Bandwidth control. The white button is the mode the system is currently
operating. If you choose Min/Avg/Max then you will override the default, Auto. As the automatic
mode measures actual network performance, you may see the current mode switch from Min up
to Avg or Max. The different modes indicate more time spent on compression versus more
bandwidth. There is no visual difference between the modes, but there can be a noticeable
difference in speed and smoothness.

Mouse Resync: Resynchronizes the mouse pointer so that the local and remote mouse pointers
are on top of each other.

PS/2 Reset: Resets the PS/2 emulation going to the host and to the attached PS/2 devices. This
can be used if the mouse stops responding or the PS/2 keyboard isn't working.
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E.

Take Control: When multiple users are connected to the same system, use this button to take
control away from another user. Only one user may control the keyboard and mouse at any time.
All users see the same picture.

Thumbnails: Switch to smaller thumbnail size screen images (click anywhere on thumbnail to
restore it). Each button corresponds to a different sized image, from half size to one-sixteenth.
Logout: End the VNC login session and disconnect.

Video Tuning: Sub-menu with video adjustments, to be used when automatic picture adjustment
does not provide a good quality picture (see section below).

VirtKeys: Virtual keyboard provides a menu with special keys that are often hard to generate but
needed by the remote system. The most common key sequence is the | Ctrl | — [ Alt | - | Del | (see
section below).

KVM Menu: Generates the key sequence used to access the on-screen menu for a enterprise-
class KVM switch. When these conventional KVM switches are combined with the Digital KVM
via IP, this key makes accessing their built-in menu easier, especially from the Java client. This
button will only be shown when an external KVM has been enabled via the web interface.

Bribar: Closes or reopens the Bribar window along the bottom of the screen.

How to Use the VirtKeys Menu

This is a snapshot of the Virtual Keys window:

VirtKeys

Ct

Clicking any button in the top half of the window simulates pressing and releasing the indicated key. In
the bottom area of the screen, clicking will simulate the indicated Meta key being pressed. You may
then click in the top part to send another key and release the Meta key at the same time. Alternatively,
you may move the mouse outside this window, press the regular key, and then choose -RESET- to
release all depressed keys.

The VirtKeys menu can be left open while using the host system. You can then click the required
button at the suitable time, and still interact with the host in a normal fashion.

Examples:

[CtrlHAItHF4]: Use L-{Ctrl] then L{Alt]in the Toggles area. Then click [F4].

To bring up the Start menu under Windows: Click the L-Windows button at the top left of the
above window.
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F. How to Use the Video Tuning Menu
This menu is used to fine-tune the video picture.

Video Tuning

1ing Phase
Current phase:16/32

— Filter
Filtering: OFf

Auto Everything: use this button to automatically fine-tune all three adjustments. If the test pattern for
Color Offset calibration is not present on the screen, then the Color Offset adjustment is skipped.

Changes/frame: it indicates the number of 16x16 blocks of video that are being sent, on average, for
every frame of video. With a static image being displayed by the server, this number will be zero
(shown as -nil-). Moving the mouse, for example, will cause the number to jump to about 2 or 3. You
may use this number to judge the picture quality as you adjust the controls on this menu.

Picture Positioning: it affects the image position on your screen. If you see a black line on either side
of your screen, or at the top or bottom, you can use the arrow buttons to shift the image in that
direction. Pressing Auto does the same thing for you automatically. Use Save to save the changes you
have made manually. Since this adjustment depends on the video mode, separate values are stored
for each video mode.

Color Offset: it is a fine tuning adjustment that requires the use of a test pattern. There is a copy of
the test pattern available on the Help! menu of the integrated web server. You must arrange for that
image to be shown on the host computer(s). Do not allow scaling, cropping or any other changes to
that image. Press the Auto button and the system will calibrate color for the best possible picture in
approximately one minute. If the system cannot find the test pattern on the screen, it will say so.
Check that the pattern isn't scaled or covered up. It's important to do this operation in 24-bit or 32-bit
color video mode (i.e. true color). Although the algorithm may work in 16-bit or 8-bit color video modes,
the results will not be optimum and usually it won't be able to recognize the test pattern.

Advanced: press this button will open the Advanced Video Tuning menu. While the vast majority of
users will not need to adjust these settings, it offers a high-degree of control of the video settings of
your VNC sessions.

Sampling Phase: it does not normally need to be used since our system tunes the sampling phase
whenever the video mode changes. This button does not require a test pattern, but will perform
optimally when used with our standard test pattern. For your reference, the sampling phase number is
shown to the right of the Filtering button.

Noise Filter: it controls the advanced video filtering of our system. Unlike other filtering algorithms, our
noise filter will only remove noise. It does not degrade the signal quality or readability of small text.
You may turn it on and off using the indicated button, or set it to other values using the arrows. Higher
numbers cause more filtering and may cause artifacts when moving windows. The most common
visual artifact is a vertical line dropping when moving windows horizontally. You may use the Redraw
button to correct these, or use a lower filter number. At minimum, these values must be greater than
two.
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Appendix A Troubleshooting

If you are experiencing trouble with your devices, first make sure that all cables are connected to their
proper ports and are firmly seated.

How to bring up the IP-OSD menu?
Please use your paperclip or pen to press the “IP SETUP” button once to bring up the IP-OSD menu.

How to reset everything back to the factory default values?

Please use your paperclip or pen to press the “RESET” button AND HOLD around 8 seconds, the IP-
OSD menu will automatically come up and show “All settings cleared” in red texts, and then all of the
factory default values will be restored automatically.

| can’t connect to the Digital KVM via IP.

Step 1. Check if the network connection is working (ping the IP address of Digital KVM via IP). If not,
check network hardware. Is Digital KVM via IP powered on? Check if the IP address of Digital KVM via IP
and all other IP related settings are correct. Also verify that all the IP infrastructure of your LAN, like routers
are correctly configured. Without a ping functioning, Digital KVM via IP can't work. If it still can’t connect to
the Digital KVM via IP, go on the next step.

Step 2. Refer to Quick Start Guide, choosing the first way: Using the IP-OSD step-by-step menu

| can’t login via SSL.

Was the correct user and password given? The default username and password as shipped from the
factory is username admin with a password of admin. Configure your browser to accept cookies. The user
name and password are case sensitive, check the status of the on your keyboard. If you see a
warning about “identity of host cannot be verified”, and a question about saving the host's fingerprint, this is
normal for the first time you connect to any machine running SSL. You should answer “yes” so that your
SSL client saves the public key of this host and doesn't re-issue this warning.

Forgotten the master password.

Reset the master password. Please refer to Quick Start Guide, choosing the second way: Using the
HyperTerminal via Serial Port. Use the S command, and type a new password. The old password is not
required for this procedure. And, please remember to type “W” after you made any change.

The mouse on the remote site does not work or is not synchronized.

a. Make sure there is only one mouse driver installed in each computer.

b. Set the mouse acceleration to 'None' in the host mouse driver properties.

c. Windows XP has a setting called 'Enhance pointer precision'. This should be disabled for correct mouse
synchronization.

Remote mouse and local mouse don't line up.

Use the “mouse resync” command in the main menu or press the “Resync” button on the Bribar. If the

mouse pointers still don't line up, verify that mouse acceleration has been disabled.

NOTE: The Windows login screen does not accept the “mouse acceleration” option, and always has the
mouse accelerated regardless of your configuration. Therefore, on this screen it is best to avoid
using the mouse.

After “Resync”, the mouse on the remote site is synchronized, but there is small constant
offset between remote and local mouse cursors.

This is a video position error. Normally a slight video positioning error is perceived as a mouse sync issue.
A video positioning error is visible as a black line along the top or bottom (and right or left) edges of the
remote screen. On the “Video Tuning” menu (please refers to Chapter 5, section F: How to Use the Video
Tuning Menu) use the arrows under "Picture Positioning" to move the screen until the two pointers exactly
line up. Remember to save your position changes!
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Monitor works, but keyboard and mouse do not.
Make sure you haven’t swapped the keyboard and mouse cables

VGA image is not clear.

You may be using poor quality VGA cables. Make sure you are using UL-2919 rated, double-shielded VGA
cables.

The quality of video is bad or the picture is grainy.

Use the brightness and contrast settings.

Use the auto adjustment feature to correct a flickering video.

Read and use the manual section "Chapter 5, section F: How to Use the Video Tuning Menu”.
Also, try the "Auto everything" button on the “Video Tuning” menu.

Display the test pattern on the host and use "Auto Everything".

Try a lower refresh rate (60Hz is best)

Enable the noise filter and set to higher value.

Use lower resolution if possible (1024x768)

Reduce number of colors (8-bit or 16-bit color instead of 24/32).

Use a better quality video card.

T TT@m0 o0 T

No KVM-OSD screen or screen image.
You may have selected a power-off computer. Use the pushbuttons or to select a computer that is turned
on.

There is a keyboard error on boot.
You may have a loose keyboard connection. Make sure your keyboard cables are well-seated.

The letters on the TFT LCD display are blurry or have shadows.
You may have improper resolution settings. Under the Control Panel, set the VGA output of your computers
to match the highest resolution of the LCD monitor with Large Font selected.

Master/Slave does not work or there is a double KVM-OSD.

Make sure that the slave’s Console port is connected to one of the Master's PC ports.

Perform a KVM Reset. Make sure that you have removed all power sources from the Slave unit before
connecting it to the Master switch.

KVM-OSD menu is not in the proper position.
The KVM-OSD menu has a fixed resolution and its size varies depending on the monitor. Use More/
Position (from the KVM-OSD menu) to move it to a different location.

The Up and Down arrows don’t work in manual scan mode.
Make sure more than one computer is turned on. Manual Scan only works with powered computers. Check
the Scan Type (from the KVM-OSD menu) and make sure you have selected the proper computers.

Auto Scan does not work.

Make sure more than one computer is turned on. Auto Scan only works with powered on computers. Check
the Scan Type (from the KVM-OSD menu) and make sure you have selected the proper computers. Press
the Left Control key twice or press any front pushbutton to abort the Auto Scan.

Cannot select a computer connected to a Slave.
Make sure that the Slave’s Console port is connected to one of the Master's PC ports. Only ports PC 1 to
PC 8 can be connected to Slaves, even if the Master switch has 16 PC ports.

Keyboard strokes are shifted.

Press both keys.
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Certificate warning shown while connecting via HTTPS.

It is normal for a warning dialog to be shown when connecting via HTTPS. The SSL certificate we use
is created when the unit is first produced. It does not contain the correct hostname (subject name)
because you can change the hostname as required. Also, it is not signed by a recognized certificate
authority (CA) but is signed by our own signing authority. For more details, refers to “Appendix F:
About Security Certificate Warnings”.

Windows XP doesn't awake from standby mode.
This is possibly a Windows XP problem. Try not to move the mouse while XP goes into standby mode.

The terminal connection to Digital KVM via IP for initial configuration cannot be established.
Check that the Null Modem cable connected to DTE Serial Port on the Digital KVM via IP and
terminal software is set to the following line parameters:

Connection speed: 115200 bps

No. of bits: 8

Parity: None

Stop bits: 1

Flow Control: None

Connect computer to the Digital KVM via IP and power this computer on. Power on the Digital KVM
via IP while pressing the ESC key on the keyboard connected to it. This will switch the DTE Serial Port
to Configuration Login setting even if it was set to Pass-through or Modem.

Also, Windows HyperTerminal has a bug: if you change baud rates while connected, the screen is
updated but the hardware is still at old baud rate; hang up and reconnect (using icons at top of screen)
to make new settings take effect.

If my network has a firewall, what setting do | use on the IP Extender to open a port into the
network?

You shouldn't change any settings in the Digital KVM via IP, but you should open port 22 for both
outbound and inbound connections in your firewall.

Port 22 only needs to be opened for inbound connections. You must use SSH tunnel to connect to
machine; tunnel to port 192.168.1.123:5900 for VNC protocol, and 192.168.123.1:80 for HTTP (web)
control.

OR, instead of SSH client, open ports 443 and 15900 (inbound) for HTTPS and encrypted VNC
protocol. Then click always on the "encrypted" link. This is easier because you don't need to setup
SSH tunnels.
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Appendix B Specifications

Maximum supported video mode

1600x1200 @ 85Hz

Standard video modes supported

640x400 @ 85Hz
720x400 @ 85Hz
640x480 @ 60Hz
640x480 @ 72Hz
640x480 @ 75Hz
640x480 @ 85Hz
800x600 @ 56Hz
800x600 @ 60Hz
800x600 @ 72Hz
800x600 @ 75Hz
800x600 @ 85Hz
1024x768 @ 60Hz
1024x768 @ 70Hz
1024x768 @ 75Hz
1024x768 @ 85Hz
1152x864 @ 75Hz
1280x960 @ 60Hz
1280x960 @ 85Hz
1280x1024 @ 60Hz
1280x1024 @ 75Hz
1280x1024 @ 85Hz
1600x1200 @ 60Hz
1600x1200 @ 65Hz
1600x1200 @ 70Hz
1600x1200 @ 75Hz
1600x1200 @ 85Hz

Color Depth

8 BITS /12 BITS /16 BITS Selectable

Maximum power consumption

18 watts

Input Connectors

Video In (for local console)

PS/2 Keyboard (for local console)

PS/2 Mouse (for local console)

LAN RJ-45

Serial Supervisor (RJ-14)

DB9 RS-232 Male (DTE)

DCin

DS-11215: 1 x HDB15 (female) Integrated KVM Cable Input
DS-13215: 8 x HDB15 (female) Integrated KVM Cable Input
DS-14215: 16 x HDB15 (female) Integrated KVM Cable Input

Dimensions W x H x D (mm)

DS-11215: 404 x 43 x 220
DS-13215: 404 x 43 x 220
DS-14215: 404 x 43 x 220
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Reset button 1. power reset (press once)
2. reset everything back to the defaults (press and hold
around 8 seconds)

IP SETUP button Press once to bring up the IP-OSD, helping the user the step-
by-step initial setup very easily without studying the user’s
manual

Regulatory Certifications FCC Class A, CE, VCCI

RoHS Compliant Yes
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Appendix C Supported Protocols

Service Description Benefits
SSH Secure Shell May be used to securely “tunnel” VNC and HTTP
protocols.
HTTP Web redirector (to HTTPS) Convenience server to redirect all web traffic to
encrypted port. Clear-text HTTP is not supported.

SNMP SNMP Agent (UDP) Allows integration with existing SNMP network
management systems.

HTTPS SSLTLS Encrypted web control | Secure control and management of the device and
attached system. Screen snapshots may be
downloaded. Integrated Java VNC client (with or
without encryption) allows control from any Java-
enabled browser. Password protected.

VNC VNC/RFB Protocol Server Standardized real-time KVM network protocol.
Compatible with existing VNC client software.

VNCS SSL-tunneled VNC VNC protocol tunneled via SSLTLS encryption. For
secure real-time control of the server over public
networks.

DHCP Eases network setup by fetching IP address and

Dynamic IP other network settings from a centralized server.
Setup Config
RADIUSICen Allows integration with existing RADIUS servers, so
tralized that user management can be centralized.
authentication Supports challenge-response authentication using
hardware tokens (like SecurlD) and conventional
passwords.
SYSLOG System event logging to MIT-LCS UDP protocol. Must be configured via
another system DHCP option.
DNS Domain Name Service Converts text name into IP Address Only used in
the URL specification needed to emulate a CD-
ROM. Use is optional.
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Appendix D Warranty Information

This product is backed by a one-year warranty. In addition DIGITUS® warrants its products against
defects in materials and workmanship for the periods noted, following the initial date of purchase.
During this period, the products may be returned for repair, or replacement with equivalent products at
our discretion. The warranty covers parts and labor costs only. DIGITUS® does not warrant its
products from defects or damages arising from misuse, abuse, alteration, or normal wear and tear.

Limitation of Liability

In no event shall the liability to DIGITUS® (or its officers, directors, employees or agents) for any
damages (whether direct or indirect, special, punitive incidental, consequential, or otherwise), loss of
profits, loss of business, or any pecuniary loss, arising out of related to the use of the product exceed
the actual price paid for the product. Some states do not allow the exclusion or limitation of incidental
or consequential damages. If such laws apply, the limitations or exclusions contained in this statement
may not apply to you.

NOTE: The associated software contains encryption technology subject to the U.S. Export
Administration Regulations and other U.S. law, and may not be exported or re-exported to
certain countries or to persons or entities prohibited from receiving U.S. exports (including
Denied Parties, entities on the Bureau of Export Administration Entity List, and Specially
Designated Nationals). For more information on the U.S. Export Administration Regulations
(EAR), 15 C.F.R. Parts 730-774, and the Bureau of Export Administration (BXA), see the BXA
homepage at http://www.bxa.doc.qov
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Appendix E Regulatory Compliance Statements

This device complies with part 15 of the FCC Rules for a class A digital device and also with European
standards EN55022. Operation is subject to the following conditions: (1) this device may not cause

harmful interference; and (2) this device must accept any interference received, including interference
that may cause undesired operation.
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Appendix F About Security Certificate Warnings

What is a security certificate?

Sites that employ secure TCP/IP (Internet) connections include a certificate that confirms that users
are connecting to a legitimate site and are not being redirected without their knowledge. Certificates
are issued by trusted third parties called Certificate Authorities (CAs) and contain essential details
about a site that must match the information supplied to your Web browser.

Why do | receive a warning when | access the login screen on the Digital KVM via IP?

As it redirects you to a secure (SSL) session by default, the login screen may generate a warning from
your Web browser or the VNC Java client for two different reasons. First, the CA that has issued the
certificate on DIGITUS® behalf may not yet be recognized as a trusted source by the computer you are
using to access the Digital KVM via IP. Second, since the unit could be configured in a number
different ways, it is impossible to supply a generic certificate that will match your exact network
settings.

Is my data safe?
Yes. The security certificate does not affect encryption effectiveness in any way, nor does it make the
Digital KVM via IP any more vulnerable to outside attacks.

Can | prevent the warning from occurring?

Yes. You have two options that may prevent the warning from occurring. First, if the Web browser
you are using offers the option to ignore the warning for future visits, the browser will no longer
generate a warning if that option is selected. Second, if you install the certificate from the KVM onto
the remote computer (see below) and if the unit is configured with a domain name ending
in .com, .net, .org, .gov, .edu, .us, .ca, .uk, .jp, or .tw (i.e. remotecontrol.mydomain.net) then the
warning should no longer occur.

Installing the new certificate...
The following instructions detail how to install the certificate from the Digital KVM via IP onto your
local computer (in this case, running Windows XP and Internet Explorer).

1. Open your Web browser and go to the Digital KVM via IP login screen. Click the update security
certificate link.

2. When prompted, choose Open.

3. A Window will appear that offers information about the certificate. Click Install Certificate.

4. The Certificate Import Wizard will appear. Select Automatically select the certificate store...
(default) and click Next. When the next window appears, click Finish.

5. A confirmation dialog will appear asking you if you wish to install the certificate. Click Yes.

6. A message should appear saying the import was successful. Click OK.
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Appendix G

Using Optional Serial Supervisor Module (IPMI supported) with the R-Port
(For DS-11215, DS-13215, DS-14215 only)

Background

The Digital KVM via IP offers a unique way to expand the functionality of the base product. Using R-
Port on the rear panel of Digital KVM via IP, you can add up to 16 Serial Supervisors serial devices
using a specialized daisy-chain technology. The Digital KVM via IP includes integrated control
functionality that allows you to monitor and configure the devices with the RS-232 serial port using the
interactive Web interface. To minimize space and infrastructure requirements, the Serial Supervisor
uses a single cable to carry both power and the data signal. All configuration settings are stored
separately in each attached Serial Supervisor in non-volatile memory so that they will not be lost in
the event of a power outage or disconnection.

Connecting the Serial Supervisor to the Digital KVM via IP

The RJ-14 cable for link up the Serial Supervisor via daisy chain is similar to a phone cable. For the
first computer, connect the RJ-14 cable (provided) to the R-Port on the rear panel of the Digital KVM
via IP. Then, connect the opposite end of RJ-14 cable to the RJ-14 port of Serial Supervisor. There
are two RJ-14 ports in the Serial Supervisor, please feel free to choose any one of them. Once you
have added the first computer to Digital KVM via IP by using the Serial Supervisor, you can connect
the second computer by using the second Serial Supervisor, please have your second RJ-14 cable
(provided with your second Serial Supervisor) to link up the first Serial Supervisor and the second
one. That’s it! And, you can link up to 16 computers. The following diagram is shown the whole
connection. For more specific information regarding cabling, status indicators, and how to setting,
refers to the user’s manual of Serial Supervisor.

Digital KVM via IP

(OO e A e A - -

o A

Connect to // _
the R-PORT y

PC1

/V ”
EJ-14 cable

—_— PC16
RJ-14 cable - Up to 16 Serial Supervisors

Configuring/Viewing Serial Supervisor through the Web Interface

Once you have one or more Serial Supervisor connected, you will able to configure and manage
them through the Web interface. You may need to modify the default settings on the Digital KVM via
IP to match your various Serial Supervisors’ default configuration. Consult the documentation that
came with your Serial Supervisor to determine if you need to modify the default settings to complete
the installation. To be able to configure your Serial Supervisor, you must be logged in as admin.
Other users will be able to view which devices are active but cannot configure them.

Once you are logged in, choose the Admin/Setup option from the menu at the top of the Home

screen in the Web interface. Click External Serial consoles setup and control. You will be
presented with the Serial Consoles Attached menu, and a table with the following headings:
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# Name / Description Baud (bps) | Mode | Force DCD | Console Log | Connect...

#: You can assign a value (1 ~ 99) to each attached serial device. This does not affect the
configuration or operation of the device in any way, but is simply a means to sort this list for
ease of management.

Name/Description: An identifier for the Serial Supervisor device. Like the number
assignment, it is for ease of administration only.

Baud (bps): This is the communication speed for the device, and the setting here must match
the setting on the device itself (see below). All common baud rates between 300 and 115,200
bps are supported.

Mode: Sets the character framing scheme that the Digital KVM via IP will use with the Serial
Supervisor device. You can choose from the following selections:

8N1: Eight bits, no parity, one stop bit (default and most common)
7N1/701/7E1/7M1/7S1: Seven bits, (none/odd/even/mark/space) parity, one stop bit
8N1/801/8E1/8M1/8S1: Eight bits, (none/odd/even/mark/space) parity, one stop bit
8N2: Eight bits, no parity, two stop bits

Force DCD: Forces the Carrier Detect signal to be active at all times. Normally, DCD
becomes active when a new user connects and is dropped when the last user disconnects (a
response that is similar to many modems). When active, the device will logout and reset itself
if the carrier signal is lost, increasing security. Note that this may not work with all devices and
could impair proper operation in some circumstances. The default setting is off.

Console Log: Clicking this link will open a separate Web page that will display the last 200
characters committed to that device’s console log. Note that existing data is overwritten
automatically when the 200 character limit is reached.

(Optional, not shown) IPMI: This is an optional feature that requires the purchase of a
software upgrade on the Digital KVM via IP. Refer to Appendix D for more information about
purchasing and using the IPMI upgrade. This feature will not appear on the menu if the
upgrade is not installed.

You can make as many changes a needed on this menu at one time before applying your changes.
Once you are satisfied with the changes you have made, click Commit changes to apply the new
settings. Click Refresh at any time to see an updated list of attached Serial Supervisor devices.

Advanced Configuration Using the Integrated SSH Shell

In most cases, configuring the Digital KVM via IP to the same settings as the Serial Supervisor
devices you are connecting should allow the devices to work with a minimum amount of configuration.
However, you can also change the default settings on each Serial Supervisor device to fit your
preferences and the needs of your application.

If you click the Connect... button next to the device you want to configure, two new windows will
appear. The smaller of the two is a login screen; the other is a SSH terminal window. Click the login
window and sign in as admin (using the same password as the Web interface) to activate the terminal
window. You will see a welcome banner similar to the following:

Baud rate: 115200 bps, 8N1
Connected to #1: (none)... (Press | Ctrl | + | Shift | + | Space | for menu).
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You are now connected to the Serial Supervisor device. Commands you type will be echoed on the
terminal screen. It offers a simple menu system that allows you to change its configuration settings.
To access the menu press | Ctrl | + | Shift | + | Space | (underscore) on the keyboard to access the
menu. It will be similar to the following:

RS- 232 Menu (#1: (none), 115200 bps, 8N1)
Q — Di sconnect
# - Send break
H — Hangup line (drop DCD)
— Send Cirl-Shift-_
Low | og entries (line buffer)
— Show |l ast 10 log entries
other — Return to connection
Press key ->

E
L
1

To execute the desired command, simply press the corresponding key on the keyboard. You can also
execute the command and avoid the menu by pressing the | Ctrl | + | Shift | +| Space | key combination
quickly and pressing the letter of the command. To quit the menu, press on the keyboard when
the menu is active.

Remote Login via SSH

You can also use a standard SSH client to access the Serial Supervisor options if you wish to avoid
using the Java-based SSH client in the Web interface. Simply use your SSH client (several freeware
packages are available for download, along with commercial applications) and connect to the IP
address of the Digital KVM via IP using port 22 (default).

Login in to the SSH session as admin using the same password as the Web interface. At the
command prompt type connect x (where x is the number of the Serial Supervisor device you wish to
manage). Alternatively, you can enter the command connect -| to see a list of active devices.

Operating Notes

e Hardware handshaking (CTS/RTS) is required for speeds exceeding 9600 bps. It is enabled by
default on the Digital KVM via IP, but may need to be enabled on the other end of the
connection. For Unix systems, the command is:

stty —crtscts < /dev/[serial port]

* Serial Supervisor devices use a simple RS-485 multidrop network running at 115,200 bps. It
is possible that every Serial Supervisor device will not be inputting/outputting data at the same
rate at all time. However, since these devices use interactive logins, it is unlikely that all
channels would be busy at any one time. Hardware handshaking is used to limit the output rate
of individual channels as needed.

* A maximum of four users may simultaneously login to the same device. All users may type
commands at any time, and all users will see the same output. Note the following:

e All users have equal access to all channels.
* A maximum of 16 Serial Supervisor devices may be connected at any one time.

[1 You plug-in and unplug any Serial Supervisor device at any time. When reconnected, it will
automatically become available after a 15 second initialization period. Any log entries will be
retained by the Serial Supervisor device while deactivated, but will not be available to users until
it is re-initialized.
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IPMI (Intelligent Platform Management Interface) Function

Background
To offer a more complete remote server control solution, the DIGITAL KVM VIA IP offers an optional
power management feature that allows remote hardware restarts and the ability to power the host
computer on and off. You may be able to take advantage of this feature if the host computer you are
managing supports IPMI (Intelligent Platform Management Interface).

Host Computer Requirements
The host computer must support the IPMI standard version 1.5 to use this option. Most popular server
motherboards now support the IPMI standard. To determine if your computer supports this IPMI,
consult its documentation for more information.

IPMI is used to configure and control a device on the motherboard called the BMC (Baseboard
Management Controller) using a dedicated serial port. Once the computer is configured for IPMI
management, the serial port on the host computer is normally reserved by the BIOS solely for that
purpose and cannot be accessed or recognized by the operating system. It is therefore unlikely that a
serial port provided by an add-in card will be able to act as an IPMI port, so you must use a serial port
integrated on the motherboard of the managed computer. If the computer you are managing only has
a single serial port, you must add an additional port (or ports) via an add-in card if you need a serial
port for other purposes (i.e. modem). Enabling IPMI support usually requires enabling options in the
host computer's BIOS setup software, and the instructions will vary considerably from make to make
and model to model. Normally, a password will be created by the BIOS that allows the IPMI feature to
be accessed; this password is exclusive to the IPMI feature and does not correspond to a password or
account in the host computer’s operating system.

If the Host Computer Does Not Support IPMI
If the host computer you are managing with the Digital KVM via IP does not support IPMI, DIGITUS®
offers a non-IPMI solution that also works via serial port and acts as a power concentrator and a
power management device: the 8 Outlet Serial Power Console and Switch. For more information
about this product, visit www.DIGITUS.info

Activating the IPMI Option

Version Numbers

Component Version /Release
System firmware |ThuJul 8 17:28:01 EDT 2004

CGIl Component |[04.27.4172125
Linux Kernel Linux version 2.4.20-pre7 #130 Mon Mar 8 09:37:36 EST 2004

System FPGA 3
Software options |00000007 (ENT, SEC, MULTI)

The Digital KVM via IP contains the necessary software to use IPMI. To enable this capability, you
must purchase the software option from DIGITUS® unless you have purchased a model with the
feature pre-enabled. To verify whether the IPMI feature is enabled on your unit, login to the Web
interface as admin, click the Setup/Admin button at the top of the page, and click Firmware and
flash memory management. If IPMI is not listed beside Software Options (see above) then the
IPMI option is not present and you will have to purchase the software option to use the feature.

To purchase the IPMI option, please email DIGITUS® Support at:

support@digitus.info
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Purchase Options

If you wish to add additional optional features to this unit, please call technical support and provide them
with this special code:

4-E680-074A-1-7

They will provide you with an unlock code. Please enter that code, exactly, here:

Vg —

Have your model and serial number on hand. When asked, supply the technician with the code listed
under Purchase Options at the bottom of the Firmware and flash memory management page.
Once the order is processed, the technician will provide you with an Unlock code. Enter that code in
the space provided, and click Submit. The system will update itself to allow IPMI configuration.

You can use either serial port on the Digital KVM via IP to send IPMI access; your choice will dictate
the type of cable you will use to make the connection. The DTE Serial port on the front panel requires
the use of a null modem serial cable.

Connect a female end of a serial cable to the serial port that is configured for IPMI access on the host
computer. Connect the opposite end to the DTE Serial port of the Digital KVM via IP.

Configuring IPMI on the Digital KVM via IP

Once you have connected the IPMI-configured serial port to the Digital KVM via IP and enabled the
software option, you can begin to configure IPMI settings through the Web interface.

IPMWPMB setup (Intelligent Platform Management)

Log in to the Web interface as admin. Click the Admin/Setup link at the top of the page and choose
IPMI/IPMB setup (Intelligent Platform Management).
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IPMI Status

IPMI is not currently working. Check configuration here and verify host is configured correctly.

IPMI via Serial Port
Enable IPMI (Intelligent Platform Management Interface) via serial port:

Select which serial port to use:

The following two setting must match the configuration of your host's BMC (Baseboard Management
Controller). You will probably have to run some sort of special configuration software to change them on your
host.

Select baud rate to use:

A password is required for authentication with the BMC. This password must have enough authority to
control the chassis power and read all sensors. This password applies only to the BMC and has nothing to
do with other software you may be running on the host. Password failures will be logged to the system log for
debugging.

Save changes by clicking here:

You will be presented with the IPMI Status menu (see above). Make the following changes to enable
IPMI:

[0 Enable IPMI (Intelligent Platform Management Interface) via serial port: select
Enabled.

[1 Select which serial port to use: select Front serial port (DTE pin out) since the Digital
KVM via IP has DTE serial port only.

[0 Select baud rate to use: select a value from the menu between 9600 bps and 115,200
bps based on the configuration on the host computer’s IPMI settings.

0 BMC Password: Enter the password twice assigned to the BMC in the host computer’s
BIOS setup software.

NOTE: that the selected baud rate should match the host computer’s setting. Problems with the BMC
password (as well as any other error information) will be recorded in the Digital KVM via IP’s
system log on the Status page of the Web interface. If the host computer’s BIOS setup allows
for multiple levels of security for the BMC, ensure the password you enter on the menu offers
sufficient authority to control chassis power and monitor fan status.

Once you have made the necessary changes on this screen, click Commit to activate IPMI with the
settings you entered. NOTE that clicking Commit will cause any active VNC sessions to fail and you
will need to re-establish them.

Accessing the Status Screen
The Digital KVM via IP allows you to monitor the status of the host computer via IPMI using either the
Web interface or the VNC client. The information you will be able to view using the status screen will
depend on the model of host computer being managed. Since IPMI implementations vary widely
across manufacturers, the information you are able to see on your status screen may differ from the
examples. NOTE that the Status screen will not allow you to make any configuration changes and is
for monitoring purposes only.

To access the Status (IPMI Sensor Report) screen:

From the Web interface: click View IMPI sensor report next to the thumbnail image on the
Home screen
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From the VNC interface: click IMPI from the Bribar at the bottom of the VNC window

Examples:

Current IPMI Sensor Re

IPMI Sensor Report

Status: BMC okay. 02:52:12 PM

# | Sensor Narwe [ Description

soft-off

[ 0]

VNC Status Report

Accessing IPMI Controls
There are two ways to access power controls for the managed computer. The first is through the
Home screen on the Web interface. The second is through the Bribar during an active VNC session.

Web

Monitoring Information
Host power: OFF
Video mode: No power
My IP addr: 10.0.0.155/192.168.1.221
Current time: Mon Jul 26 13: 6 2004

View IPMI sensor report.

System ldentification
Hosthame: noname
Net Address: No netaddress?
Mon Jul 26 08:12:50 2004 Description: No description?
Location: Unknown location?
Contact: No contact?
Change these.

Power/Reset Control

Java VNC client options
Java VNC with no encryption (faster).
Java VNC with SSL encryption (more secure).

Native VNC client

If your browser is appropriately configured, you can run a local, native VNC client just by clicking on these
special links. You can also save the file to disk and then click on it (be sure to preserve the file extension ag
' Such a file can be used one time only.

Native VNC (LAN port) (WAN port)

Controls on the Home Screen (Web)
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Once IPMI is enabled and functioning correctly, a set of controls will appear immediately under the
thumbnail image of the host computer on the Home screen on the Web interface. NOTE that you must
be logged in as admin to use this feature. From here, you have four options:

Hard Reset: Equivalent to pressing the RESET button on the managed computer. The
computer will restart.

Power Cycle: The computer will power off, pause for a moment, and power on again
automatically; equivalent to pressing the POWER button off and on again on the host
computer.

Turn ON: Powers on the host computer.

Turn OFF: Powers off the host computer.

VNC
If you are inside an active VNC session and are logged in as admin you can use the Bribar to access
IPMI features. ou have two choices from the Bribar:

NOTE:

Reset: Equivalent to pressing the RESET button on the managed computer. (The computer
will restart.)

ON/OFF: Powers the host computer on or off depending on the current state of the host
computer; equivalent to pressing the POWER button on the host computer.

IPMI may not automatically close the host computer software safely when you issue a reset or
power off command. Since these features are equivalent to pressing hardware buttons on the
computer itself, the computer will respond in exactly the same way. Always shut down your
operating system and application software normally before issuing an IPMI command to avoid
data loss or corruption.
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Appendix H Using Optional Modem Feature

A Background

The modem option allows the Digital KVM via IP to act as an Internet connection server for increased
security and flexibility in connecting with the managed computers. Unlike the TCP/IP connection used
with the standard Web configuration and VNC clients, the modem creates a one-to-one connection
between the Digital KVM via IP and the computer you are using to manage your network that is
essentially private, as it bypasses the public Internet completely. Note this option requires both an
external modem (most standard connection protocols are supported) and a dedicated phone line that
can be connected to the modem for external access. While it is technically possible to use the modem
feature through some PBX systems, this increases the complexity and reduces the performance of the
connection. For clarity, the instructions presented here assume that the modem is connected to a
typical POTS (plain old telephone system) line that is not routed through a phone management system
or shared with other devices. If you wish to use this feature through a PBX system, it may require
some experimentation and additional support from your telecom services provider, and is not
supported by DIGITUS®.

A Activating the Modem Option

Version Numbers

Component Version / Release
System firmware |ThuJul 8 17:28:01 EDT 2004

CGI Component |04.27.4172125
Linux Kernel Linux version 2.4.20-pre7 #130 Mon Mar 8 09:37:36 EST 2004

System FPGA 3
Software options | 00000007 (ENT, SEC, MULTI)

A system without the modem option enabled

The Digital KVM via IP contains the necessary hardware to attach a modem. To enable the modem
capability, you must purchase the software option from DIGITUS® unless you have purchased a model
with the feature pre-enabled. To verify whether the modem feature is enabled on your unit, login to
the Web interface as Admin, click the Setup/Admin button at the top of the page, and click Firmware
and flash memory management. If MODEM is not listed beside Software Options (see above) then
the modem option is not present and you will have to purchase the software option to use the feature.

To purchase the modem option, please email DIGITUS® Support at
support@digitus.info

Purchase Options

If you wish to add additional optional features to this unit, please call technical support and provide them
with this special code:

4-E680-074A-1-7

They will provide you with an unlock code. Please enter that code, exactly, here:

Ve —

Have your model and serial number on hand. When asked, supply the technician with the code listed
under Purchase Options at the bottom of the Firmware and flash memory management page. Once
the order is processed, the technician will provide you with an Unlock code. Enter that code in the
space provided, and click Submit. The system will update itself to allow modem configuration.
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A Connecting a Modem

The Digital KVM via IP will work with virtually any Hayes-compatible modem that recognizes the
standard AT command set. Some modem manufacturers offer “enterprise” grade modem products (at
a premium price) that include technology to improve the stability of connections; whether this type of
product would be beneficial to your application depends on whether you consider the modem
connection to be mission-critical, the quality of your telecom infrastructure, and your budget for
implementing this solution. The model of modem attached is essentially transparent to the Digital
KVM via IP.

It is important to note that modems that offer “66K” (or 56,000 bps) connections often achieve
connection speeds that are far lower than their maximum capabilities. Given the limitations of telecom
infrastructure (many locations have yet to implement fully digital switching technology, and still rely on
older analog technology for some segments), the maximum “upstream” transfer rate is limited to a
maximum of 33,600 bps between two modems; the “downstream” rate is often within a similar range
for a typical connection. Therefore, speeds below 56,000 bps do not indicate a problem with the
modem or the but simply reflect the line conditions at the time the connection is made. The SERIAL
port on the rear panel must be used for the modem connection. It requires the use of a null modem
serial cable.

Place the modem near the Digital KVM via IP and an available telephone jack. Connect the modem
to the telephone jack, data cable, and power source according to the instructions in its documentation.
The opposite end of the modem’s data cable should be a DB9 female serial connection. Connect that
end of the cable to the SERIAL connection on the rear panel of the Digital KVM via IP.

Configuring a Modem Connection on the Digital KVM via IP

Most connections will work appropriately with the default settings on the Digital KVM via IP once the
feature is enabled. When you entered the Unlock code to enable the feature, the Digital KVM via IP
created a new menu option to enable configuration of this feature.

Modem (PPP) setup

Login to the Web interface as Admin. Click Admin/Setup from the top of the page and choose
Modem (PPP) setup.

Modem Option
Enable this to allow the modem to answer the phone and start a PPP connection.

Enable modem connections (PPP) via serial port/modem:

Baud rate to use (affects connection to between us and the modem only):

Modem init string. This should program the modem to answer the phone on whatever ring needed, enable
hardware flow control, and force the modem to lock baud rate regardless of connect speed. The default
string is ATE0S0=1&K3 which should work for most modems (answers on first ring).

Init string: By BNk E]

Save changes by clicking here:

You will then be presented with the Modem Option menu (see above). Make the following changes to
enable and configure the modem connection.

Enable modem connections (PPP) via serial port/modem: select Enabled.
Baud rate to use (affects connection between us and the modem only): select 115200.
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Init string: leave as ATEOS0=1&K3 (see below).

The baud rate dictates the connection speed between the Digital KVM via IP’s serial port and the
modem, and does not affect the connection speed between the local and remote modems, as they will
negotiate their own connection speed when a connection is made. It is highly recommended that this
setting be left at the default for best performance.

The init string is the command (using the standardized Hayes AT command set) that the Digital KVM
via IP will send to the modem to activate it. The string included should work with the majority of
modems and configures the following connection properties: answer incoming calls on the first ring,
enable hardware flow control, and lock the connection speed. Your modem’s documentation will
describe other potential init strings that you can use to alter the connection properties. For instance,
you could commit the settings to the modem’s non-volatile memory (NVRAM) or allow the modem to
adjust the connection speed for greater stability (and so on). You may wish to test the connection with
the default init string first before making changes specific to your modem model or situation to simplify
the troubleshooting process.

Click the Commit button to save your changes and activate the modem feature with the specified
settings.

Iy Configuring the Remote Connection

This section describes how to configure a typical Windows dial-up session to access the modem
connection on the Digital KVM via IP. The instructions here relate to a Windows XP configuration;
other versions of Windows are similar.

Step 1. Open My Network Places from the desktop or the Start menu.

Step 2. Click View network connections.

Step 3. Click Create a new connection under Network Tasks.

Step 4. The New Connection Wizard window will open. Click Next.

Step 5. Select Connect to the Internet and click Next.

Step 6. Select Set up my connection manually and click Next.

Step 7. Select Connect using a dial-up modem and click Next.

Step 8. In the space provided under ISP Name, type an appropriate name of your choosing for the
connection. Click Next.

Step 9. In the space provided under Phone Number enter the phone number for the line to which the
Digital KVM via IP’s modem is connected. You may need to add the area code, country code, or
other digits needed to access the outside line as appropriate. When finished, click Next.

Step 10. Make your choice from Anyone’s use or My use only and click Next.

Step 11. Beside User name enter the user name of any valid user created using the Web interface of
the Digital KVM via IP. Beside Password and Confirm password enter the password that the user
you entered above uses to access the Web interface.

Step 12. This screen also includes 3 checkboxes. Uncheck all 3 checkboxes.

Step 13. Click Next.

Step 14. You may select to add a shortcut to the desktop for this connection. Click Finish.

You can now use this connection to access the Digital KVM via IP modem. Since you will still login to
the unit through the Web interface after establishing a dial-up connection, the user name on the PPP
connection and the user name used to access the Web interface do not have to be the same. For
security purposes, you may wish to create a separate user name for dial-up access.

The unit will negotiate a PPP connection based on the settings you provided, and no additional

scripting or configuration should be required under most circumstances. This is a summary of the
settings for use with non-Windows operating systems, or other versions of Windows besides XP:
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e PPP (Point-to-Point Protocol) must be used; no other authentication methods are supported.

e TCP/IP must be installed/enabled on the computer making the connection, and must be used
for the dial-up connection.

e The connection must be configured to obtain a dynamic IP address.

e The user name/password must match a user currently configured on the Digital KVM via IP.

e For best performance and to simplify the troubleshooting process, firewall software should not
be used with the dial-up connection.

A Accessing the Web Interface
Once a dial-up connection has been established, you can access the Web interface or start a VNC
session using the following IP address:

https://99.99.99.99

You can now login to the Web interface (and/or VNC session) normally. Note that the remote machine
(the one you dialed from) is automatically assigned the IP address 99.99.99.100 for the PPP session.
This, and the IP address of the Digital KVM via IP, cannot be modified. The following TCP/IP port
numbers are assigned for a PPP connection, regardless of the settings configured in the Web
interface for the LAN port:

HTTPS: 443

VNC (clear-text): 5900
VNC (SSL secured): 15900
SSH: 22

A Performance Notes

o All images over the PPP connection will be grayscale to conserve bandwidth. If other users
are connected while a PPP session is active, their screens will be in grayscale as well. When
PPP in inactive, color is automatically re-enabled.

e Some areas of the screen may not be updated as frequently as others, and animations or
other auto-updating areas of the screen may appear out-of-focus or “blocky” as a result. Since
the area around the mouse pointer is refreshed most frequently, hold the pointer over an area
to improve its clarity.

e It may be beneficial to minimize any unnecessary icons, backgrounds, or other clutter on the
managed computer’s desktop to make the dial-up connection as efficient as possible.

¢ You will need to disable the modem feature and re-connect the serial port on the Digital KVM
via IP to the port on a managed computer to use serial configuration.

A Troubleshooting Guide
The following messages will appear in the system log on the Status screen in the Web interface and
may help to diagnose problems with the modem configuration.

Starting PPP (for auth) on port...
Modem is connecting and the PPP login process is starting.

Modem hang up. Resetting
The connection has been closed or terminated unexpectedly.

Timeout during login process. Giving up

The PPP client connecting over the modem has waited too long to complete the authentication
process or supplied an invalid user name and/or password.
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Modem init chat script failed
The modem did not respond to the initialization string from the Digital KVM via IP. You may need to
change the init string or verify the cabling and modem status.

Modem init okay
The modem has responded appropriately to the init string.

Saw PPP startup from client
A PPP authentication has occurred and a session has started.

Phone line rings!
An incoming call has been detected by the modem.

Modem answers: XXXXXXXXX

The connection speed and protocol used for a connection, as reported by the modem. The exact
contents of the message will vary depending on the modem make and mode.
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Some DIGITUS® products contain code which is developed by Third-Party-Companies and which are subject to the GNU General Public License (,GPL") or the GNU
Lesser Public Licence (,LGPL"). You can find the license terms under GPL or LGPL.
The GPL- or LGPL-Code used in DIGITUS® products is released without warranty and is subject to the copyright of the corresponding author. For more details, please
see the GPL- and LGPL-licences. Further sourcecodes which are subject to the GPL-licenses, are available upon request. Please contact gpl@digitus.info in these
matters. We will make the files available to you on electronic interchange or on a data carrier at your cost price within 4 weeks.

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyight C) 207 Fre Sawar Foudaton . <ty Eve-
ryone is permifted to copy and disirbute verbatim

s bnse documens, b changing 1ot alowed.

Preamble

The GNU General Public License is a free, copyleft license for software

control those activities. However, it does not include the work's System
U, orgonrt o bl gl sl oo rogms
rming th

d) Convey the object code by oflering access from a designated place
(gt o for a charge), and ofer equivalet access o the Corespon-

which are used unmodified in ut which are
e of e work.For xaple, Corspanding Souce s
tertace definion fles assocated with source fles for the work, and the
source code for shared libraries and dynamically linked subprograms
that the work is specfically designed to require, such as by ntimate
data communication or control flow between those subprograms and
other parts of the work.

and other kinds of works. The Ce i users can re-
from other parts of the Ct ding Source.
The foenses for most software and ot pracical works o designed
Ie iake away your freedom Bycontrast,  The C Source for a work in source code form is that
freedom ‘same work.
w snare and change all versions of a program—{o make sure it remains
free software for all its users. We, the Free re Foundation, use 2. Basic Permissions.

T O o Pubt s o okt ot £ applies also
1o any other work released tis way by its authors. You can apply it to
your programs, .

When e speak of free software, we are referring to freedom, not pice.
Our General Public Licenses re designed fo make sure that you have
the freedor o distibue copies of ree Software (and charge fo them if
you wish), that you receive source code or can get it i you want , that
you can change the software or use pieces of i in new free programs,

and that you know you can do these things.

To protect your righs, we need fo prevent others from enying you these
rights or asking you to surrender the rights. Therefore, you have certain
responsibiltes you distribute copies of the software, o f you moify t:
responsiiies to espect the freedom of ohers.

For example, it you distibute copies of such a program, whether gratis
orfora fee, you must pass on to th recipients the same freedoms that
you received. You must make sure that they, t0o, receive or can get
the source code. And you must show them these terms so they know
their ights.

Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License giving
you legal permission to copy, distribute andlor modify .

For e dveopers and atrs i, e GPL ceaty erians

re is no warranty for this free software. For both users' and
au‘hors sake, the GPL requires that modified versions be mar
changed, so that their problems wil not be atiibuted emoneously o
authors of previous versions,

Some devices are designed to deny users access to nstalor un mo-
difed versions of the software inside them, although the manulacturer
can do so. This i fundamentally incompatible with the aim of potecting
users' freedom to change the Software. The systemaic pattem of such
abuse occurs i the area of products for indviduas o use, which is
ecisely where it s most unacceptable. Therefore, we have designed
ofthe GPLto prohibt the p products. Ifsuch
in other domains,

this pruv\s\ontu those domains n uture versions of the GPL, as needed

1o protect the freedom of users

Finally,

allow paten
on generalpurpose computers, but n those that do, we wish to avoid
tre Spocl dager i peten apld 1 o prora cold make
it eflectvely proprieary. To prevent this, the GPL assures that patents
cannot be Used o render the program non-fee.

T pedss s and condions for copying, istion and mod-
fication foll

TERMS AND CONDITIONS
0. Definitions.
JThis License" refers to version 3 of the GNU General Public License.

<CopYGH aso meanscopyightke s tat aply b oer ks of
works, Such as semiconducior masks.

{The Progant fers to ay cyrtabe o cesod urcer s
License. Each licensee is addressed as ,you'. Licensees* and reck
plris Ty ba Nzl o iz,

To modiy" a work means to copy from or adapt il or part of the work
in a fashion requirng copyright permission,other than the making of an
exactcopy. The resuling workis calied a modified version” o the earlier
work ora work based on' the earfer work.

Acovered work means either the unmoified Program or awork based
on the Program

To ,propagate’ a work means to do anything with it that, without per-
mission, would make you direclly or secondariy liable for infringement
under applicable copyright law, except executing it on a computer or
modifying a private copy. Propagation indludes copying, distribution
(with or without modification), making avaiable to the public, and in
'some countries other activities as well.

To,,convey" a work means any kind of propagation that enables ofher
througha

computer network, with no transfer of  copy, s not conveying.

An interactive user interface displays Appropriate Legal Noties" to the
extent that it incudes a convenient and prominently visile feature that
(1) displays an appropriate copyright nofce, and (2) tlls the user that
there is no waranty for the work (except o the extent that warranties
are provided), that icensees may convey the work under this License,
and how to view a copy of this License. If the inerface presents a list
of user commands or options, such as a menu, a prominent ftem in the
list meets this criterion.

1. Source Code.

The ,Source code" for a work means the preferred form of the work
for making modiications to it Object code® means any non-source
form of awork

A ,Standard Interface" means an interface that either is an offial

siandard defined by a recognized standards body, or, n the case of

interfaces specified for a particular programming language, one that is
idely rking in that language.

Tre System Lirarie:of an xciale vrk e nyting, ober
then e worc o a whole, it o s e he o
peckaging & Mafor Companent, Bl which is nt part of il Meor
Component, and (b) serves only to enable use o e v ot
Major Component, or to implement a Standard Interface for which an
implementation is avaiable {0 the pubic in source code form. A Major
Componen s confex means st wmponer(ﬂ' 1ker)
fany)
foghirhriictadtinivae compier used {0 produce the
work, or an object code interpreter used to run it

The,Corresponding Source" for a work in object code form means all
the source code needed (o generate, instal, and (for an executable
work) run the object code and fo modify the work, including scrpts to

er char-
ge. You need not require leclp\ems ‘o copy the Comesponding Source

a\or\g with the object code. I the place o copy the object code is a

network server, the Corresponding Source may be on a diferent ser-

Yeroperled by youor i ety siperts eivlent oping

faciiles, provided you maintain dler directons et o the object code

sayng where o d th Coresponding Sorce. Regardess o uhat

osts the

Moreover, your icense from a particular copyright holder is reinstated
pemanerty the copyrhthoderrafes oo e vt by some
asonable means, this [s e you have received nofice of
violaion of this License (for any work) from that copyrght holder, and
cure the violaton prir to 30 days afler your receipt of the nofie.
Termination of your rights under this section does ot terminate the
licenses of partes who have received copies or ights from you under
this License. If your ights have been terminated and ot permanenty
reinslated, you do not qualify 1o receive new ficenses for the same
fion 10.

server h
that tis available for as long as needed o satisfy these requirements.

€) Convey the object code using peer-{o-peer transmission, provided
you'inform other peers where the object code and Corresponding
Source of the work are being offeed to the general publi at no charge
under subsecton 6d.

on e Pragram, and ar evocatie provde th saiedcondions e
met. This License explicity affits your unlimited permission to run
the urmadfed Pogram. he aupt o ing @ covered work s

Aseparatle orion ofth e code, uhose s code s excuded
from th Source as a System Library, need not beinclu-
dedin conveymg e object code work.

A User Product is ether (1) a ,consumer product’, which means any

covered by this License only if the output, istitutes a
covered work. This License acknowledges your rights Ot asotober
equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not
convey, without conditons s long as your fcense otherwise remains
in force. You may convey covered works o others for the sole purpose
ofhaving them ke mdfcatons excsel for you, orpoide you
with faciites for running those works, provided that you comply with the:
{3 o i Licenso i conveying ol el forwhch you 6o ot oo
trol copyright. Those thus making or running the covered works for you
mustdo so exclusively on your behaff, under your direction and control,
ontems that prohibt them from making any copies of your copyrighted
materil outside their elationship with you

Conveying under any other Gicumstances is perited solely under
the condilons stated below. Subicensing is not alowed; secion 10
Mmakes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effecive technological
meastrre under any applcable law fulfing obiigations under artic 11
of the WIPO copyright treaty adopted on 20 December 1996, or similar
Taws prohibiting or resticing circumventon of such measures.

When you convey a covered work, you waive any legal power to orbid
ciumvention of technological measures fo the extent such Gicumven-
fion i eflected by exercising rights under this License with respect to

red work, and you disciaim any intention to limit operation or
modfication of the work as a means of enforcing, against the work's
users, your o thid parles'legal rights to forbid ircumvention of tech-
nological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Programs souros code 33
you receive i, in any medium, provided that

personal famil, or
Pousehald pupose, o () g desiged o <ol for corporton

9. Acceptance Not Reqired for Having Coples.

You are ot required to accept tis License in order o receive or un a
copy of the Program. Ancillry pmpagaﬁun of a covered work occurting
g peer

Hnwew:r nothing other than
thls License grants you permission to propagte or modify any covered
ese actons infinge copyrightfyou do not accept this License.
ftig by modiyig of ropaganga coverd Wor,you deste
your acceptance ofthis License to do

10. Automatic Licensing of Downstream Recipients.

hether a prod roduct,
doubiil cases shall be resobed n favo of coverage. For  parcular
product received by a particular user, normally used" refes to a typical
or common use of that lass of prodict regardess of the status of the
particular user or ofthe way in which the pariicuar user actually uses,
or expects or is expected to use, the product. A product is a consumer
prodict regardless of whether the product has substantial commercial,
industria or non-consumer uses, unless such uses represent the only
significant mode of use of the product,

Instalaion Information* for a User Product means any methods,
rocedures, authorization keys, or ofher information required to instal
and execute modiied versions work in that User Product
from a modified version of ts Corresponding Source. The information
must sufice o ensure that the continued functoning of the modified
object code is i no case prevented or interfered with solly because
modifcation has been made.

Ifyou an object code work under this section n, or with, or spe-
el for s i, a User Prodc,and the comeying ocars 2 pat
of a transaction in which the right of possession and use of the User
Products e o the reciiet n pepetity o o a fed temn
rdless of how the transaction

Source conveyed under this section must be amompanled by the In-
stallation Information. But this requirement does ot apply f neither you
or any third party retains the abilty to install modified object code on
the User Product (for example, the work has been installed in ROM),
“The requirement to provide Installation Information does ot include a
requirement o confinue fo provide support service, warranty,of updates
for  vor athas been modfied o nslaled by the rcpint, o fr
the User Product in which it has been modified or instaled. Acces

a netvrk may be deried when i rodficaion 5o meleialy o]
adversely affects the operation of the network or volates the rules and
protocols for communication across the nefwork.

C and Installation

Eoopetely pubich o eech opy an eqproptte copyg AN
keep inact al nofices staing that this License and any non-permissive
terms added in acoord with Secton 7 apply o the code; keep intact al
notices of any warranty; and give al recipients a copy of
this License along with the Program.

price or o pricefor each cop
you may ofler supportor waranty prolection for afee
5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to
produce it ftom the Program, inthe form of Source code under the terms
of secton 4, provided that you also meet al of these condifons:

a) The work must cany prominent nofices stating that you modffed it
and giving a relevant date.

b) The work must cany prominent nofices stating that it is released
under this License and any condifons added under section

7. This requirement modifies the requirement in section 4 to keep
intact allnofices",

) Yo must cans e enie wor, s a whl,under i Liorso o
e who comes info possession of a copy. This License wil there-

ot 0l slong il an applctiesecion

7 ol e, o the e ofthe vor andal s pats, s

in accord with this Section must be in a format that is pummy doc
mented (and with an implementation avaiable to the pubic in source

Each , the recpi

ves a icense fom the orginalfcensors, o run, modify and propagate
that work, subject to this License. You are not responside for enforcing
compliance by tird paries with this License.

An entity transaction’ is a transaction ransferring control of an organi-
Zation, or substantially all assets of one, or subdividing an organization,
or merg i jation of a resul
an eniy ransaction, each party to that ransaction who receives a copy
of the work also receives whatever licenses to the work the party's pre-
decessor in interest had or could give under the previous paragraph,
plus a right to possession of the Comresponding Source of the work
m the predecessor in interest, if the predecessor has it or can get
iLwilh reasonabl efrs You may o impase any frer rsticions
on the this License. For
‘example, you may not impose a license fee, royalty,or ofher charge for
exercise of fihs granted under this License, and you may not iniate
litigation (including a cross-ciaim or counterciaim in a lawsit) alleging
that any patent claim is infringed by making, i, seling, offering for
sale, or importing the Program or any portion of .

11. Patents.

A contributor* s a copyright holder who authorizes use under tis Li-
cense of the Program or a work on which the Program is based. The
work thus licensed is called the conlibutor's ,contributor versiorr. A
contrbutors essential patent claims" are all patent caims owned or
controlled by the contrbutor, whether afeady acquired or hereater
aoquired, that would be infinged by some manner, permitied by this
Licens,of main, usig,orseling s confbulorversn, bt co ot

modﬂcamn e contir oo o ppoees of s eiion,
control” includes the rght o grant patent sublicenses in a manner
consistent with the requirements of tis License.

Each contibutor grants you a non-exclusive, wordvide, royalty-ee
patent icense under the contributors essential patent claims, o make,
use, s, ofer for sal,importand oherwise un, modiy and popagale

code form), and must ey for unpacking,
reading or copying.

7. Additional Terms.

Addtional permissions: are terms that supplement the terms of tis
License by making exceptions from one or more of ts condiions. Ad-
difonal permissions that are applicable to the entire Program shail be
treated s though they were included in this License, to the extent that
they are valid under applicable law. I addiional permissions apply only
1o part of the Program, that part may be used separately under those
permissions, but Ihe entire Program remains governed by this License
without regard to the additonal permissions.

When you convey a copy of a covered work, you may at your option
remove any additonal permissions from that opy, of from any part of
i (Addifonal perissions may be writen to requre their own removal
in certain cases when you modiy the work) You may place addional
permissions on materil, added by you {0 a covered work, for which
youhave or
any other provision of tis License, for material you add to a covered
work, you may (i authorized by the copyright holders of that material
supplement the terms ofthis License with terms:

a) Disclaiming warranty or limiting iabifty ifierently fom the terms of
sectons 15 and 16 of this License; or

of how they are packaged. Th
the work n any ober . bul (et il i pemssmn i aliosions s et et the Aproprit ogal Notces d\sp\ayed
you have separately recei y works containing it

d) If the work has mteracnve user interfaces, each must display Appro-
priate Legal Notices; however, ifthe Program hes interaciive interfaces
that do not display Appropriate Legal Nofces, your work need not make:
them do so.

A compiation of a covered work with other separate and independent
\orks, whichare by it extznsns o hecovert wor, and

) Pronibling misapraseiaion of e ofth maleril, o reqing
at modified versions of such material be marked in reasonable ways

S loenttom e original version; or

) Liing th us for pubily puposes of namesof cerors o au-

thors of the materil

o Deciingfo gant s under fecemar fa for e ofsome tade

panes, trademarks or service marks; o

inor
avolume of a storage or distibution medium, is called an ,aggregate”
if the compilation and its resulting copyright are not used to lmit the

ccess rlgal s o he complan' sersbeyord wha e

dua
PNt apply o the ofher parts of the aggregate
6. Conveying Non-Source Forms

You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the machine-rea-
abl Corispondng Source under e tems o s Liens, n o
ofthese

a) Convey the object code in, or embodied in, a physical product
(including a physical cistribution medium), accomparied by the Corre-
sponding Source fixed on a durable physical mediu customariy used
for software interchange.

b) Convey the object code in, or embodied in, a physical product inclu-

ding a physical disrbution medium), accompanied by a witen offr,

vali for at least three years and vaiid for as long as you offer spare

pans o cusiome suppat o i product e, o gie anyone o
o

) Reg o oensors and auhors o rat malrl
by anyono aho conveys he et (o moded versions of 1) wih
contractual assumptions of liabilty o the recipien, for any liabiiy that

ese contractual assumptons directly impose on those licensors
and authors:

At ol pongermisie addioal tams, ore considred futer
restictons” within the meaning of section 10. If the Program as you
received it, or any part of t, contains a nonoe stating that itis govened
by this License along wih a term that is a further resticion, you may
remove that tem. If a license document contains a further restrction
but permis relicensing or conveying under this License, you may
add o a covered work material governed by the temms of that icense
document, provided that the further restiction does not sunvive such
relicensing or conveying

If you add terms to a covered work in accord wih this secton, you
it place, in th rlovan sours fes, a slement of the aoiional
terms that apply to those files, or  nofice indicating where to find the
appiicable terms,

Addiional terms, permissive or non-permissive, may be stated in the
form of a separately witen license, or siated as exceptons; the above:

copy e
e for al heSofware i e procuct bt covered by i Liense ona

a o o More hanyout reasonabiecosofpysical prrming s
conveying of source, or (2) access 1o copy the Corresponding Source
from a network server at o charge.

) Convey individual copies of the object code with a copy of the witen

ofer o provide the Corresponding Source. This allemative is allowed

only occasionally and noncommercial, and only if you received the
i ,in accord

eiher way.
8. Terminaton.

You may o popagele o modiy  overed v ctept s epressly
provided under this License. Any attempt othenwise {o propagate or
modify it is void, and wil automatically terminate your rights under this
License (including any patent licenses granted under the third para-
graph of section T1). However, ifyou cease all volaton of this License,
hen your license from a particuar copyright holder is reinstated ()
provisionall, unless and unti the copyright holder expliiy and finally
ferminates yourlicense, and (b) permenentl, fthe copyright holder fails
to oty you of the violai fort0 60 days
aftr the cessation.

f s contributor version.

In the following three paragraphs, a ,patent license" is any express
reement or commitment, however denominated, not to enforce a
patent (such as an express permission to practie a patent or covenant
nol 1o sue for patent infringement). To ,grant* such a patent icense to a
enforce
a patent agains he pary. ffyou convey a covered work, Imounglyre-
Iying on a patent icense, and the Corresponding Source
ot available for anyone to copy, free of charge and under i
this License, through a pubiily available network server or other readily
aoessbl eans, e you muteter () cause th Coresorcing
e to be so avalable, or (2) arrange to deprive yourself of the
et of hepatont oens o 1 prtsir work o (3 rance, na
manner consistent with the requirements o tis License, to extend the
recipiens. \g* means you
have aciual knowiedge that bu forthe patent loense, your conveying
the covered work in a county, or your recipients use of the covered
work n a country, would infinge one or more identifiable patents in that
country that you have reason to believe e valid

I pursuanttoor,
you convey, or propagate by procuring conveyance of, a covered
Work, and grant a patent fcense to some of the parlies receiving the
coverd work athorzng e use, proagale, mady orconvey &
pecfc copy of e covred woc en e paen oense you g
is aulomalically extended to all recpients of the covered work
works based on it

Agstentcens i, dseriminaory f ossrotindude witn e scopo
of its coverage, profibis the exercse o, or is condiloned on the non-
Srein o ol rights that are specifcaly granted under
this License. You may not convey a covered work f you are a party fo
an amangement wih a thid party that is n the business of distributing

software, under’
extent of your aciiviy of conveying the work, and under which the third
paty gt o any of e paries o vou esie e coered vork

from you, ith copies of

jou (or
o (b) primarily for and in connection with speomc products or complat-

ment,or that patenticense was granted, prior to 28 March 2007,

Nothing in tis License shall be constued s excluding or imiting any
thal

available (o you under applicable patent .
12 No Surrender of Others' Freedo.

If conditons are imposed on you (whether by court order, agreement
or othenwise) that contradict the condiions of tis License, they do not
excuse you ffom the conditons of this License. If you cannot convey
; overed vt so gt satsysimlaneously your abgatons uer
IS

may not convey t at all. For example, if you agree to terms that

Uhige you 1 ool a oyaly o et conveymg o hose o

o you conve the Program, he oy way you coult satsy hol
License would

the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of tis License, you have per-
isson I, or combine ary covere erk wih 2 work Kerod
underversn 3o e U Afero General Pl e o a e

work, and to convey the resultin terms of this
Ccons wil o i apply o th pert which s the covre work,
butthe special requirements of the GNU Aflero General Public License,
secton 13, conceming interaction through a network will pply to the
combination as such

14. Revised Versions of this License.



The Free Software Foundation may pubish revised andlor new versi-
ons of the GNU General Public License from time to time. Such new
versions wil be simiar in spiritto the present version, but may differ in
detailto address new problems or concerns.

Each version is given a distinguishing version number. I the Program
speciies that a certain numbered version of the GNU General Public
License ,or any later version* applies o i, you have the opton of
following the terms and conditions efther of that numbered version
or of any later version published by the Free Software Foundatn. If
the Program does not speciy a version number of the GNU General
Publc License, you may choose any version ever published by the Free

Ifthe Program specifes that a proxy can decide which future versions
ofte GNU General Pul Licnso ca be used,thatprowy’s o
statement of acceptance of a version permanently authorizes you to
choose that version for the Program.

Later may gi diferent permission
However, no addional obligations are imposed on any author or copy-
right holder as a result of your choosing to folow a ater version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM ,AS IS* WITHOUT WARRANTY

OF ANY KIND, EITHER EXPRESSED OR \MPL\ED INCLUD\NG
BUT NOT LIM\TED TO, THE IMPLIED WARRANTI
FITNESS FOR A PART\CULAR PURPOSE

THE ENT\RE R\SK AS TO THE QUALITY AND PERFORMANCE OF

PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE 'YOU ASSUME THE COST OF ALL NECESSARY SER-
VICING, REPAIR OR CORRECTION.
16. Limitation of Liabiliy.

IN_NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INC\DENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE Of
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOTLIM\TED
TOLOSS OF DATA OR DATA BEING RENDERED INACCI

LOSSES SUSTAINED BY YOU OR THIRD PARTIES ORA FAH.URE
OF THE PROGRAM TO OPERATE WITHANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

Ifthe disclaimer of warranty and lmitaton of fabilty provided above
cannot be given local legal effect according to their terms, reviewing
courts shallapply local law that most closely approximates an abso-
Iute waiver of al Gl fabilty in connection with the Program, urless a
warranty or assumpton of abilty accompanies a copy of the Program

inretum fora fee.
END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs
you develop a new program, and you want it to be of the greatest
posswb\e 12 1o 1 puc. 1 bos way 1o acieve T s o make

free software which everyone can redisirbute and change under
these terms.

along with this program. ff not, see <htipi/iwww gnu orglicenses’>.

Also add information on how to contact you by electronic and paper
mall

Ifthe program does terminal interaction, make it oulput a short nofice
like tis when it stars n an interactive mode:

<program> Copyright (C) <year> <name of author> This program

comes with ABSOLUTELY NO WARRANTY: for deas type ‘show

W This i free software, and you are weloome o redistibute it under
; type ‘show ¢ for detas.

Todoso, i

them to the start of each source fil to most effectvely sate the exclu-
sion of warranty; and each fl should have at least the ,copyright”ine:
and a pointer to where the full notce s found.

<one ine o give the program's name and a briefidea of what it does >
Copyight (C) <year> <name of author>

This program is free software: you can redistibute it andior mody it
under the ferms of the GNU General Pubic License s published by the
Free Software Foundation, either version 3 of the License, o (at your
opton) any later version.

Trisprogram s disbute i th hope that il b use, but -
WARRANTY without even the implied warranty of MER-

GO 5 FTNESS FOR A PARTICULAR PLRPOSE. See

the GNU General Pubiic License for more detai

You should have received a copy of the GNU aneral Putic oo

The hypothetical commands ‘show w' and ‘show ¢' should show
the appropriate parts of the General Pubiic License. Of course, your
program's commands might be diferent; for a GUI inteface, you would
use an ,about box'. You should also gef your employer (f you work as
: programmer) or schoo, if any, o sign a copyright disclaimer” for the:
rogram, i necessary. For more information on this, and how to apply
Eriollow he GNU GPL, 566 <Pt ngnurghéensess

The GNU General Pubic License does not pemit incorporating your
program o proprietary programs. If your program is a subroutine
library, you may consider it more useful fo permit linking proprietary
appications with the fibrary. Ifhs is what you want to do, use the GNU
Lesser General Public License instead of this License. But firs, please
read <hitp:www.gnu.org/philosophy/why-notigoLhtml>.

GNU
GENERAL PUBLIC LICENSE

(GPL)
Version 3, 29 June 2007
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