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1 Product Overview

1.1 Overview

The Switch Ethernet Switches are hjggrformance, higkdensity,
easyto-install, NMSmanageable inteljent Ethernet switches which
support wirespeed Layer 2 switching.

1.2 Network Design
The Switch can be flexibly deployed in networks. They can be used in
enterprise networks, oserve as broadband access points.

1.3MAN Access Solution

In a metropolitanarea network (MAN), the Switch can serve as
access devices. In the downlidikection, they directly connect to
users through 100 Mbps interfaces; and in the uplink direction, they
connect to an aggregation layer (Layer 3) switches or service
gateways, wkch further connect to the core of the MAN through
routers. This provides you a comprehensive gigabttackbone 100
Mbps-to-desktop MAN solution.

1.4 Education Network Solution

In a campus network, the Switch can serve as desktop switching
devices at theaccess layehey directly connect to users in
education buildings through 100 Mbps downlink interfaces; and
connect to the core switch in the campus through a 1000 Mbps
uplink interface; the core switch furtheonnects to the education
network througha router. This enables the users in the campus to
exchangeanformation and share resources in the scope of the
education network.

1.5Multi-Service Carrier VLAN Solution

With development of various application technologies, enterprise
users arencreasingly relying onetwork services. They hope the
networks can offer secure, reliable leased lines, VOIP and video
conference services, thus reducing their operating costs.
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Additionally, apart from simple Internet surfinigdividual users

expect moe abundant services from the networks, e.g., IPTV, video
chatting, reaitime gaming, etc.

To carry such services with different QOS requirements, the
broadband access network needs to hagfective service

identification and isolation capacity. VLAN is thest service
identification ard isolation technology at present, and is the basis for
multi-servicedeployment. As broadband useirecrease explosively

and services appear continuously, howewbg traditional VLAN
technologycannot meet the requiremerstof service deployments. In
this siiation, QinQ, VLAN mapping, étecome new choices.

When the LAN is connected to dense Home Gateways (HG).
Generally, he exfactory setting of an H@& simple as it uses a fixed
VLAN tag to identify the attached sewvitype (data service, IPTV,

etc). Thusprecise division and management for users and services
can be inplemented. And VLAN mappinglien implemented on the
access the Switch device. In this way, respectergice VLANSs are
G0N yanfothéd\BRNsK | G O2YLIE & gAGK GKS O
deployment. In additionQinQ is used on the upstreasevice to

identify the campus position. Such uniform configuration implements
OF NNASNEQ LINBOA&AS t!t{tzx oONBaLISOi
use their own VLANs) managent.

2 Using the CommandLine Interface

2.1Command Modes

A command line interface (CLI) is a user interface to interact with a
switch. Through the CLI on a switehyser can enter commands to
configure the switch and chechkiput information to verifythe
configuration. Each Switch Ethernet switch provides an-tasise

CLI and a set of configuratisommands for the convenience of the
user to configure and manage the switch.

The CLI on Switch Ethernet switches provides the following features,
and so las good manageability and operability.

The user interface is dividedto many different modes. The
commands available to you depend which mode you are currently
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in. Enter a question mark (?) at thesggm prompt to obtain a list of
commands availablfor each command mode.

When you start a session on the switch, you begin in user mode,
often called user EXEC mode. Onliyréted subset of the commands
are available in user EXEC mode.éx@mple, most of the user EXEC
commands are orime commands, sth as show commands, which
show the current configuratiostatus, and clear commands, which
clear counters or interfaces. Theer EXEC commands are not saved
when the switch reboots.

To have access to all commands, you must enter privileged EXEC
mode. Nomally, you must enter password to enter privileged EXEC
mode. From this mode, yocan enter any privileged EX&fnmand

or enter global configuration mode.

Using the configuration modes (global, interface, and line),canu
make changes to the runnir@nfiguration. If you save the
configuration, these commands as¢ored and used when the switch
reboots.

To access the various configuration modes, you must stayiodial
configuration mode. Frorglobal configuration mode, you can enter
interface configiration mode and line cdiguration mode.

2.2Getting Help

You can enter a question mark (?) at the system prompt to display a
listof commands available for eacommand mode. You can also
obtain a list of associatekkywords and arguments for any

command

For example:

Switch> show ?

2.3Specifying Ports in Interface Configuration Mode

To configure a port, you need to specify the interface type, slot, and
port number by using the interfaceonfiguration command.

For example, to configure poéton a switch, you enter:
Switch(config)interface fastethemet 0/6

For example, to configure pordort 6 on a switch, you enter:

Switch(config)inhterface range fastethemet 0/&

- Interface typet Each switch platform supports different types of
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interfaces. To display a complete list of the interface types
supported on your switt, enter the interface ? global
configuration command.

- Slot numbert  The slot number on the switch. On the modular
switches, the slot number &

- Port numbert  The numbe of the physical port on the switch.
Refer to your switch for the port numbers.

2.4 Abbreviating Commands

You have to enter only enough characters for the switch to recognize
the command as unique. Thesample shows how to enter the show
interfaceprivileged EXEC command:

For exampleSwitch# sho int

2.5Using no Forms of Commands

Almost every configuration command also has a no form. In general,
use the no form to disable a featuge function or reverse the action

of a command. For example, the no stiotvn interface
configurationcommand reverses the shutdown of an interface. Use
the command without the keyword nto re-enablea disabled

feature or to enable a feature that is disabled by default.

2.6 Conventions

This publication uses these conventidosonvey instructions and
information:
Command descriptions use these conventions:
®w /2YYIYR& YR 1S&862NRa | NB Ay 02
w ! NBdzySyida ¥2NJ 6 KAOK @2dz &dzLILJ @
®w {ljdzZt NB oN}XO1Sia 6w 80 YSIy 2LINA
®w . NIOSa 69 YO 3INRdzZL) NB|j dpaB R OK 2
the alternative elements.
®w . NIOSa YR OSNIAOFE o6FNER SAGKAY
required choice within an optionalement.Interactive examples
use these conventions:
w ertninal sessions and system displays are in screen font.
@ LYTF2NXYIGA2Y @2dz SyGiSNJ Aad Ay o02f

o
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w b2YyLNAYGAy3a OKLI NI OO0 adirtangiedzOK |
brackets (< >).

2.7 Accessing the CLI from a Browser

This procedure assumes thaiu have met the software

requirements, and have assigned IP information and a password to
the switch.

Copies of theveb pages that you display are saved in your browser
memory cache until you exit the browser session. You can access the
CLI by clicking VbeConsole HTML access to the command line
interface from a cached copy of the Systems Access page. To prevent
unauthorized access weband the CLI, exit your browser to end the
browser session.

3 Logging Swith

3.1Logging into an Ethernet Switch

Youcan log into the Switch Ethernet switch in one of the following

ways:

- Logging in locally through the Console port

- Logging in locally or remotely through an Ethernet port by means
of Telnet or SSH

- Logging into the Webased network management system

- Loggingn through NMS (network management station)

3.2Logging in through the Console Port

To log in through the Console port is the most common way to log
into a switch. It is also the prerequisite configure other login
methods. By default, you can localbglinto theswitch through its
Console portthe default settings of a Console port.



Setting Default
Baud rate 115,200 bps
Flow control None
Check mode(Parity) None
Stop bits 1
Data bits 8

To log into a switch through the Console port, make sheesettings

of both the Console port and theser terminal are the same.

Following are the procedures to connect to a switch through the
Console port.

1) Connect the serial port of your PC/terminal to the Console port of
the switchas shown.

12232
RS-232 Console port

% Caonfiguration cable

2)If you use a PC to connect to the Console port, launch a terminal
emulation utility (such as Terminial Windows 3.X or
HyperTerminal in Windows 9X/Window@800/Windows XP. The
followingassumes that you arainning Windows XP) and perform
the configuration shown

Switch
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Create a connection

Connection Description A |

% Mew Connection

Enter a name and choose an icon for the connection:

Narme:
X0

lcon:

cooa |

Specifythe port used to establish the connection

Enter details for the phone number that you want to dial:

Countryregion: IUnited States of America (1] j

Area code: uyfu}

Phone number: I

Connect using:

(] I Cancel




Set port parameters

COM1 Properties |

Port Settings I

Bits per second: Im
Data bits: Iﬁ
FParity: Iﬁ

Stop bits: Iﬁ

Flow control: Iﬁ

Ok | Cancel | Lpply |

3) Turn on the switch. You will be prompted to press the Ekésrif
the switch successfullpompletes POST (powen self test). The
prompt (such as < Press RETURN to get started.>) appears after
you press théenter key

4) You can then configure the switch or check the informatioauib
the switch by executing theorresponding commands. Yourca
also acquire help by typing & character. Refer to relatgzhrts
in this manual for information about the commands used for
configuring the switch.
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4 ConfiguringlEEE802.1QLANS

4.1 Introduction to VLAN

- The traditional Ethernet is a broadcasttwork, where all hosts
are in the same broadcast domain acohnected with each other
through hubs or switches. Hubs and switches, which are the basic
network connection devices, have limited forwarding functions.

- A hub is a physical layer device withdle switching function, so
it forwards the received packet @l ports except the inbound
port of the packet.

- A switch is a link layer device which can forward a packet according
to the MAC address of theacket. A switch builds a table of MAC
addressesnapped to associated ports with that addressd only
aSyRa | 1y2s6y a!/ Q& GNIXFFAO G2 2
a broadcast packet @an unknown unicast packet whose MAC
address is not included in the MAC address table obthitch, it
will forward the packet to all the ports except the inbound port of
the packet.

- The above scenarios could result in the following network
problems.

- Large quantity of broadcast packets or unknown unicast packets
may exist in a network, wastingetwork resources.

- A hog in the network receives a lot of packets whose destination is
not the host itself, causingotential serious security problems.

- Related to the point above, someone on a network can monitor
broadcast packets and unicgsickets and learn of other actiés
on the network. Then they can attempt to access otregources
on the network, whether or not they are authorized to do this.

Isolating broadcast domains is the solution for the above problems.
The traditional way is to use routersyhich forward packets
according to the destination IP address and does not forward
broadcastpacketsin the link layer. However, routers are expensive
and provide few ports,sthey cannot split the networkfficiently.
Therefore, using routers to isolatroadcast domains has many
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limitations.

The Virtual Local Area Network (VLAN) technology is developed for
switches to control broadcasts IbANSs.

A VLAN can span multiple physical spaces. This enables hosts in a
VLAN to be located in differephysical loations.

By creating VLANSs in a physical LAN, you can divide the LAN into
multiple logical ANs, each of whichas a broadcast domain of its
own. Hosts in the same VLANmMmMunicate in the traditional
Ethernetway. However, hosts in different VLANs cannot
communicate with each iner directly but need the helpf network
layer devices, such as raus and Layer 3 switches.

4.2 Advantages of VLANs

Compared with traditional Ethernet technology, VLAN technology

delivers the following benefits:

- Confining broadcadtaffic within individual VLANSs. This saves
bandwidth and improves netwonserformance.

- Improving LAN security. By assigning user groups to different
VLANSs, you can isolate themlatyer 2. To enable communication
between VLANS, routers or Layer 3 switslaee required.

- Flexible virtual workgroup creation. As users from the same
workgroup can be assigned to tkame VLAN regardless of their
physical locations, network construction and maintenance is much
easier and more flexible.

4.2.1Configuring arAccess mode VLAN
Configuration procedure
Follow these steps to perform basic VLAN interface configuration:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | interfaceinterfaceid Enter the interface to be added the
VLAN.
Step 3 Switchport mode Define the VLAN membership mode
access for the port (Layer 2 access port).
Step 4 switchport access vlan| Assign the port to a VLAN. Valid VLA
vlar+id IDs are 1 to 4094.

Step 5 | show interfaces Verify your entriesn the
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switchport Administrative Mode and the Access
Mode VLAN fields of the display.
copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Step 6

To return an interface to its default configuration, use the default
interfaceinterface-id interface configuration command.

This example shows how to configure a port as an access port in
VLAN 2:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/1

Switch(configf)# switchport mode access

Switch(configf)# switchport access vlan 2

Switch(configif)# exit

Switch(config) #xit

Switch#

4.2.2Configuring a Hybrid mode VLAN
A Hybrid port may belong to multiple VLANS, and this configuration
can only be performed iEthernetport view.

Configuration procedure

Command Purpose
Step 1 | configure terminal Enter global configuration
mode.
Step 2 | interfaceinterfaceid Enter the interface to be
added to the VLAN.
Step 3 | switchport mode{access | hybrid Configurethe interface as a
trunk} Layer 2 trunk (required only if

the interface is a Layer 2
access port or to specify the
trunking mode).

The link type of a port is
Access by default.

Step 4 | switchport mode hybrid Define the VLAN membershig
mode for the port (Layer 2
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hybrid port).

Step 5 | switchport hybrid{add| remove (Optional) Configure the list
{vlanuntagged|vianjvlarist of untagged VLANSs allowed
on the hybrid.

For explanations about using
the add, andremove
keywords see the command
reference for thigelease.
switchport access viarian-id Configure PVID on the hybrid
Valid VLAN IDs are 1 to 4094
By default, all Access ports
belong to VLAN 1.

Step 7 switchport hybrid{add| (Optional) Configure the list
remove {vlantagged|vlanjvlardist | of untaggel VLANSs allowed
on the hybridvalid VLAN IDs
are 1 to 4094.

Step 8 show interfaces switchport Verify your entries in the
Administrative Mode and the
Access Mode VLAN fields of
the display.

copy runningconfig startupconfig (Optional)Save your entries
in the configuration file.

Step 6

Step 9

This example shows how to configure a port as an hybrid port in
multiple VLAN.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ihterface fastethemet 0/1

Switch(configf)#switchport mode trunk

Switch(configf)# switchport trunk allowed vian add 2

Switch(configf)#exit

Switch(config) #xit

Switch#

This example shows how to remove VLAN 2 from the allowed VLAN
list:

Switch(config)interface fastethemet 0/1

Switch(configf)# switchport trunk allowed vian remove 2

Switch(configf)# exit
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Switch(config) #xit
Switch#

4.2.3 Configuring a Trunk mode VLAN

A Trunk port may belong to multiple VLANSs, and you can only
perform thisconfiguration in Ethernet porgziew.

Configuration procedure

Command Purpose
Step 1 configure terminal Enter global configuration mode.
Step 2 interfaceinterfaceid Enter the interface to be added to the
VLAN.
Configure the interfacas a Layer 2
trunk (required only if the interface is ¢
switchport mode Layer 2 access port or to specify the
Step 3 . .
{access | hybrid trunk} | trunking mode).
The link type of a port is Access by
default.
Step 4 switchport mode trunk Define the VLAN membership mode
for the port (Layer 2 trunk port).
(Optional) Configure the list of VLANS;
switchport trunk allowed on the trunk.
Step 5 allowed vian{add| For explanations about usirige add,
remove vianist andremovekeywords see the
command reference for this release.
Step 6 switchport trunk natie- | Configure PVID on the trunk. Valid
vlanvlan-id VLAN IDs are 1 to 4094.
. Verify your entries in the
Step 7 zcvi\;vr:;;er:faces Administrative Mode and the Access
Mode VLAN fields of the display.
Step 8 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

This example shows how to configure a port as an access port in

VLAN 2:

Switch#configure terminal

Enter configuration commands, one per line.
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Switch(config)ihterface fastethemet 0/1
Switch(configf)#switchport mode trunk
Switch(configif)#switchport trunk allowed vian add 2
Switch(configf)#exit

Switch(config) #xit

Switch#

This example shows how to remove VLAN 2 from the allowed VLAN list:
Switch(config)interface fastetheme®/1

Switch(configf)# switchport trunk allowed vian remove 2
Switch(configf)#exit

Switch(config) #xit

Switch#

Displaying and Maintaining VLAN

Command Purpose
Step 1 | show vlan Verify your entries.
Step 2 | Show trunk Verify your entries.
Step 3 show interfaces | Display characteristics for all interfaces or for t
[vlanvlaryid] specified VLAN configured on the switch.
Step 4 show vlar{id Displayparameters for all VLANSs or tispecified
vlarid] VLAN on the switch.

If a packet has a VLAN ID that is the same as the outgoing port native
VLAN ID, the packet is sent untagged; otherwise, the switch sends
the packetwith a tag.

5 ProtocotBased VLAN Configuration

5.1 Introduction to ProtocoiBased VLAN

In this approachinbound packets are assigned with different VLAN
IDs based on therotocol type and encapsulation format. The
protocols that can be used to categoriZe ANs include: IP, IPX, and
AppleTalk (AT). The encapsulation formats Ethernet II.

A protocotbased VLA can be defined by a protocol template, which
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is determined byencapsulation format and protocol type. A port can

be associated to multiple protoctémplates. An untagged packet

(that is, packet carrying no VLAN tag) reaching a agsbciated with

aprotocotbased VLAN will be processed as follows.

- If the packet matches a protocol template, the packet will be
tagged with the VLAND of the protocobased VLAN defined by
the protocol template.

- If the packet matches no protocol template, the packet il
tagged with thedefault VLAN ID of the port.

- The port processes a tagged packet (that is, a packet carrying a
VLAN tag) in the sanmway as it processes packets of a poased
VLAN.

- If the port is configured to permit the VLAN identified by this VLAN
tag, the portforwards the packet.

- If the port is configured to deny the VLAN identified by this VLAN
tag, the portdiscards the packet.

This feature is mainly used to bind the service type with VLAN for
ease of managemerand maintenance.

5.2 Configuringa ProtocotBased VLAN
Follow these steps to configure a protodmised VLAN:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | interfaceinterfaceid Enter the interface to be added to the
VLAN.
Configure the interface as a Layer 2 trunk
switchport mode (required only if the interface is a Layer 2
Step 3 | {access | hybrid access port or to specify the trunking
trunk} mode).
The link type of a port is Access by defaul
Step 4 switchport mode Define the VLAN membghip mode for the
trunk port (Layer 2 trunk port).

(Optional) Configure the list of VLANs
allowed on the trunk.

For explanations about usinge add, and
removekeywords see the command

switchport trunk
Step 5 | allowed vianfadd|
remove vlarist
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referencefor this release.

Vlanvlarid protocok
vlanindexid {at |
etherll| ipv4| ipvé}

Step 6

Configure the protoceVLAN type

switchport trunk

Assign the port to a VLAN. Valid VLAN ID
are 1 to 4094.

Step 7 | allowed vlan addlan-
id

Step 8 shz_)w interfaces
switchport

Verify your entries in the Administrative
Mode and the Access Mode VLAN fields ¢
the display.

copy runningconfig

Step 9 )
startup-config

(Optional) Save your entries in the
configuration file.

This example shows how to configure a port to jbi& protocolVLAN

ipud server

ipv6 server

N y
mes;k /ﬂ?is =20
sw2
=

tag=10,20

sy 502

gio/1

ipyd vian 10
ipv6 vian 20

When client sends ipv4 protocol packetse switch will add tag

VLANLO,

When client sends ipv6 protocol packetse switch will add tag

VLAN20
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Configure on the switclof SW1

Step 1 8t gi 0/2 of SW1 to trunk, support vlan 10,20
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface gigabitethemet 0/2

Switch(configf-gi 0/2)#switchport mode trunk

Switch(configf-gi 0/2)#switchport trunk allowed vian add 10
Switch(configf-gi 0/2)#switchport trunk allowed vian add 20

Step 2 On SW1,set ipv4 to vlan 10,ipv6 to vlan 20
Switch(config)#lan 10 protocallan ipv4
Switch(config)#lan 10 protocollan ipvé

Step 3 On SW1, apply protocelan on incoming port gio/1
Switch(config)interface gigabitethemet 0/1

Switch(configf-gi 0/1)#protocolvan vian 10 1

Switch(configf-gi 0/1)#protocolvian vian 20 1

Step 4 Set gi 0/1 of SW1 support vlan 10,20 untagged
Switch(config)interface gigabitethemet 0/1

Switch(configf-gi 0/1)#switchport mode hybrid

Switch(configf-gi 0/1)#switchport hybrid add viaontagged 10
Switch(configf-gi 0/1)#switchport hybrid add viaontagged 20
Switch(configf)#exit

Switch(config) #xit

Switch#

6 Voice VLAN Configuration

6.1 Introduction to Voice VLAN

A voice VLAN is configured specially for voice traffic. By adding the
ports that connectoice devices to the voice VLAN, you can
configure quality of service (QOS for sheatyibutes for the voice
traffic, improving transmission priority arehsuring voice quality.

A device determines whether a received packet is a voice packet by
checking its sourcBIAC address. Packets containing source MAC
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addresses that comply with the voidevice Organizationally Unique
Identifier (OUI for short) addregs are regarded asice traffic, and
are forwarded to the voice VLAN.

You can configure the OUI addresses in advance or use the default
OUI addressesyhich are listed as follows.

Table6-1 The default OUI addresses of different vendors

Number OUladdress Vendors

1 0001-e300:0000 Siemens phone
2 00036b00-0000 Cisco phone

3 00040d00-0000 Avaya phone

4 0060-b900-0000 Philips/NEC phone
5 00d0-1e000000 Pingtel phone

6 00e0-7500-0000 Polycom phone
7 00e0bb00-0000 3Com phone

6.1.1Voice VLANModes on a Port

There are two voice VLAN modes on a port: automatic and manual

(the mode hereaefers to the way of adding a port to a voice VLAN).
In automatic mode, the system identifies the source MAC address
contained in theprotocol packets (untaggegiackets) sent when
the IP phone is powered on amdatches it against the OUI
addresses. If a match is found, the system avitomatically add
the port into the Voice VLAN and apply ACL rules and configare
packet precedence. An aging time can be caméd for the voice
VLAN. Theystem will remove a port from the voice VLAN if no
voice packet is received froinafter the aging time. The adding
and removing of ports are automatically realizegthe system.

- In manual mode, administrators add the IP pkaccess port to
the voice VLANhanually. It then identifies the source MAC
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address contained in the packehatches it against the OUI
addresses. If a match is found, the system issues i€ and
configures the precedence for the packets. In this mdte
operation ofadding ports to and removing ports from the voice
VLAN are carried out by tfegministrators.

- Both modes forward tagged packets according to their tags.

6.1.2Security Mode and Normal Mode for the Voice VLAN

Ports that have the voicelMN feature enabled can be divided into
two modes basedn their filtering mechanisms applied to inbound
packets.

Security mode: only voice packets with source OUI MAC addresses

can passhrough the inbound port (with the voice VLAN feature
enabled), othemon-voicepackets will be discarded, including
authentication packets, such as 802ax¢hentication packet.

- Normal mode: both voice packets and reoice packets are
allowed to passhrough an inbound port (with the voice VLAN
feature enabled), the formrewill abide by the voice VLAN
forwarding mechanism whereas the latter normal VLAN
forwarding mechanism.

It is recommended that you do not mix voice packets with other

types of data in a voicéLAN. If necessary, please ensure that the

security mode islisabled.

How an IP Phone Works

IP phones can convert analog voice signals into digital signals to
enable them to be transmitted itP-based networks. Used in
conjunction with other voice devices, flRones can offer large
capacityand lowcost voice commuication solutions. As network
devices|P phones need IP addresseferate properly in a
network.

To £t an IP address and a voice VLAN for an IP phone manually, just

make sure that the voice VLANttDbe set is consistent with that of
the switch andhe NCP is reachable to the IP address to be set.
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The svitches Identify Voice Traffic

Theswitches determine whether a received packet is a voice packet
by checking itsource MAC address against an organizationally
unique identifier (OUI) list. If match is found, the@acket is

considered as a voice packet. Ports receiving packets of this type will
be added to the voic® LAN automaticf for transmitting voice
data.You can configure OUI addresses for voice packets or specify to
use the default OUlddresses.

Setting the Voice Traffic Transmission Priority

In order to improve transmission quality of voice traffic, the switch
by defadut re-marks the priority of theraffic in the voice VLAN as
follows:

- Set the CoS (802.1p) priority to 6.

- Set the DSCalue to 46.

Configuring Voice VLAN Assignment Mode of a Port

A port can work in automatic voice VLAN assignment mode or
manual voice VLAN assignment mode.

You can configure the voice VLAN assignment mode for a port
accordingo data traffic passinghroughthe port.

Processing mode of untaggedpkets sent by IP voice devices

- Automatic voice VLAN assignment mo8eitch automatically
adds a portonnecting an IP voiagevice to the voice VLAN by
learning the source MAC address in tirgagged packesent by
the IP voice device when it is powered on. The voice VLAN uses the
agingmechanism to maintain the number of ports in the voice
VLAN. When the aging timer expires, fi@ts whose OUI
addresses are not updated (that is, no voice traffic passekbevil
removed fromthe voice VLAN. In voice VLAN assignment
automatic mode, ports can not be added to or remo¥ezin a
voice VLAN manually.

- Manual voice VLAN assignment mode: In this mode, you need to
add a port to a voice VLAN @move a port from avoice VLAN
manually.
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Processing mode of tagged packets sent by IP voice devices

Tagged packets from IP voice devices are forwarded based on the
tagged VLAN IDs, whether thatomatic or manual voice VLAN
assignment mode is used.

Support for Voice VLAN owarious Ports

Voice VLAN packets can be forwarded by access ports, trunk ports,
and hybridports. You can enableteunk or hybrid port belonging to
other VLANSs to forward voice and service packets simultaneously by
enabling the voice VLAN.

IP phones acdting IP address and voice VLAN through manual
configuration can forward only taggettaffic, so the matching
relationship is relatively simple

6.2 Configuring Voice VLAN

6.2.1 Configuration Prerequisites

- Create the corresponding VLAN before configutirgvoice VLAN;
- As a default VLAN, VLAN 1 does not need to be created. However,
it cannot beenabled with the voice VLAN feature.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | voicevlan Enable Voice VLAN.

voicevlan {age agetime | id
vlarrid | oui oui-value prefix
maskvalue | remark { cos |
dscp }

Step 4 | interfaceinterfaceid

Step 3 Configure Voice VLAN parameter.

Specify the port to configure, an
enter interface configuratiomode.

Step 5 | voicevlan Enable Voice VLAN on interface.

voicevlan { agedevmanual |
Step 6 | mode {auto | munual }|

security }

Step7 | end Return to privileged EXEC mode.

ConfigureVoice VLAN parameter 0
interface.
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Step 8 | show voicevlan Verify your entries.
h icevl d d ) )
Step 9 zuio;Ns\tl;)tIZ?/ an {dev| modd Verify your entries.
Step copy runningconfig startup | (Optional) Save your entries in th|
10 config configuration file.

This example shows how to configure automatic voice VLAN on port:
Switch#configureterminal

Enter configuration commands, one per line.
Switch(config)#oicevian

Switch(config)#oicevian id 100

Switch(config)ihterface fastethemet 0/2

Switch(configf-fa 0/2)#switch mode trunk

Switch(configf fa 0/2)#voicevian mode auto

SwitcHconfigif fa 0/2)#voicevian

Switch(configf-fa 0/2)#exit

Switch(config)#oicevian oui 0001.e300.0000 prefix ffff.fl00.0000
Switch(config) #xit

Switch#show voicevlan

Switch#show voicevlan state

7 IP Addressing Overview

IP Address Classes

IPaddressing uses a 3t address to identify each host on a

network. An example is

01010000100000001000000010000000 in binary. To make IP

addresses in 3Bit form easier to read,

they are written in dotted decimal notation, each being four octets in

length, for example, 10.1.1.1 for the

address just mentioned.

Each IP address breaks down into two parts:

- Net ID: The first several bits of the IP address defining a network,
also known as class bits.

- Host ID: Identifies a host on a network.
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Subnetting andMasking

Subnetting was developed to address the risk of IP address
exhaustion resulting from fast expansiontbé Internet. The idea is

to break a network down into smaller netwis called subnets by

using somebits of the host ID to create a subnet |. i@entify the
boundary between the host ID and thmbination of net ID and
subnet ID, masking is used.

Each subnet mask comprises 32 bits related to the correspondisg bit
in an IP address. In a submaask, the part containing consecutive
ones identifes the combination of net ID and subnet ID whereas

the part containing consecutive zeros identifies the host ID.

7.1 Configuring IP Addresses

TheSwitches support assigning IP addresses to VLAN interfaces.
Besides directly assigning an IP address to a VLAN interface, you may
configure a VLAMterface to obtain an IP address through DHCP
client

Configuration procedure

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Enter interface configuration mode,
and enter the VLAN to which the IP
information is assigned. The range is|
to 4094.

Step 2 | interface viarvlarvid

ip addresgp-address
subnetmask

Step 4 | exit Return to global configuration mode.
Step 5 | show interfaces vlamlan-id | Verify the configured IP address.
Verifythe IP configuration
information of interface.
copyrunning-config (Optional) Save your entries in the
startup-config configuration file.

Step 3 Enter thelP address and subnet mas|

Step 6 | show ip interface brief

Step 7

The switch vlan 1 interface default IP addresk9i2.168.2.11.
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This example shows how to configure an interface as a VLAN
interface port and to assign it an #édress:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface vian 2

Switch(configf)#ip address 192.20.135.21/24

Switch(configf)#no shutdown

Switch(configf)#exit

Switch(config) #xit

Switch#

To remove the switch IP address, use the no ip address interface
configuration command. If you are removing the address through a
Telnet session, your connection to the switch will be lost.

7.2Displaying IP Addressing Configuration
After the above configration, you can execute the show command
in any view to display the operating status and configuration on the
interface to verify your configuration.
This is an example of output from the show interface vlan privileged
EXEC command for the interface:
Swith#show interface vian 1
Interface vlanl
Hardware is Ethernet, address is 0810.0a3b.2be9
index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>
VRF Binding: Not bound
inet 192.168.2.11/24 broadcast 192.168.2.255
input packets 3901932, bgs 183463870, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed O
output packets 180800, bytes 10925379, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0

8 DoSDefend

8.1Introduction to DoS
DoS (Denial of Service) Attack is to occupy the network bandwidth
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maliciously by the network attackers or the evil programs sending a
lot of service requests to the Host, which incurs an abnosealice

or even breakdown of the network.

With DoS Defend function enabled, the switch can analyze the
specific fields of the IP packets and distinguish the malicious DoS
attack packets. Upon detecting the packets, the switch will discard
the illegal packes directly and limit the transmission rate of the legal
packets if the over legal packets may incur a breakdown of the
network. The switch can defend several types of DoS attack listed in
the following table.

DoS Attack Type Description

The attacker sends a specific fake SYN packet to the
destination Host. Since both the source IP address and {
destination IP address of the SYN packet are set to be th
address of the Host, the Host will be trapped in an endle
circle for building tk initial connection. The performance
of the network will be reduced extremely.

Land Attack

The attacker sends the packet with its SYN field and the
field set to 1. The SYN field is used to request initial
Scan SYNFIN connection whereas the FIN field is usedequest
disconnection. Therefore, the packet of this type is illegal
The switch can defend this type of illegal packet.

The attacker sends the illegal packet with its TCP index,

Xmascan URG and PSH field set to 1.

The attackesends the illegal packet with its TCP index al
NULL Scan all the control fields set to 0. During the TCP connection
Attack and data transmission, the packets with all the control

fields set to O are considered as the illegal packets.

SYN sPort less The attacker ends the illegal packet with its TCP SYN fiel
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1024

set to 1 and source port less than 1024.

Smurf Attack

By pretending to be a Host, the attacker broadcasts requ
packets for ICMP response in the LAN. When receiving t|
request packet, all the Hosts ingt.AN will respond and
send the reply packets to the actual Host, which will caug
this Host to be attacked.

Blat Attack

The attacker sends the illegal packet with its source port
and destination port on Layer 4 the samand its URG field
set to 1. Sinar to the Land Attack, the system
performance of the attacked Host is reduced since the H
circularly attempts to build a connection with the attacker|

Ping Flooding

The attacker floods the destination system with Ping
broadcast storm packets to foid the system to respond to
the legal communication.

SYN/SYMCK
Flooding

The attacker uses a fake IP address to send TCP requeg
packets to the Server. Upon receiving the request packe
the Server responds with SYACK packets. Since the IP
address is fake, no response will be returned. The Serve
will keep on sending SYACKpackets. If the attacker sendg
overflowing fake request packets, the network resource
will be occupied maliciously and the requests of the legal
clients will be denied.

winNuke Attack

Since the Operation System with bugs cannot correctly
process the UR (Urgent Pointer) of TCP packets, the
attacker sends this type of packets to the TCP port139
(NetBIOS) of the Host with the Operation System bugs,
which will cause the Host with a blue screen.

Ping Of Death

ICMP ECHO Request Packet whose sum of "Fragment
Offset" and "Total Length" fields in the IP header is great|
than 65535 may cause Ping of Death attack. As the
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maximum packet length of an IPv4 packet including the |
header is 65,535 bytes, many computgstems could not
properly handle this malformed or malicious ICMP ECHQ
Request Packet. Thus, the hosts may break down or reb
automatically when receive this kind of packet.

8.2 DoS DefendConfiguration

The ip dosprevent command is used to enable thH&oS defend
function globally. To disable the DoS defend function, please use no ip
dosprevent command.

DoS attaclprevent

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | dos attackprevent Enable DoSlefend

Step 3

dos attackprevent{daeqsa
deny | icmpfrag-pkts-deny |
icmpv4ping-maxcheck |
land-deny | nullscardeny |
pod-deny | smurfdeny | syn
sportl1024deny | synfindeny
| synrst-deny | tcp-frag-off-
min-check | tcpblatdeny |
tcphdr-min-check | udpblat
deny | xmadeny | -deny}

Enter the Do%ttack type

Specify the port to configure, an

Step 4 | interfaceinterfaceid enter interface configuration
mode.

Step5 | dos Enable Dodlefend function on
interface.

Step 6 | end Return to privileged EXEC mode.

Step 7 | showdos Verify the configured De8efend

. Verify the DoSlefend inf \il
Step 8 | show dos interface erify the Doglefend information

of interface.

Step 9

copy runningconfig startup
config

(Optional) Save your entries in the
configuration file.
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This example shows how to configuteeqsadenytype of DoS attack
prevent

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#los attaclkprevent daeqsaleny

Switch(config)interface fastethemet 0/2

Switch(configf)#dos

Switch(configf) #end

Switch#show dos

Switch#show dos interface

9 GVRP Configuration

9.1Introduction to GVRP

GARP VLAN registration protocol (GVRP) is an implementation of
generic attribute registration protocol(GARBARP is introduced as
follows.

GARP

The generiattribute registration protocol (GARP), provides a
mechanism that allows participants ifGARP application to
distribute, propagate, and register with other participants in a
bridged LAN thattributes specific to the GARP application, such as
the VLAN omulticast attribute.

GARRP itself does not exist on a device as an entity. @&Rpliant
application entities are calleBARP applications. One example is
GVRP. When a GARP application entity is present on a pyduwn
device, this port is regded a GRP application entity.

Operating mechanism of GARP

Through the mechanism of GARP, the configuration information on a
GARP member will be propagatedthin the whole LAN. A GARP
member can be a terminal workstation or a bridge; it instructs other
GARP membs to register/deregister its attribute information by
declaration/recant, andegister/deregister other GARP member's
attribute information according to other member's
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declaration/recant. When a port receives an attribute declaration,
the port will regiser this attribute.When a port receives an attribute
recant, the port will deregister this attribute.

The protocol packets of GARP entities use specific multicast MAC
addresses as their destination MA@dresses. When receiving these
packets, the switch diinguishes them by their destination MAC
addresses and delivers them to different GARP application (for
example GVRP) for further processing.

GVRP

As an implementation of GARP, GARP VLAN registration protocol
(GVRP) maintains dynamic VL0Llistrationinformation and
propagates the information to the other switches through GARP.
With GVRP enabled on a device, the VLAN registration information
received by the device from othelevices is used to dynamically
update the local VLAN registration informatiamcluding the
informationabout the VLAN members, the ports through which the
VLAN members can be reached, and so on.dEvée also
propagates the local VLAN registration information to other devices
so that all the devices ithe same LAN can have teame VLAN
information. VLAN registration information propagated®yRP
includes static VLAN registration information, which is manually
configured locally on eaadffevice, and dynamic VLAN registration
information, which is received from other devices.

Pratocol Specifications

GVRP is defined in IEEE 802.1Q standard.

9.2 GVRP Configuration

Configuration Prerequisite
The port on which GVRP will be enabled must be set to a trunk port.

Command Purpose
Step 1 | configure terminal Enter global
configurationmode.




Step 2 | interfaceinterfaceid Specify the port to
configure, ad enter
interface configuration
mode.

Step 3 | switchport mode{access | hybrid trunk} | Configure the interface
as a Layer 2 trunk
(required only if the
interface is a Layer 2
accesgort or to specify
the trunking mode).
The link type of a port is|
Access by default.

Step 4 | switchport mode trunk Define the VLAN
membership mode for
the port (Layer 2 trunk

port).
Step 5 | gvrp application Enable gvrp application
on port.
Step 6 | gvrp regstration {fixed | forbidden| Configure gvrp
ging| normal} registration mode.
Step 7 | show gvrp Verify your entries.
Step 8 | Show vlan detail Verify your entries.
Step 9 | copy runningconfig startupconfig (Optional) Save your

entries in the
configuration file.

This example shows how to configure gvrp application on port:
Switch# configure terminal

Enter configuration commands, one per line.
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#osattackprevent daeqsaleny
Switch(config)ihterface fastethemet 0/2
Switch(configf)#dos

Switch(configf) #end

Switch#show dos

Switch#show dos interface
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10 MAC Address Table Management

10.1 MAC address Overview

Introduction to MAC Address Table

AnEthernet switch is mainly used to forward packets at the data link

layer, that is, transmit the packets

to the corresponding ports according to the destination MAC address

of the packets. To forward packedsiickly, a switch maintains a MAC

address tablewhich is a Layer 2 address table recording the MAC

addressto-forwarding port association. Each entry in a MAC address

table contains the following fields:

- Destination MAC address

- ID of the VLAN which a port belongs to

- Forwarding egress port number on thecal switch

When forwarding a packet, an Ethernet switch adopts one of the tw

forwardlng methods based upahe MAC address table entries.
Unicast forwarding: If the destination MAC address carried in the
packet is included in a MAdgdldress table entrythe switch
forwards the packet through the forwarding egress port in the
entry.

- Broadcast forwarding: If the destination MAC address carried in
the packet is not included in the

- MAC address table, the switch broadcasts the packet to all ports
except the me that originallyreceived the packet.

Introduction to MAC Address Learning

MAC address table entries can be updated and maintained through
the following two ways:

- Manual configuration

- MAC address learning

Generally, the majority of MAC address entrées created and
maintained through MAC addreg=arning.

Managing MAC Address Table

Aging of MAC address table

To fully utilize a MAC address table, which has a limited capacity, the
switch uses an agingechanisnfor updating the table. That is, the
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switch starts an aging timer for an entry when dynamically creating
the entry. The switch removes the MAC address entry if noemo
packets with the MAC addresscorded in the entry are received
within the aging time.

Entries in a MAC address table

Entries ina MAC address table fall into the following categories

accordng to their characteristics antbnfiguration methods:

Static MAC address entry: Also known as permanent MAC address
entry. This type of MA&ddress entries are added/removed
manually by the nvork operator and cannot age out by
themselves. Using static MAC address entries can greatly reduce
broadcast packets and aseiitable for networks where network
devices seldom change.

- Dynamic MAC address entry: This type of MAC address entries age
out after the configured agingme. They are generated by the
MAC address learning mechanism or configured manually.

- Blackhole MAC address entry: This type of MAC address entries are
configured manually. A switatiscards the packets destined for or
originatedfrom the MAC addresses contained in blackhole

- MAC address entries. Blackhole entries are configured for filtering
out frames with specific souras destination MAC addresses.

10.2 MAC Address Table Management

MAC Address Table Management Configuratibask List

Configuring a MAC Address Entry

You can add, modify, or remove a MAC address entry, remove all
MAC address entries concerning a

specific port, or remove specific type of MAC address entries
(dynamic or static MAC address entries).

You can add a MC address entry in either system view or Ethernet
port view.

Adding a MAC address entry in system view
Seps to add a MAC address entry in system view:



Command Purpose

Step 1 configure terminal Enter global configuration mode.
Specify the port to configure, drenter
interface configuratioomode.

Step 2 interfaceinterfaceid

macaddresstable
Step 3 {agingtime | filter | Configuring the MAC address entry.
static}

Adding a MAC address entry systemview
Seps to add a MAC address entrysiystemview:

Command Purpose
Step 1 configure terminal Enter global configuration mode.
macaddresstable static

Adding MAC address entry in VLA

Step 2 macaddress/lanvian-id
and port.

interfaceinterfaceid
show maeaddresstable

Step3 static Verify your entries.

Step 4 show maeaddresstable Verify your entries.

Step 5 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Follow these steps to configustatic maeaddressof port 5.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#nacaddresstable static 0000.2222.3333 vian 1 interface fastethemet 0/5
Switch(config)#xit

Switch#show maeaddresstable

Switch#show maeaddresstable static

Configurea blackholeMAC address entry isystemview
Seps to add a MAC address entrysiystemview:

Command Purpose
Enter global configuration
mode.

Step 1 | configure terminal
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macaddresstable filter fnac Configure balckhole MAC
Step 2 | addresq destinationmacaddres$ | address entry in VLAN and
vlanvlarrid interfaceinterfaceid port.
Step 3 | show maeaddresstable filter Verify your entries.
Step 4 | show maeaddresstable Verify your entries.
. ) ) (Optional) Save your entries
Step 5 | copy runningconfigstartup-config in the configuration file.

Follow these steps to configustatic maeaddress of port 1.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#nacaddresstable filter0000.2222.1111 vian 1 interface fastethernet 0/1
Switch(config)#xit

Switch#show maeaddresstable

Switch#show maeaddresstable filter

Setting the MAC Address Aging Timer

Setting an appropriate MAC address aging timer is important for the

switch to runefficiently.

- If the aging timer is set too long, excessive invalid MAC address
entries maintained by the switamay fill up the MAC address
table. This prevents the MAC address table from being updated
with network changes in time.

- If the aging timer iset too short, the switch may remove valid
MAC address entries. Thdecreases the forwarding performance
of the switch.

Configureaging time of MAC address entries:

Command Purpose

Enter global configuration
mode.

Configuring the aging time of
MAC address.

Verify your entries.
(Optional) Save your entries
in the configuration file.

Step 1 | configure terminal

macaddresstable agingtime time-
number
show maeaddresstable aging

Step 2

Step 3

Step 4 | copy runningconfig startupconfig

@



Follow these &ps to configuremac address aging time of system.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#nacaddresstable agingime 60

Switch(config)#xit

Switch#show maeaddresstable agingime

Setting the MaximumNumber of MAC Addresses a Port Can Learn

The MAC address learning mechanism enables an Ethernet switch
acquire the MAC addressesth® network devices on the segment
connected to the ports oftte switch. By searching the MAa@dress
table, the switch directly forwards the packets destinedtforse

MAC addresses through th@ardware, improving the forwarding
efficiency. A MAC address table too big in size may prolong the time
for searching MAC address entries, thus decreatsiagorwarding
performance of the switch.

By setting the maximum number of MAC addresses that can be
learned from individual ports, thadministrator can control the
number of the MAC address entries the MAC address table can
dynamically maintain. When theumber of the MAC address entries
learntfrom a port reaches the sealue, the port stops learning MAC
addresses.

St the maximum number of MAC addresses a port can learn:

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the port to configure, an
enter interface configuratiomode.

Step 2 | interfaceinterfaceid

mac dynamienac limit

Step 3 Configuring the MAC | ber.
ep number onfiguring the learn number
show maeaddresstable . .
Step 4 dynamic limit Verify your entries.
Sten 5 copyrunning-config (Optional) Save your entries in the
P startup-config configuration file.

Follow these steps to configutke maximum number of mac address
learn of port 1.



Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ihterface fastethemet 0/1
Switch(configf)#mac dynamienac limit 50
Switch(configf)#exit

Switch(config)#xit

Switch#show maeaddresstable dynamic limit

Disabling MAC Address learnirfigr port

You can disable a switch from learning MAC addresses in spectfc
to improve stability andsecurity for the users belong to theg®rts
and prevent unauthorized accesses.

Disable MAC address learning fauart

Command Purpose
X . Enter global configuration
Step 1 | configureterminal g 9
mode.
Specify the port to configure,
Step 2 | interfaceinterfaceid and enter interface

configurationmode.
Configuring MAC address
learning is disable.

Step 4 | show portsecurity Verifyyour entries.
(Optional) Save your entries
in the configuration file.

Step 3 | switchport portsecurity

Step 5 | copy runningconfig startupconfig

Follow these steps tdisablethe mac address learn of port 1.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/1

Switch(configf)# switchport portsecurity

Switch(configf)# exit

Switch(config)#xit

Switch#show portsecurity
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Assigning MAC Addresses feystem
Youare allowed to assign MAC addresses todidch system

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 3 | system madMAGaddress Configuring system MAC address
Step 4 | show system mac Verify your entries.
Step 5 copy runningconfig (Opt.ionaI)ISav.e yolentries in the
startup-config configuration file.

Follow these steps to configure tlsystemMAC address:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#ystem mac 0000.2222.3333

Switch(config)#xit
Switch#show system mac

Displaying MAC Address Table Information

switch#show ma@addresstable ?

address

Address keyword

agingtime

Set MAC address table entry maximum age

automaticlearning

automatic learning status

count Count keyword
dynamic Dynamic entry type
filter Create MAC filter entry
interface Interface keyword
static Static entry type
vlan VLAN keyword
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Command

Purpose

show maeaddresstable

Verify the MAC address table entries.

show maeaddresstable address
MAGaddress

Verify the detailed MAC addretable
entries.

show maeaddresstable agingtime

Verify aging time of the dynamic MAC
addressentriesin the MAC address
table.

show maeaddresstable automatie
learning

Verify the MAC address table entries.

show maeaddresstable count

Verify your enties.

show maeaddresstable dynamic
{address | interface | limit | vlan }

Verify the MAC address table entries.

show maeaddresstable filter

Verify the blackhole MAC address entr:

show maeaddresstable interface
{fastethernet | gigabitethernet |
port-channel }

Verify the MAC address table entries in
interface.

show maeaddresstable static
{address | interface | vian }

Verify your entries.

show maeaddresstable vianvian
id

Verify the MAC address table entries in
VLAN.

11 Port Basic Configuratn

11.1Ethernet Port Configuration

Initially Configuring a Port

Command

Purpose

Step 1 | configure terminal

Enter global configuration mode.

Enter interface configuration med

Step 2 | interfaceinterfaceid and the physical interface toe
configured.
Enter the appropriate speed
parameter for the interface, or
Step 3 Speed{10 | 100 | 1000 enter auto.

auto}

If you use thel0, 100, or 1000
keywords with theauto keyword,

42




the port only autonegotiates at the
specified speeds.

Enter the duplex parameter for the|
interface. For configuration

Step 4 | duplex{auto | full | half} guidelines,

Note Theduplexkeyword is not
available on Giga ports.

Display the interface speed and
duplex mode configuration.
copyrunning-config startup (Optional) Save your entries in the
config configuration file.

Step 5 | show interfacesnterfaceid

Step 6

This example shows how to set the interface speed to 10 Mbps and
the duplex mode to half on a port:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ihterface fastethemet 0/3

Switch(configf)#speed 10

Switch(configf)# duplex half

Switch(configf)# exit

Switch(config)#xit

Switch#show interface

Enabling Flow Control on a Port

Flowcontrol is enabled on both the local and peer switches. If

congestion occurs on the local switch:

- The local switch sends a message to notify the peer switch of
stopping sending packets to itself mducing the sending rate
temporarily.

- The peer switchwill stop sending packets to the local switch or
reduce the sending rate temporarilyhen it receives the message;
and vice versa. By this way, packet loss is avoided and the network
service operates normally.

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Enter interface configuration medand
the physical interface tbe configured.

Step 2 | interfaceinterfaceid
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Step 3 | Flowcontrol Enable the flow control of port
show interfaces Display the interfacepeed and duplex
Step4 | . . . .
interfaceid mode configuration.
Sten 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

Use the no flowcontrol interface configuration command to disable
the flow control.

This example shows how to turn diow control on a port:
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ihterface gigabitethemet 0/1

Switch(configf)#flowcontrol

Switch(configf)#exit

Switch(config)#xit

Switch#show interface

11.2 Adding aDescription for an Interface

You can add a description about an interface to help you remember
its function. The description appeairs the output of these

commands: show runningonfig, and show interfaces.

Beginning in privileged EXEC mode, follow theteps to add a
description for an interface:

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Enter interface configuration mode, and

Step 2 | interfaceinterfaceid enter the interface for which you are
adding a description.

Step 3 | descriptionstring Add a description for an interface.

Step 4 | show portdescription | Verify your entry.

Step 5 copy runningconfig (Opt_ional)_Sa\{e your entries in the

startup-config configuration file.

Use the no description interfagmnfiguration coomand to delete
the descriptionThis example shows how to add a description on a
port and to verify the description:
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Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ihterface fastethemet 0/4
Switch(configf)#description Marketing
Switch(configf)#exit

Switch(config)#xit

Switch#show portdescription

11.3 Loopback Detection

Configuring Loopback Detection for an Ethernet Port

Loopback detection is used to monitor if arpof a switch idooped
back.After you enable loopback detection on Ethernet ports, the
switch carmonitor if an external loopbacccurs on them. If there is
a loopback port found, the switch will deal withe loopback port
according toyour configuration.

Command Pumpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | loop-detection Enable loopback detection globally
Step 3 Loopdetection{?lock— Set the interval for performing port|
threshold| hellotime} loopback detection
Step 4 | showport-detection Verify your entry.
Step 5 copy runningconfig startup (Optional) Save your entries in the
config configuration file.

Configuring Loopback Detection for Ethernet Port(s)

To enable loopback detection on a specific port, you must use the
loop-detectioncommand in both system view and thpexific port
view. After you use theno loop-detection command irsystem view,
loopback detectiorwill be disabled on all ports.

Command Purpose

Step 1 | configure terminal Enter global configuratiomode.

Enter interface configuration medand
the physical interface tbe configured.

Step 2 | interfaceinterfaceid
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Loopdetection{ always Enable the loopback port shutdown
Step 3 ) .
| close | interval function mode.
Step 4 | show portdescription Verifyyour entry.
Step 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

Use the noloop-detection configuration command talisable loop
detection function

This example shows how to turm édop-detectionon a portto
display the results:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ioop-detection

Switch(config)ihterface gigabitethemet 0/1

Switch(configf)#loop-detection interval

Switch(configf)# exit

Switch(config)#xit

Switch#show loopdetection

11.4Configuring Storm Control

Understanding Storm Control

Storm control prevents traffic on a LAN from being disrupted by a
broadcast, multicast, or unicast storom a port. A LAN storm occurs
when packets flood the LANreating excessive traffic and degrading
network performance. Errors in the protoestack implementation,
mistakes in network configuratiorgr users issuing a deniaf-

service attack can cause a storm.

Storm control is configured for the switch as a \ehbut operates on
a perport basis. By default, storm

control is disabled.

Storm control uses rising and falling thresholds to block and then
restore the forwarding of broadcastinicast, or multicast packets.
You can also set the switch to shut down @t when the rising
thresholdis reached.

The thresholds can either be expressed as a percentage of the total
avaibble bandwidth that can be usésy the broadcast, multicast, or
unicast traffic, or as the rate at whicheahnterface receives
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multicast,broadcast, or unicast traffic.

When a switch uses the bandwidbased method, the rising
threshold is tle percentage of total availableandwidth associated
with multicast, broadcast, or unicast traffic foee forwarding is
blocked. Théalling threshold ishe percentage of total available
bandwidth belowwhich the switch resumes normfdrwarding. In
general, the higher the level, the less effective the pobien against
broadcast stormsuses traffic ratess the threshold values, the rising
and fallingthresholds are in packets per second. Tistngthreshold

is the rate at which multicast, broadcast, and unicast traffic is
received before forwarding is blocked.

The falling threshold is the rate below which the switch resumes
normal forwarding. In genal, the higher

the rate, the less effective the protection against broadcast storms.

Configuring Storm Control and Threshold Levels
Beginning in privileged EXEC mode, follow these steps to configure
storm control and threshold levels:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Specify the port to configure, @n
Step 2 | interfaceinterfaceid enter interface configuration
mode.

storm-control {broadcasf
Step 3 | multicast|

unicast| level}

show stormcontrol [interface

Configure broadcastulticast, or
unicast storm control.

Step 4 | [{broadcas{ multicast| Verify your entries.
unicas}]

Step 5 copy runningconfig startup (Optional) Save your entries in the
config configuration file.

Use the nostorm-control broadcast/multicast/unicastonfiguration
command todeletethese function othe port.

This example shows how to turmstorm control
broadcast/multicast/unicasbn a portto display the results:
Switch# configure terminal
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Enter configuration commands, one per line.
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)interface gigabitethemet 0/1
Switch(configf)# storm-control level 100
Switch(configf)#storm-control broadcast
Swit(configif)# storm-control multicast
Switch(configf)#stomm-control unicast
Switch(configf)#exit

Switch(config)#xit

Switch#show stormcontrol

11.5Configuring Port Rate Limiting

Port rate limiting refers to limiting the total rate of inbound or
outbound packets on a port.

Port rate limiting can be implemented through token buckets. That is,
if you perform port rate limitingconfiguration for a port, the token
bucket determines the way to process the packets to be sent by this
port or packets reduing the port. Packets can be sent or received if
there are enough tokens in theken bucket; otherwise, they will be
dropped.

Compared to traffic policing, port rate limiting applies to all the
packets passing a port. It is a simpler

solution if you wanto limit the rate of all the packets passing a port.

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the port to configure, an
enter interface configuratiomode.

Step 2 | interfaceinterfaceid

rate-limit { egresy

Step 3 ingresg Configure rate limit of a port.

Step 4 | show interface ratdimit Verify your entries.

Step 5 copy runningconfig (Opt.ionaI)ISav.e your entries in the
startup-config configuration file.

This example shows how to turmeate limiton a portto display the
results:
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Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)inhterface gigabitethemet 0/1
Switch(configf)# rate-limit ingress 1000
Switch(configf)# rate-limit egress 64
Switch(configf)#exit

Switch(config)#xit

Switch#show interface ratdimit

12 Configuring EtherChannels

12.1Understanding EtherChannels

EtherChannel provides fattblerant highspeed links between
switches, routers, and servers. You case it to increase the
bandwidth among the wiring closets and the data center, and you can
deploy itanywhere in the network where bottlenecks are likely to
occur. EtherChannel provides automatcovery for the loss of a link
by redistributing the load across the remainingkbn If a link fails,
EtherChannel redirects traffic from the failed link to the remaining
links in the channel withounhtervention.

Each EtherChannel can consist of up to eight compatibly configured
Ethernet interfaces. All interfacen each EtherChannehust be the
same speed, and all must berdigured as Layer 2 interfaces.

Introduction to Link Aggregation

Link aggregation can aggregate multiple Ethernet ports together to
form a logical aggregation group. Tipper layer entities, all the
physical linksn an aggregation group are a single logical link.

Link aggregation is designed to increase bandwidth by implementing
outgoing/incoming load sharirgmong the member ports in an
aggregation group. Link aggregation group also allows for port
redundancy, wkch improves connection reliability.

Introduction to LACP

Link aggregation control protocol (LACP) is designed to implement
dynamic link aggregation ardk-aggregation. This protocol is based
on IEEE802.3ad and uses link aggregation control protocoluahétta
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(LACPDUs) to interact with its peer.

With LACP enabled on a port, LACP notifies the following information

of the port to its peer by sendingACPDUs: priority and MAC address

of this system, priority, number and operation key of the port.

Upon receiing the information, the peer compares the information

with the information of other ports othe peer device to determine

the ports that can be aggregated. In this way, the two parties can

reach anagreement in adding/removing the port to/from a dynamic

aggregation group.

Operation key is generated by the system. It is determined by port

settings such as port speed, dupls®ode, and basic configurations.

- Selected ports in a manual aggregation group or a static
aggregation group have the saroperation key.

- Member ports in a dynamic aggregation group have the same
operation key.

Exchanging LACP Packets

Both the active and passive LACP modemaithterfaces to

negotiate with partner interfaces tdetermine if they can form an
EtherChannel based on critesach as interface speed and, for Layer
2 EtherChannels, trunking state, and VLAN numbers.

Interfaces can form an EtherChannel when they are in different LACP
modes as long as the modes a@mpatible. For example:
An interface in the active mode can foan EtherChannel with
another interface that is in the activmode.
- An interface in the active mode can form an EtherChannel with
another interface in the passivaode.

An interface in the passive mode cannot form an EtherChannel with
another interface tlat is also in thepassive mode because neither
interface starts LACP negotiation.

An interface in the on mode that is added to a port channel is forced
to have the same characteristics as

the already existing on mode interfaces in the channel.
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12.2Underganding Load Balancing and Forwarding
Methods

EtherChannel balances the traffic load across the links in a channel
by randomly associating a newgarned MAC address with one of
the links in the channel.

With sourceMAC address forwarding, packdtswarded to an
EtherChannel are distributed across therts in the channel based
on the sourceMAC address of the incoming packet. Therefore, to
provide loadbalancing, packets from different hosts use different
ports in the channel, but packets from tisame hosuse the same
port in the channel. The MAC address learned by the switch does not
change).

With destinatiorMAC address forwarding, packets forwarded to an
EtherChannel are distributed acra® ports in the channel based
on the destination hosMAC address of the incoming packet.
Therefore packets to the same destination are forwarded over the
same port, and packets to a different destinatimnight be sent on a
different port in the channel.

Multiple workstations are connected to a switch, aaml
EtherChannel connects thsvitch to the router.

Sourcebased load balancing is used on the switch end of the
EtherChannel to ensutdat the switch efficiently uses the
bandwidth of the router by distributing traffic from the workstation
across the pisical links. Since the router is a single MAC address
device, it uses destinatiebased loadalancing to efficiently spread
the traffic to the workstations across the physical links in the
EtherChannel.

12.2.1 Configuring Layer 2 EtherChannels

Command Purpose

Step 1 | configure terminal Enter global configuration mode.

Specify a physical interface to configure,
and enter interfaceonfiguration mode.
Step 2 | interfaceinterfaceid Valid interfaces include physical interface
Up to eight interfaces dhe same type and
speed can beonfigured for the same
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group.
Assign the port to a channel group, and
specify the static mode, and active mode

channelgroup LACP.

Step 3 channeigroup- Forchannelgroup-number, the range is
numbermode{on | to 14. Each
active} EtherChannel can have up to eight

compatibly configured
Ethernet interfaces.

Show etherchannel
{detail | lacp| port |

Step 4 Verify your entries.
P port-channel | ify you !
summary}
copy runningconfig (Optional) Save your enés in the
Step 5 ) ) L
startup-config configuration file.

Use the nachannelgroupconfiguration command tadelete
aggregation function athe port.

This example shows how to assign gigabitethefligtand
gigabitethernet0/2 interfacesto staticchannelgroup 1 and display
the results:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface gigabitethemet 0/1

Switch(configf)# channeigroup 1 mode on

Switch(configif)# exit

Switch(config)interface giabitethemet 0/2

Switch(configf)# channelgroup 1 mode on

Switch(configf)#exit

Switch(config)#xit

Switch#show etherchannel

12.2.2 Configuring the LACP

When enabled, LACP tries to configure the maximum number of
LACRcompatible ports in a channelp to a maximum o8 ports.

Only eight LACP links can be active at one time. Any additional links
areput in a hot standby state. If one of the active links becomes
inactive, a link that is in hot standby mobecomes active in its
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place.

If eight linksare configured for an EtherChannel group, the software
determines which of théot standby ports to make active based on:
LACP porpriority Port 1D

All ports default to the same port priority. You can change the port
priority of LACP EtherChannel pattsspecify which hot standby

links become active first by using the lacp poriority interface
configuration command to set the port priority to a value lower than
the default of 32768.

The hot standby ports that have lower port numbers become active
in the channel first unless the poptriority is configured to be a lower
number than the default value of 32768.

Command Purpose

Step 1 | configure terminal Enter global configuration mode.

Step 2 | channelprotocol lacp | Enable LACP protocol.

Select the LACP port priority value.

For priorityvalue, the range is 1 to 65535.
lacp systenvpriority By default, the priority value is
priority-value 32768. The lower the range, the more like
that the interface will be usetbr LACP
transmission.

Specify the interface for transmission, and
enter interface configuration mode.
Assign the port to a channel groumca
specify the static mode, and activeode of

Step 3

Stgp 4 | interfaceinterfaceid

channelgroup LACP.

Step 5 channelgroup- Forchannelgroup-number, the range is 1
numbermode{on | to 14. Each
active} EtherChannel can have up to eight

compatibly configured
Ethernet interfaces.

show etherchannel
{detail | lacp| port |

Step 6 port-channel | Verify your entries.
summary
copyrunning-config (Optional) Save your entries in the

Step 7

startup-config configuration file.
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Use the nochannelprotocol configuration command talelete lacp
function.

This example shows how to assign gigabitethefigtand
gigabitethernet0/2 interfacesto LACP channgroup 1 and display
the results:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#hannelprotocol lacp

Switch(config)interface gigabitethemet 0/1

Switch(configf)# channelgroup 1 mode active

Switcl{configif)# exit

Switch(config)interface gigabitethemet 0/2

Switch(configf)# channelgroup 1 mode active

Switch(configf)# exit

Switch(config)#exit

Switch#show etherchannel

Switch#show etherchannel detail

Switch#show etherchannel lacp

Switch#show etherchannel port

Switch#show etherchannel posthannel

Switch#show etherchannel summary

13 Port Isolation

13.1Port Isolation Overview

Through the port isolation feature, you can add the ports to be
controlled into an isolation group tisolatethe Layer 2 and Layer 3
data between each port in the isolation group. Thus, you can
constructyour network in a more flexible way amiprove your
network securityCurrently, you can creatk0 isolation group orthe
switch. The number dEthernet ports in arsolation group is not
limited.

13.2Port Isolation Configuration
You can perform the following operations to add an Ethernet ports
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to anisolation group, thus isolatingayer 2 and Layer 3 data among
the ports in the isolation group.

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
port-isolation{ group
Step 2 | {group-numbe} {group-
name} }

Enable port isolation function and creat
isolation group.

Specify the port t@onfigure, ad enter

Step 3 | interfaceinterfaceid . . .
interface configuratioomode.

Step 4 port-isolation allowed Add the Ethernet port to the isolation
P group-number group
show portisolation . .
Step 5 Verify your entries.
P> | {group) vy
Sten 6 copy runningconfig (Optional)Save your entries in the
P startup-config configuration file.

Use the noport-isolation allowedconfiguration command talelete
isolation function othe port.

This example shows how to turm @ort isolation functioron
fastethernetO/1 and fastetherne0/2 interfaceto display the results:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ort-isolation
Switch(config)fort-isolation group 1 name market
Switch(config)interface fastethemet 0/1
Switch(configf)# port-isolation dowed 1
Switch(configf)#exit

Switch(config)interface fastethemet 0/2
Switch(configf)# port-isolation allowed 1
Switch(configif)# exit

Switch(config)#xit

Switch#show portisolation

Switch#show portisolation group
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14 UDLDBConfiguration

Thischapter describes how to configure the UniDirectional Link
Detection (UDLD) protocol on yoswitch.

14.1Understanding UDLD

UDLD is a Layer 2 protocol that enables devices connected through
fiber-optic or twistedpair Ethernet cables to monitor the phyalc
configuration of the cables and detect when a unidirectional link
exists.

All connected devices must support UDLD for the protocol to
successfully identify and disable unidirectional links. When UDLD
detects a unidirectional link, it administrativedfputs down the

affected port and alerts you. Unidirectional links can cause a variety
of problems, including spannirtgee topology loops.

14.2Modes of Operation

UDLD supports two modes of operation: normal (the default) and
aggressive. In normal mode, UD can detect unidirectional links due
to misconnected interfaces on fib@ptic connections. In aggressive
mode, UDLD can also detect unidirectional links due toveag

traffic on fiberoptic and twistedpair links and to misconnected
interfaces on fibefoptic links.

In normal and aggressive modes, UDLD works with the Layer 1
mechanisms to determine the physical status of a link. At Layer 1,
autonegotiation takes care of physical signaling and fault detection.
UDLD performs tasks that autonegotiation cahperform, such as
detecting the identitief neighbors and shutting down
misconnected interfacedVhen you enable both autonegotiation

and UDLD, the Layer 1 and Layer 2 detections work together to
prevent physical and logical unidirectional connectiand the
malfunctioning of other protocols.

A unidirectional link occurs whenever traffic sent by a local device is
received by its neighbor but traffficom the neighbor is not received
by the local device.

In normal mode, UDLD detects a unidirectionat livhen fiber

strands in a fibeoptic interface aramisconnected and the Layer 1
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mechanisms do not detect this misconnection. If the interfaces are

connected correctly but the traffic is one way, UDLD does not detect

the unidirectional link because tHeayer 1 mechanism, which is

supposed to detect this condition, does not do so. In case, the logical

linkis considered undetermined, and UDLD does not disable the

interface.

When UDLD is in normal mode, if one of the fiber strands in a pair is

disconnected ad autonegotiationis active, the link does not stay up

because the Layer 1 mechanisms did not detect a physical problem

with the link. In this case, UDLD does not take any action, and the

logical link is considereshdetermined.

In aggressive mode, UDLDtelets a unidirectional link by using the

previous detection methods. UDLD

in aggressive mode can also detect a unidirectional link on a-{mint

point link on which no failure

between the two devices is allowed. It can also detect a

unidirectional link wha one of these problems

exists:

- On fiberoptic or twistedpair links, one of the interfaces cannot
send or receive traffic.

- On fiberoptic or twistedpair links, one of the interfaces is down
while the other is up.

- One of the fiber strands in the cabledisconnected.

In these cases, UDLD shuts down the affected interface.

In a pointto-point link, UDLD hello pacteecan be considered as a

heartbeat whose presencguarantees the health of the link.

Conversely, the loss of the heart beat means thatlihke must be

shutdown if it is not possible to restablish a bidirectional link.

If both fiber strands in a cable are working normally from a Layer 1
perspective, UDLD in aggressimede determines whether those

fiber strands are connected correctly anthether traffic is flowing
bidirectionally between the correct neighbors. This check cannot be
performed by autonegotiatioecause autonegotiation operates at
Layer 1.
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14.3 UDLEConfiguration
Performing Basi¢JDLDConfiguration

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 gdld{me_ssage{ number} | Set the interval of s.endi.ng uUDLD
intervaHtime {number} } packets and the aging timer.

Specify the port to configure, an

Step 3 | interfaceinterfaceid ) ) .
enter interface configuratioomode.

Step 4 | udld port[aggressive Enable UDLD function.

Step 5 | show udldinterfaceid Verify your entries.

Step 6 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Use the naudld portconfiguration command talisableudld
function ofthe port.

This example shows how to turm&DLDon a portto display the
results:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ihterfacegigabitethemet 0/1

Switch(configf)#udld port

Switch(configf)#exit

Switch(config)#xit

Switch#show udld

15 Configuring SPANd RSPAN

This chapter describes how to configure Switched Port Analyzer
(SPAN) and Remo&PAN (RSPAbBY) the switch.

15.1Understanding SPAN

You can analyze network traffic passing through ports by using SPAN
to send a copy of th&affic to another port on the switch that has

been connected to a SwitchProbe device or other Remote

Monitoring (RMON) probe or security degi SPAN mirrors received
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or transmitted (or both) traffic ora source port and received traffic
on one or more source ports, to a destination port &ralysis.

SPAN Session

A local SPAN session is an association of a destination port with
source ports. ¥u can monitor incomingr outgoing traffic on a

series or range of ports.

SPAN sessions do not interfere with the normal operation of the
switch. However, an oversubscrib&PAN destination, for example,

a 10Mbps port monitoring a 100bps port, resultsn dropped or

lost packets.

You can configure SPAN sessions on disabled ports; however, a SPAN
session does not become activeless you enable the destination

port and at least one source port for that session. The show monitor
session session_number glaged EXEC command displays the
operational status of a SPAN session.

A SPAN session remains inactive after system pawemtil the
destination port is operational.

Source Port
A source port (also called a monitored port) is a switched port that
you moritor for network trafficanalysis. In a single local SPAN
session or RSPAN source session, you can monitor source port traffic
such as received (Rx), transmitted (Tx), or bidirectional (both). The
switch supports any number sburce ports (up to the maxiom
number of available ports on the switch).
A source port has these characteristics:
It can be any port type (for example, EtherChannel, Fast Ethernet,
Glgablt Ethernet, and so on).
- It cannot be a destination port.
- Each source port can be configured watldirection (ingress,
egress, or both) to monitor. F&therChannel sources, the
monitored direction would apply to all the physical ports in the
group.
- Source ports can be in the same or different VLANS.
You can configure a trunk port as a source pAft.VLANs active on
the trunk are monitored.
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Destinationort

Each local SPAN session destination session must have a destination
port (alsocalled a monitoring port) thateceives a copy of traffic

from the source port.

The destination port has these afa&teristics:

- It must reside on the same switch as the source port.

- It can be any Ethernet physical port.

- It cannot be a source port or a reflector port.

- It cannot be an EtherChannel group or a VLAN.

- It can be a physical port that is assigned to an Eth@n@él group,
even if the EtherChannel grotnas been specified as a SPAN
source. The port is removed from the group while it is configured
asa SPAN destination port.

- A destination port receives copies of sent and received traffic for
all monitored sourceorts. If adestination port is oversubscribed,
it could become congested. This could affect traffic forwarding
one or more of the source ports.

Reflector Port

The reflector port is the mechanism that copies packets onto an

RSPAN VLAN. The reflectortdorwards only the traffic from the

RSPAN source session with gvhit is affiliated. Any device

connected to a port set as a reflector port loses connectivity until the

RSPAN source session is disabled.

The reflector port has these characteristics:

It isa port set to loopback.

- It cannot be an EtherChannel group, it does not trunk, and it
cannot do protocol filtering.

- It can be a physical port that is assigned to an EtherChannel group,
even if the EtherChannel group is specified as a SPAN source. The
portis removed from the group while it is configured as a reflector
port.

- A port used as a reflector port cannot be a SPAN source or
destination port, nor can a port be a reflector port for more than
one session at a time.

- Itis invisible to all VLANSs.

- The naive VLAN for loopetback traffic on a reflector port is the
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RSPAN VLAN.

- The reflector port loops back untagged traffic to the switch. The
traffic is then placed on the RSPAN VLAN and flooded to any trunk
ports that carry the RSPAN VLAN.

- Spanning tree istdomatically disabled on a reflector port.

If the bandwidth of the reflector port is not sufficient for the traffic

volume from the corresponding source ports and VLANS, the excess

packets are dropped. A 10/100 port reflects at 100 Mbpsigakit

port reflects at 1 Gbps.

15.2 ConfigurationSPAN and RSPAN

15.2.2Configuring SPAN

Beginning in privileged EXEC mode, follow these steps to create a
SPAN session and specify the source (monitored) and destination
(monitoring) ports:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
monitor session source Specify the SPAN session and the|
Step 2 | {interfaceinterfaceid[| both | source port (monitored port).
| rx] ]}
Step 3 monitor sgssion delstination Spe(l:ify lthe SPAN se§si9n and the|
{interfaceinterfaceid } destination port (monitoring port).
Step 4 | show monitor Verify your entries.
Step 5 copy runningconfig startup (Optional) Save your entries in the
config configuration file.

Use the no monitor session configuration command to disable the
SPAN.

Use the no monitor session source configuration command to delete
the source port of SPAN.

Use the no monitor session destination configuration command to
delete the destination port oSPAN.

This example shows how to set up a SPAN session, for monitoring
source port traffic to a destination port. Bidirectiortedffic is

mirrored from source port 1 to destination port 8.
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Switch#configure terminal

Enter configuration commands, one pieel
Switch(config)inhterface gigabitethemet 0/1
Switch(configf)#udld port
Switch(configf)#exit

Switch(config)#xit

Switch#show udl

15.2.2ConfiguringRSPAN

First create an RSPAN VLAN that does not exist for the RSPAN session
in any of theswitches that will participate in RSPAN. With VTP

enabled in the network, you can create the RSPAN VLAN in one

switch, and VTP propagates it to the other switches in the VTP

domain for VLA-IDs that are lower than 4094.

After creating the RSPAN VLAN, begiprivileged EXEC mode, and

follow these steps to start an RSPAN source session and to specify

the source (monitored) ports and the destination RSPAN VLAN.

Command Purpose
Step 1 | configure terminal Enter global configuration mode|
Specify the RSPAN session and
the source port (monitored port)
and remote VLAN.

monitor session source
Step 2 | {interfaceinterfaceid[| both|
rx| tx] | remotevlan-id}

monitor session destination Specify he RSPAN session the

Step 3 | {interfaceinterfaceid | remote destination port (monitoring
vlarrid } port) and remote VLAN.

Step 4 monitor session reflectoport Specify the RSPAN session the
interfaceid reflector port.

Step 5 | show monitor Verify your entries.

Step 6 copy runningconfig startup (Optional) Save your entries in
config the configuration file.

This example shows how to clear any existing RSPAN configuration
for session, configure RSPA&ksion to monitor multiple source
interfaces, and configure the destination RSPAN VLAN and the
reflector-port.

Switch#configure terminal
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Enter configuration commands, one per line.
Switch(config)interface gigabitethemet 0/1
Switch(configf)#udld port
Switch(configf)#exit

Switch(config)#xit

Switch#show udld

15.23 Example for ConfigurinRSPAN

This example shows how to configure RSPAN session to monitor
traffic received on porfl, and send traffic to destination remote
VLAN 902 with por2 as the reflector port.

gi 0/2 gi 0/5 destination

switch

source
switch

remote WLAN

gi 0/1 gi 0/8

PC Mirroring
equipment

Souce switch:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(confighonitor session source interfagigabitethemet 0/1 rx
Switch(confighonitor session destination remote vian 902
Switch(confighonitor session reflectgport gigabitethemet 0/2
Switch(configj exit

Switch#show monitor

Destination switch:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(configonitor session source remote vian 902
Switch(confighonitor session destination interface gigabitethemet 0/8
Switch(config)#xit

Switch#show monitor

63



16 ConfiguringTime Range
16.1 Creating a Time Range

A time rangebased configuration takes effect only in specified time
ranges. Only after a time range is configured andsf&tem time is
within the time rangecan an configuration rule take effect.

Two types of time ranges are available:

- Periodic time range, which recurs periodically on the day or days of
the week.

- Absolute time range, which takes effect only in a period of time
and does not recur.

16.2 Configuration Procedure

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Assign a meaningful name (for example,
. . workhourg to the time range to be created,
time-rangetime- . ] .
Step 2 and enter timerange configuratiomode.

rangename )

The name cannot contain a space or

quotation mark and must begin with a letter.
absolute[starttime | Specify when the function it will kepplied to

date] is operational.
[endtime datg wYou can use only orabsolutestatement in
or the time range. If you configure more than
periodicday-of-the- | one absolute statement, only the one

Step 3 X .
week hh:mm to configured last is executed
[day-of-the-weeK wYou can enter multiplperiodicstatements.
hh:mm For example, you coultbnfigure different
or hours for weekdays and weekends.
periodicfweekday Refer to the example configurations.

Step 4 | show timerange Verify the timerange configuration.

Step 5 copy runningconfig | (Optional) Save your entries in the
startup-config configuration file.

To ranove a configured timeange limitation, use the no timeange
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time-rangename global configuration command.

Repeat the steps if you have multiple items that you waperational
at different times.

This example shows how to configure time rangesdfaylightsaving
time and how toverify your configuration.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)time-range summer

Switch(configime-range)#absolute start 00:00 1 4 2018 end 23:59 30 9 2018
Switch(config)#xit

Switch#show timerange

This example shows how to configure time ranges for workhours and for company holidays
and how to verify your configuration.

Switch(config)#ime-range workhours

Switch(configime-range)#periodic weekdays 9:a0 12:00
Switch(configime-range)#periodic weekdays 13:00 to 18:00
Switch(configime-range)#exit

Switch(config)#ime-range new_year_day 2018

Switch(configime-range)#absolute start 00:00 1 1 2018 end 23:59 11 2018
Switch(configime-range)#exit

Switch(config)#ime-range springestival _2018

Switch(configime-range)#absolute start 00:00 16 2 2018 end 23:59 23 2 2018
Switch(configime-range)#exit

Switch#show timerange

17 ClockConfiguration

17.1Introduction to NTP

Network time protoco(NTP) is a time synchronization protocol
defined in RFC 1305. It is used for tigymchronization between a
set of distributed time servers and clientarried over UDP, NTP
transmitspackets through UDP port 123.

NTP is intended for time synchronizatibetween all devices that
haveclocks in a network so that th@ocks of all devices can keep
consistent. Thus, the devices can gde/multiple unifiedtime-based
applications
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A local system running NTP can not only be synchronized by other
clock sourceshut ako serve as alock source to synchronize other
clocks. Besides, it can synchmior be synchronized by other
systems by exchanging NTP messages.

Applications of NTP

As setting the system time manually in a network with many devices
leads to dot of workload andcannot ensure accuracy, it is

unfeasible for an administrator to perform the operation. However,
anadministrator can synchronize the clocks of devices in a network
with required accuracy by performifgTP configuration.

17.2Managing he System Time and Date

You can manage the system time and date on your switch using
automatic configuration, such as tidetwork Time Protocol (NTP),
or manual configuration methods.

Understanding the System Clock
The heart of the time service is tilsgstem clock. This clock runs from
the moment the system starts ugnd keeps track of the date and
time.
The system clock can then be set from these sources:

Network Time Protocol

Manual configuration
The system clock keeps track of time internally basedtloiversal
Time Coordinated (UTC), alswown as Greenwich Mean Time
(GMT). You can configure information about the local time zone so
that the time appears correctly for the local time zone.

Understanding Network Time Protocol

The NTP is designed to timgnchronize a network of devices. NTP
runs over User Datagram Proto¢blDP), which runs over IRTP is
documented in RFC 13@% NTP network usually gets its time from
an authoritative time source, such as a radio clock oatamic clock
attached to aime server. NTP then distributes this time across the
network. NTP iextremely efficient; no more than one packet per
minute is necessary to synchronize two devicewithin a
millisecond of one another.
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17.3Configuring NTP

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step2 | ntp Enable ntp function.

ntp { gmt time
[gmt-numbet |
Step 3 | stratum jhumbet |
unicastserver
[serverip] }

Configure the switch system clock to be
synchronized by a time server

Step 4 | Show np Verify your entries.
Sten 5 copy runningconfig | (Optional) Save your entries in the
P startup-config configuration file.

Use the nantp configuration command talisablentp function of the
switch

This example shows how to configure the switchsymchronize its
system clock

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#tp

Switch(config)#tp gmt time gmt+8

Switch(config)#xit

Switch#show ntp

17.4Configurationtime-range ke applied toclock
Thisexample shows how to configure time ranges for daylggnting
time and how toverify your configuration.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#ime-range summer

Switch(configime-range)#absolute start 0:00 1 4 2018 end 23:59 30 9 2018
Switch(config)#xit

Switch(config)#lock daylighsavingtime summer gmt 1

Switch#show timerange

Switch#show clock
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17.5Manual Configuring Time and Date Manually

If no other source of time is available, you caanually configure

the time and date after the systemiigstarted. The time remains
accurate until the next system restart. We recommend that you use
manualconfiguration only as a last resort. If you have an outside
source to which the switch can synchipe,you do not need to
manually set the system clock.

Setting the System Clock

If you have an outside source on the network that provides time
services, such as an NTP server, yonatoeed to manually set the
system clock.

Command Purpose

Step 1 | configure terminal Enter global configuration mode.

clock sehh:mmiss Manually set the system clock using one g
Step 2

day month year these formats.
Step 3 | Show clock Verify your entries.
Step 4 copy runningconfig (Optional) Save youwentries in the

P startup-config configuration file.

This example shows how toanually set the system clock to
23:05:000n February 23, 215:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#lock set 23:05:00 23 2 2015

Switch(config)#xit

Switch#show clock

18 ACL Configuration

18.1ACL Overview

As the network scale and network traffic are increasingly growing,
security control and bandwidtassignment play a more and more
important role in network manageent. Filterirg data packets can
prevent a network from being accessed by unauthorized users
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efficiently while controlling networkraffic and saving network

resources. Access control lists (ACL) afenafised to filter packets

with configured matching rules.

Upon receiving a packet, the switch compares the packet with the

rules of the ACL applied on tieerrent port to permit or discard the

packet.

The rules of an ACL can be referenced by other functions that need

traffic classification, such as QoS.

ACLglassify packets using a series of conditions known as Tihes.

conditions can be based @wource addresses, destination addresses

and port numbers carried in the packets.

According to their application purposes, ACLs fall into the following

four types.

- Basic ACL. Rules are created based on source IP addresses only.

- Advanced ACL. Rules are created based on the Layer 3 and Layer 4
information such as theource and destination IP addresses, type
of the protocols carried by IP, protoespecific featuresand so on.

- Layer 2 ACL. Rules are created based on the Layer 2 information
such as source and destination

- MAC addresses, VLAN priorities, type of Layer 2 protocol, and so
on.

- Userdefined ACL. An ACL of this type matches packets by
comparlng the strings reieved fromthe packets with specified

AN Ay3ad LG RSFAySa GKS oeids8 Al

with the mask on the basis of packet headers.

18.2Understanding Access Control Parameters

Before configuring ACLs on the switches, you must haveraulgb
understanding of the access contmdrameters (ACPs). ACPs are
referred to as masks in the switch CLI commands output.

Each ACE has a mask and a rule. The Classification Field or mask is
the field of interest on which yowant to perform an actionThe

specific values associated with a given mask are called rules.
Packets can be classified on these Layer 2, Layer 3, and Layer 4 fields:
- Layer 2 fields:

- Source MAC address (Specify all 48 bits.)

- Destination MAC address (Specify all 48 bits.)

- Ethertype (6-bit ethertype field)
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- You can use any combination or all of these fields simultaneously
to define a flow.

- Layer 3 fields:

- IP source address (Specify all 32 IP source address bigsihe
the flow, or specify aiser definedsubnet. There are nrestrictions
on the IP subnet to be specified.)

- IP destination address (Specify all 32 IP destination addres® bits
define the flow, or specifa userdefined subnet. There are no
restrictions on the IP subnet to be specified.)

- You can use any combinati@r all of these fields simultaneously
to define a flow.

- Layer 4 fields:

- TCP (You can specify a TCP source, destination port number, or
both at the same time.)

- UDP (You can specify a UDP source, destination port number, or
both at the same time.)

18.3Configuring ACLs

18.3.1Creating Standard and Extended IP ACLs

This section describes how to create switch IP ACLs. The first match
determines whether the switch accepts rejects the packet.

Because the switch stops testing conditions after the firstahathe
order of the condions iscritical. If no conditions match, the switch
denies the packet.

ACL Numbers

The number you use to denote your ACL shows the type ofadist
that you are creating.itts the access list number and corresponding
type ard shows whether or not they are supgted by the switch.

The switchsupports IP standard and IP extended access lists,
numbers 1 to 99 and 100 t99. and supports standard MA@d
extended MAC access lists, numbers 700 to 799 and 1100 to1199.
Beginning irprivileged EXEC mode, follow these steps to create a
numbered standard IP ACL:

Command Purpose
Step 1 configure terminal Enter global configuration mode.
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accesdist accesdist-

Step 2 number{deny| permit} Define a standard IP ACL by using
P {source sourcsvildcard| source address and wildcard.
hostsource| any}
. Commit all the ACL Config to be
Step 3 commit .
valid
Step 4 show accesdist Verify your entries.

show accestist{ [act
numbel | type [extended
Step 5 ip] | [extendedmac] | Verify your entries.
[standardip] | [standard
mac] | [type-code}
copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Step 6

Use the no accedsst accesdist-number global configuration
command to delete the entire ACtoucannot delete individual
ACEs from numbered access lists.

This example shows how to create a standard ACL to deny access to
IP host 2.168.2.23 permitaccess to any others, and display the
results.

Switch#configure terminal

Enter configuration commands, one per line.

Switch (config)éiccesdist 1 deny host 192.168.2.23

Switch (config)#iccesdist 2 permit any

Switch(config)#&ommit

Switch#show accestists

18.3.2Creating a Numbered Extended ACL

Although standard ACLseusnly source addresses for matching, you
can use an extended ACL souacel destination addresses for
matching operations and optional pratol type information for finer
granularity of control. Some protocols also have specific parameters
and keywords tat apply to thatprotocol.

These IP protocols are supported on physical interfaces (protocol
keywords are in parentheses in bold):

Internet Protocol (ip), Transmission Control Protocol (tcp), or User
Datagram Protocol (udp).
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Beginning in privileged EXE©de, follow these teps to create an
extended ACL:

Command

Purpose

Step 1

configure terminal

Enter global configuration
mode.

Step 2

accesdist accesdist-number
{deny| permit} protocol
{source sourcvildcard| host
source| any} [operator pori
{destination destinatiorwildcard|
hostdestination| any} [operator
port] [dscpdscpvalug

Define an extended IP accesy
list and the access conditions
Theaccesdist-numberis a
decimal number from 100 to
199.

Enterdenyor permitto

specify whether® deny or
permit the packet if
conditions are matched.
Forprotocol enter the name
or number of anP protocol:
IP, TCP, or UDP. iatch any
Internet protocol (including
TCP and UDP), use the
keywordip.

Step 3

commit

Commit all the ACL Config to
bevalid

Step 4

show access

Verify your entries.

Step 5

show acces§[acknumbef | type
[extendedip] | [extended-mac] |
[standardip] | [standardmac] |
[type-code}

Verify your entries.

Step 6

copy runningconfig startupconfig

(Optional) Save yowentries
in the configuration file.

Use the no accedsst accesdist-number global configuration
command to delete the entire access list.

You cannot delete individual ACEs from numbered access lists.
This example shows how to create and display an eltdraccess
listto deny Telnet access from ahgst in network192.168.2.230
any host in networki92.168.2.0and pemit any others. (The eq
keywordafter the destination address means to test for the TCP
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destination port number equaling Telnet.)

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#ccesdist 100 deny tcp 192.168.2.23 255.255.255.0 192.168.2.0
255,255.255.0 eq 23

Switch(config)#ccesdist 101 permit tcp any any

Switch(config)#xit

Switch#showaccesdists

18.3.3 Configurationtime-range ke applied toACL

For a time range to be applied, you must enter the tirmage name

in an extended ACL that can implement time ranges. This example
shows how to create and verify extended access list 189 thated
TCP traffic from any source to any destination during the defined any
time ranges and permits all TCP traffic during work hours.
Switch(config)#ime-range workhours

Switch(configime-range)#periodic weekdays 9:00 to 12:00

Switch(configime-range} periodic weekdays 13:00 to 18:00

Switch(configime-range)#exit

Switch(config)#ccessist 188 deny tcp any any

Switch(config)#ccesdist 189 pemit tcp any any tirsange workhours

Switch(config)#xit

Switch#show timerange

Switch#showaccesdists

19 QoS Configuration

19.10verview

Introduction to QoS

Quiality of Service (QoS) is a concept concerning service demand and
supply. It reflects the ability tmeet customer needs. Generally, QoS
does not focus on grading seces precisely, lwon improving

services under certain conditions.

In an internet, QoS refers to the ability of the network to forward
paclets. The evaluation on QoS ofatwork can be based on
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different aspects because the network may provide various services.
Generally QoS refers to the ability to provide improved service by
addressing the essential issues suhdelay, jitter, and packet loss
ratio in the packet forwarding process.

Traditional Packet Forwarding Service

In traditional IP networks, packets are treatedqually. That is, the
FIF((first in first out) policy imdopted for packet processing.
Network resources required for packierwarding is determined by
the order in which packets arrive. All the packets share the resources
of the network. Network resourceavailable to the packets
completely depend on the time they arrive. This service policy is
known asBesteffort, which delivers the packets to their destination
with the beg effort, with no assurance anguarantee for deliery
delay, jitter, packet loss ratio, reliability, and so on.

The traditional BesEffort service policy is only suitable for
applicatims insensitive to bandwidth ardelay, such as WWW, file
transfer and Email.

New Applications and New Requirements

With the expansion of computer network, more and more networks
become part of the Internet. Thimternet gains rapid development in
terms of scale, coverage and usgrantities. More and more users
use the Internet as a platform for their services and for data
transmission.

Besides the traditional applications such as WWwhell, and FTP,
new services are developed on tiheternet, such as teleducation,
telemedicine, videdelephone, videoconference andidecon-
Demand (VoD). Enterprise users expect to cattieeir regional
branches together usingPN techniques for coping with daily
business, for instance, accessing databases or neareagote
equipments through Telnet.

All these new applications have one thing in common, that isy the
have special requirenmes forbandwidth, delay, and jitter. For
instance, bandwidth, delay, and jitterexcritical for videoconference
and VoD. As for other applications, such as transaction processing
and Telnet, although bandwidth r#ot as critical, a too long delay
may case unexpected results. That isethneed to get serviced in
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time even if congestion occurs.

Newly emerging applications demand higher service performance
from IP networks. In addition teimply delivering packets to their
destinations, better networlsenices are demanded, such as
allocating dedicated bandwidth, reducing packet loss ratio, avoiding
congestion, regulating networtkaffic, and setting priority of the
packets. To meet those requirementhe network should be
providedwith better service capaility.

Traffic classification is the basis of all the abawentioned trafic
management technologies. ilentifies packets using certain rules
and makes differentiated services pdss. Traffic policing, traffic
shaping, congestion management, atmhgestion avoidance are
methods for implementing networkaffic control and network
resource management. They are occurrences of differentiated
services.

Introduction to QoS Features

Traffic Classification

Traffic here refers to service traffic; that &l the packets passing

the switch.

Traffic classification means identifying packets that conform to
certain characteristics acoding tocertain rules. It is the foundation
for providing differentiated services.

In traffic classification, the priority bin the type of service (ToS)

field inIP packet header can be usedidentify packets of different
priorities. The network administrator can alglefine traffic
classificatiorpolicies to identify packets by the combination of
source address, destation address, MAC address,ditocol or the
port number of an application. Normally, traffic classification is done
by checking thénformation carried in packet header. Packet payload
is rarely adoptedor traffic classification. Thiglentifying rule is
unlimited in range. It can be a quintuplet consistivfgsource

address, source portumber, protocol number, destination address,
and destination porhumber. It can also be simplynatwork

segment.
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Priority Trust Mode
Precedence types

1) IP precedencel oS precedence, and DSCP precedence

The ToS field in an IP header contains eight bits numbered 0 through

7, among which,

- The first three bits indicate IP precedence in the range 0 to 7.

- Bit 3 to bit 6 indicate ToS precedence in the range of 0 to 15.

- In RFE474, the ToS field in IP packet header is also known as DS
field. The first six bits (bit through bit 5) of the DS field indicate
differentiated service codepoint (DSCP) in the range of 0 tai3,
the last two bits (bit 6 and bit 7) are reserved.

2) 82.1p priority

802.1p priority lies in Layer 2 packet headers and is applicable to
occasions where the Layer 3 packet

header does not need analysis but QoS must be assured at Layer 2.

3) Local precedence

Local precedence is a locally significant precedé¢natthe devce
assigns to a packet. A logakcedence value corresponds to one of
the eight hardware output queues. Packets witle highestocal
precedence are processed preferentially. As local precedenceds us
only for internal queuing, packetdoes not carry it after leaving the
queue.

19.1.1Configuring Priority trusitmode

After a packet enters a switch, the switch sets the 802.1p priority and
local precedence for the packatcording to its own capatiliand

the corresponding rules.

1) For gpacket carrying no 802.1q tag

When a packet carrying no 802.1q tag reaches a port, the switch uses
the port priority as the 802.1precedence value of the received

packet, searches for the local pretance corresponding to the port
priority of the receivilg port in the 802.1g0-local precedence

mapphg table, and assigns the logabcedence to the packet.

2) For an 802.1q tagged packet
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For incoming 802.1q tagged packets, you can configure the switch to
trust packet priority with thepriority trust commau or to trust port
priority with the undo prioritytrust command. By default, the
switches trust port priority.

- Trusting port priority

In this mode, the switch replaces the 802.1p priority of the received
packet with the port prioritysearches for théocal precedence
corresponding to the port priority of the receiving port in the
802.1pto-local precedence mapping table, and assignsadial
precedence to the packet.

- Trusting packet priority

After configuring to trust packet priority, you can spetifg trusted
priority type, which can be 802.Igriority, DSCP precedence, or IP
precedence. With trusting packet priority enabled, the switch trusts
the 802.1p priority of received packets.

The switches provide 802.1p-locatprecedence DSCRo-localt
precedence, andP-to-locatprecedence mapping tables for priority
mapping.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | mls gos Enable global gos

Configurerust mode of QoS.
By default, is trusted port.

Layer2 classify b ket 802.1
mls qos trust { layer2 | ayer2 classify by packe P

Step 3 Layer2+3classify by packet first by
layer2+3 | layer3 |port} layer3, else by layer2
Layer3 classify by packet DSCP
Port- classify by packet port priority
Step 4 | show mls qos global Verify your efries.
copy runningconfig (Optional) Save your entries in the
Step 5 ; ) L
startup-config configuration file.

To return to the default setting, use the no mls dosst interface
configuration command.

This example shows how to configurast mode:

Switch#configure terminal

Enter configuration commands, one per line.
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Switch(config)#nls gos
Switch(config)#nls gos trust layer2+3
Switch(config)#xit

Switch#show mis qos global

Priority Marking

The priority marking function is to reassign priority for thaffic

matchirg an ACL referenced for traffiassification.

- 1f 802.1p priority marking is configured, the traffic will be mapped
to the local precedenceorresponding to the renarked 802.1p
priority and assigned to the output queue correspondingHe
local precedence.

- If local precedence marking is configured, the traffic will be
assigned to the output queueorresponding to the renarked
local precedence.

- If IP precedence or DSCP marking is configured, the traffic will be
marked with new IP precedence DSCP precedence.

Traffic Policing and Traffic Shaping

The network will be made more congested by plenty of continuous
burst packets if the traffic of eachiser is not limited. The traffic of
each user must be limited in order toake better use of the limited
network resources and provide better service for more users. For
example a traffic flow can be limitetb get only its committed
resources during a time period to admetwork congestion caused
by excessive bursts.

Trafficpolicing and traffic shaping is each a kind of traffic control
policy ugd to limit the traffic and theesource occupied by
supervising the traffic. The regulation polisyimplemented
according to theevaluation result on the premise of knowing
whetherthe traffic exceedshe specification when traffipolicing or
traffic shaping is performed. Normally, token bucket is used for
traffic evaluation.

Token bucket

The token bucket can be considered as a container with a certain
capaity to hold tokens. Theystemputs tokens into the bucket at
the set rate. When the token bucket is fuhe extra tokens will
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overflowand the number of tokens in the bucket stops increasing.

Evaluating the traffic with the token bucket

When token bucket is used for traffewaluation, the number ahe

tokens in the token bucketetermines the amount of the packets

that can be forwarded. If the number of tokens in the buicise
enough to forward the packets, the traffic is conforming to the
specificéion; otherwise, the trafic isnonconforming or excess.

Parameters concerning token bucket include:

- Average rate: The rate at which tokens are put into the bucket,
namely, the permitted average ratef the traffic. It is generally set
to committed information rate (CIR).

- Burstsize: The capacity of the token bucket, namely, the maximum
traffic size that is permitted ieach burst. It is generally set to
committed burst size (CBS). The set burst size must be gitbater
the maximum packet length.

One evaluation is performed oraeh arriving packet. In each
evaluation,if the number of tokens in thbucket is enough, the
traffic is conforming to the specification and you must takeay
some tokensvhose number is corresponding to the packet
forwarding authority; if thenumber of bkens in the buckeis not
enough, it means that too many tokens have been used and the
traffic is excess.

Traffic policing

The typical application of traffic policing is to supervise specific traffic
into the network and limit it to #aeasonable rangeyr to "discipline"

the extra traffic. In this way, the netwk resources and the interests

of the operators are protected.

Traffic policing is widely used in policing the traffic into the network
of internet service providers (ISPs).

Traffic policing camdentify the policed traffic and perform pre

defined policing actions based atifferent evaluation results. These
actions include:

- Discarding the nonconforming packets.
- Forwarding the conforming packets or nonconforming packets.
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- Marking the conforming pekets with 802.1p precedence and then
forwarding the packets.

- Marking the conforming packets or nonconforming packets with
DSCP precedence and forwardthg packets.

Traffic shaping

Traffic shaping is a measure to regulate the output rate of traffic
actively Its typical application is toontrol local traffic output based
on the traffic policing indess of downstream network nodes.

The major difference between traffic shaping and traffic policing is
that the packets to be dropped imaffic policingare cached in traffic
shaping Tt usually in buffers or queues,

When there are enough tokens in the token bucket, the cached
packets are sent out evenly. At difference between traffic
policing and traffic shaping is that traffic shagimay increase th
delay whiletraffic polidng hardly increases the delay.

Port Rate Limiting

Port rate limiting refers to limiting the total rate of inbound or
outbound packets on a port.

Port rate limiting can be implemented through token buckets. That
is, ifyou perfom port rate limitingconfiguration for a port, the
token bucket determines the way to procetb®e packets to be sent
by thiport or packets reaching the port. Packets can be sent or
received ithere are enough tokens in thieken bucket; otherwise,
they will be dropped.

Compared to traffic policing, port rate limiting applies to all the
packetspassing a port. It is a simpleolution if you want to limit the
rate ofall the packets passing a port.

19.1.2Configuring Queue Scheduling

When the network i€ongested, the problem that many packets
compet for resources must be solvaeasually through queue
scheduling.

In the following section, strict priority (SP) queues, weighted round
robin (WRR), an8PWRR (High

QueueWRR) queues are introduced.

80



1) SP queing

SP queusscheduling algorithm is specially designed for critical
sewice applications. An importarfi¢éature of critical services is that
they demand preferential service inmgestion in order to reduce
the response delay. Assume that there are four output queues on
the port and the preferential queuelassifies the four output queues
on the port into four classes, whiclte queue 3, queue 2, queue 1,
and queue 0. Thepriorities decrease in order.

In queuescheduling, SP sends packets in the queue with higher
priority strictly following the priorityorder from high to low. When
the queue with higher priority is emptpackets in the queue with
lower priority are sent. You can put critical service packets the
queues with higher priority and putton-critical service (such as e
mail) packets into the queues with lowerigrity. In this case, critical
service packets are sent preferentially and rwmitical service
packetsare sent when critical servigroups are not sent.

The disadvantage of SP queue is that: if there are packets in the
queueswith higher priority for a longime in congestion, the packets
Ay GKS 1jdzSdzSa sAlKGIKE BBSRE LIS @ INJzd §
not served.

2) WRR queuing

WRR geue-scheduling algorithm schedules all the queues in turn
and every queue can be assuredaotertain service time. Assume
there are four output queues on a poMVRR configures a weight
valuefor each queue, which is w3, w2, w1, and w0 for queue 3
throughqueue 0. The weight value indicatése proportion of
obtaining resources. On a 100 M portndéigure the weight value of
WRRgueuescheduling algorithm to 5, 3, 1, and 1 (corresponding to
w3, w2, wland w0 in order). In this washe queue with the lowst
priority can get 10 Mbps bandwidth (18bpsx 1/ (5 + 3 + 1 + 1)) at
least,and the disadvantage of SP quesgheduling that the packets
in queueswith lower priority may not geservice for a long time is
avoided. Another advantage of WRR quéuitha: though the

queues arescheduled in order, the service time for each queue is not
fixed; that is b say, if a queue is empty, tmext queue will be
scheduled. In this way, the bandwidth resources are made full use.
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3) SP+WRR queuing

SP+WRR is @amprovement over WRR. Assume there are four
priority queues on a port and queuesBocated with the highest
priority, the switch will ensure that this queue tggerved first and

will performround-robin scheduling to the other three queues when
the traffic hasexceeded the bandwidth capaciof a port.

Command Purpose
Step1 | configure terminal Enter global configuration
mode.
Step 2 | mls gos Enable global gos
Step 3 mls qo§ map queuaumber(OB) Configure queue type. .
{wrr|strict} [weight] number(18) Bydefault, the type is strict.
Step 4 | show mls gos queue Verify your entries.

(Optional) Save your entries
in the configuration file.

Step 5 | copy runningconfig startupconfig

This example shows how to configures value o& port :
Switch#configureterminal

Enter configuration commands, one per line.

Switch(config)#nls qos

Switch(config)#nls qos queue type sp+wrr

Switch(config)#xit

Switch#show mis qos queue

19.1.3Configuring the Trust State on Ports within the QoS Domain
Packets entering a Qa®main are classified at the edge of the®
domain. When the packets amassified at the edge, the switch port
within the QoS domain can benrfigured to one of the trustedtates
because there is no need to classify the packets at every switch
within the QoS domain.

Beginning in privileged EXEC mode, follow these steps to configure
the port to trust the classificationf the traffic that it receives:

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the interface to be trusted, and
enter interface configuration mode.

Step 2 | interfaceinterfaceid
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Valid interfaces include physical interface

Sten 3 mls qos defauk Configure the port defaulPriority.
P Priority value(07) By default, the port defaulPriority i 0.
show mls gos . .
Step 4 interface[interfaceid] Verify your entries.
Sten 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

To return to the default setting, use the no mls gqos defdriority
interfaceconfigurationcommand.

This example shows how to configwes value o& port :
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)finterface fastethernet 0/1

Switch(configf)# mls qos defauliPriority 7

Switch(configf)# exit

Switch(config)#xit

Switch#show mls qos interface fastethernet 0/1

Switch#show mls qos interface

19.1.4Configuring the 802.1f0-CoS Map

You use thé02.1Rto-CoSmap to map302.1Pvalues in incoming
packets to aosvalue that QoS usasternally to represent the

priority of the traffic.

If defaultvalues are not appropriate for your network, you need to
modify them.

Beginning in privileged EXEC mode, follow these steps to modify the
802.1Rto-CoSmap:

Command Purpose
Step 1 | configureterminal Enter global configuration mode
Step 2 | mls gos rewrite 802Lp Configure qos rewrite 802p.

mls qos map 12map 1{io-queue
1p-value(G7) queue(18)

mls gos map rewrite I2map 802
1p-to-coslp-value(37)cos(G7)
show mls gos maglp-to-queue
| 802-1p-to-cos}

Step 3 Modify the 1pto-queue map

Step 4 Modify the 8021p-to-cos map

Step 5 Verify your entries.
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Step 6

copy runningconfig startup
config

(Optional) Save your entries in
the configuration file.

This example shows how t882.1pvalues4 and5 are mapped to
CoS value 7.

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#nls qos rewrite 802p
Switch(config)#nls qos map rewrite I2map 8@p-to-cos 4 7
Switch(config)#nls gos map rewrite 12map 8@-to-cos 57
Switch(config)#xit

Switch#show mis qos map 88Bb-to-cos
Switch#show mis gqos map Hp-queue

19.1.5Configuring the DSC®-DSCPMap

You use the DS@®-DSCmap to map DSCP values in incoming
packets to E©SCPMapalue, which is usetb select one of the four
egress queues.
If defaultvalues are not appropriate for your network, you need to
modify them.

Beginning in privileged EXEC mode, follow these steps to modify the

DSCRo-DSChap:

Command Purpose
Step 1 | configure terminal Enterglobal configuration mode.
Step 2 | mls gos rewritedscp Configure qos rewrite dscp.

Step 3

mls qos map I13map dscpmap
to-queuedscp queue

Modify the dscpmago-queue
map.

Step 4

mls qos map rewrite I3map
dscpto-dscpmapdscp dscp

Modify the dscpto-dscprmap map.

Step 5

show mls gos mapdscpto-
dscpmap | dscgo-queue}

Verify your entries.

Step 6

copy runningconfig startup
config

(Optional) Save your entries in the
configuration file.

To return to the default map, use the no mis gos map global
configuration command.

This example shows how the DSCP values 26 and 48 are mapped to
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CoS value 7. For the remainB&CP values, the DSIGFC0S
mapping is the default.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(configzmls qos rewrite dscp

Switch(config)#nls gos map rewrite I3map dstp-dscpmap 26 63
Switch(config)#nls qos map rewrite I3map dsop-dscpmap 48 63
Switch(config)#xit

Switch#show mis qos map ds¢p-dscpmap

Switch#show mls qos map ds¢p-queue

19.1.6Configuring QoS based on ACL

Flow-Based Traffic Accounting

The function of traffiebased traffic accounting is to use ACL rules in
traffic classification and perforrmaffic accounting on the packets
matching the ACL rules. You can get $itatistics of the packets you
are interested in through this function.

Traffic Mirroring

Traffic mirroring uses ACL for traffic classification and duplicates the
matched packets of all ports, thepecified VLAN, the specified port
group, or the specified port tthe destination port. For information
about port mirroring, refer to the Mirroring module of this manual.
Traffic Redirecting

Traffic redirecting identifies traffic using ACLs and redirects the
matched packets to speciffiorts. Bytraffic redirecting, yowcan
change the way in which a packet is forwarded to achieve specific
purposes.

After a traffic class has been defined with the ACL, you can attach a
policy to it. A policy might contaimultiple classes with actions
specified for each one of them. Ay might include commands to
classify the class as a particular aggregate (for example, assign a
DSCJor ratelimit the class. Thipolicy is then attached to a
particular port on which it becomes effective.

You implement IP ACLs to classify IP traffiodiyg the acceskst
global configuration commangou implement Layer 2 MAC ACLs to
classify Layer 2 traffic by ngi the mac accedsst extendedglobal
configuration command.

85



Command Purpose
) : Enter global confi ti
Step 1 configure terminal nter giobal configuration
mode.
accesdist accesdist-number Define a standard IP ACL by
Step 2 {deny| permit} {source source using a source address and
wildcard| hostsource] any} wildcard.
. Commit all the ACL Config to
Step 3 commit .
be valid
I?ol|cymap accesgroupaccss Define a policer for the
Step 4 list R )
classified traffic.
-number
Step 5 countername Statistical packets of a policel
Step 6 dscpnumber Rewrite dscp value of policer.
Step 7 Monitor Mo_nltor data packets of
policer.
Step 8 up number Rewrite up value gbolicer.
Step 9 show plicymap Verify your entries.
Step 10 copy runningconfig startup (Optional) Save your entries
P config in the configuration file.

This example shows how to create a policy map and attach it to an
ingress interface. In theonfiguration,the IP standard ACL permits
traffic from network 10.1.0.0. For traffic nt@hing this classification,
the DSCP value in the incoming packet is trusted. DSCP is marked to a
value of 10 and sent.

Switch#configure terminal

Enter configuration@mmands, one per line.

Switch(config)#ccessist 1 pemmit 10.1.0.0 255.255.255.0

Switch(config)&ommit

Switch(config)folicymap accesgroup 1

Switch(configomap)#counter market

Switch(configomap)#dscp 10

Switch(configomap)#monitor

Switch(confi-pmap)#exit

Switch(config)#xit

Switch#show policymap
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20DHCP Overview

20.1Introduction to DHCP

With networks getting larger in size and more complicated in
structure, lack of available IP addres®esomes the common
situation the network administrators have face, and network
configurationbecomes a tough task for the network administrators.
With the emergng of wireless networks and thesing of laptops, the
position change of hosts and frequectiange of IP addressatso
require newtechnology. Dynamic host configuration protocol (DHCP)
is developed to solve these issues.

DHCP adopts a client/server model, where the DHCP clients se
requests to DHCP servers famnfiguration parameters; and the
DHCP servers return the corresponding configuration information
such as IP addresses to implement dynaniocation of network
resources.

DHCP IP Address Assignment

IP Address Assignment Policy

Currently, DHCP provides the following three IP addassgnment

policies to meet the requirements

of different clients:
Manual assignment. The administrator configures statitotMAC
blndlngs for some specielients, such as a WWW server. Then the
DHCP server assigns these fixed IP addresses thi¢hés.

- Automatic assignment. The DHCP server assigns IP addresses to
DHCP clients. The IP addresséisbe occupied by the DHCP
clients permanently.

- Dynamic assignment. The DHCP server assigns IP addresses to
DHCP clients for predetermingeriod of time. Irthis case, a
DHCP client must apply for an IP address again at the expiration of
the period. This policy applies to most clients.

Obtaining IP Addresses Dynamically
A DHCP client undergoes the following four phases to dynamically
obtain an IP address fromDHCRerver:
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1) Discover: In this phase, the DHCP client tries todiBdHCP server
by broadcasting ®HCFDISCOVER packet.

2) Offer: In this phase, the DHCP server offers an IP address. After
the DHCP server receives the

DHCPDISCOVER packet from BEICP client, it chooses an
unassigned IP address from thddress pool according to the

priority order of IP addresssaignment and then sends thedBdress
and other configuration information together in a DHOPFER

packet to the DHCP cliefite sendingnode is decided by the flag
filed in the DHCIDISCOVER packet.

3) Select: In this phase, the DHCP client selects an IP addraese If
than one DHCP server serfdslCPFOFFER packets to the DHCP client,
the DHCP dnt only accepts the DHEPFFERacket hat first

arrives, and then broadcasts a DHRPQUESJacket containing the
assignedP address carried in the DHOFFER packet.

4) Acknowledge: In this phase, the DHCP servers acknowledte the
address. Upon receiving tHeHCFREQUEST packet, only the
selected DHCP server returns a DHCIK packet to the

DHCP client to confirm the assignment of the IP addressetelibent,

or returns a DHGRAKpacket to refuse the assignment of the IP
address to the client. When the client receives the

DHCPACK packetit broadcasts an ARP packet with the assiglie
address as the destinaticaddress to detect the assigned IP address,
and uses the IP addressly if it does not receive amgsponse

within a specified period.

Updating IP Address Lease

After a DHCP seev dynamically assigns an IP address to a DHCP
client, the IP address keeps vatidly within a specified lease time

and will be reclaimed by the DHCRw& when the lease expires. If

the DHCP client wants to use the IP address for a longer time, it must
update the IP lease.

By default, a DHCP client updates its IP address lease autoryatical
by unicasting a DHEREQUESTacket to the DHCP server when half

of the lease time elapses. The DHCP server responds with a
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DHCPACK packet to notify the DHCP cliehta new IP lease if éh
server can assign the sameddress to the client. Otherwise, the
DHCP server responds with a DHORK packet to notify the

DHCP client that the IP address will be reclaimed when the lease
time expires.

If the DHCP client fails update its IP address lease when half of the
lease time elapses, it will updatés IP address lease by broadcasting
a DHCHREQUEST packetthe DHCP servers again whesven
eighths of the lease time elapses. The DHCP server pesftie

same operatios as thoselescribedabove.

DHCP Packet Format

DHCP has eight types of packets. They have the same formahebut t
values of some fields in theackets are different. The DHCP packet
format is based on that of the BOOTP packets.

Protocol Specification

Praocol specifications related to DHCP include:

- RFC2131: Dynamic Host Configuration Protocol

- RFC2132: DHCP Options and BOOTP Vendor Extensions

- RFC1542: Clarifications and Extensions for the Bootstrap Protocol
- RFC3046: DHCP Relay Agent Information option

20.2DHCP Snooping Configuration

Introduction to DHCP Snooping

For the sake of security, the IP addresses used by online DHCP clients
need to be tracked for thadministrator to verify the corresponding
relationship between tk IP addresses the DHEIRntsobtained

from DHCP servers and the MAC addresses of the DHCP clients.
Layer 2 switches can track DHCP client IP addresses thrazigh th
DHCP snooping function, whitistens DHCP broadcast packets.

Introduction to DHCP Snooping Trusted/Untrusted Port

When an unauthorized DHCP server exists in the network, a DHCP
client may obtains an illegal Bidress. To ensure that the DHCP
clients obtain IP adésses from valid DHCP servelg switches can
specify a port to be a trusted port @n untrustedport by the DHCP
snooping function.
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- Trusted: A trusted port is connected to an authorized DHCP server
directly or indirectly. It forward®HCP messages to guarantee that
DHCP clients can obtain valid IP addresses.

- Untrusted: An untrusted port is connectéd an unauthorized
DHCP server. The DHBEK oDHCPFOFFER packets received from
the port are discarded, preventing DHCP clients freneiving
invalid IP addresses.

Overview of DHCISnooping Option 82

Introduction to Option 82

Option 82 is the relaggent information option in the DHCP

message. Itacords the location informatioof the DHCP client.

When a DHCP relay agent (or a device enabled with DHCP snooping)
NEOSA@Sa | Odddséhg Opfich 8Ndthiede§uest = A G
message and sends it the server.

The administrator can locate the DHCP client to further implement
security control and accounting. The

Option 82 supporting server can also use such information to define
individual assignment policies of #édress and other parameters for
the clients.

Option 82 involves at most 255 swiptions. If Option 82 is defined,

at least one suimption must bedefined. Currently the DHCP relay
agent supports two suoptions: suboption 1 (circuit ID suoption)

and suboption 2 (remote ID suloption).

Padding content and frame format of Option 82

There is no specification for what should be padded in Option 82.

Manufacturers can pad it as required.

By default, the suloptions of Option 82 fothe Switches (enabled

with DHCRnooping) are paddeds follovs:
- suboption 1 (circuit ID suoption): Padded with the port index
(smaller than the physical ponumber by 1) and VLAN ID of the
L2NI GKIFG NBOSAOGSR GKS Ot ASyidQa

- suboption 2 (remote ID suoption): Padded with the bridge MAC
address of thdDHCP snooping S @A OS G KIF G NBEOSA Q@S
request.
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Overview of IP Filtering

A denialof-service (DoS) attack means an attempt of an attacker

sending a large number of forgextidress requests with different

source |IP addresses to the server so tn hetwork cannot work
normally. The specific effects are as follows:
- The resources on the server are exhausted, so the server does not
respond to other requests.

- After receiving such type of packets, a switch needs to send them
to the CPU for processinfoomany request packets cause high
CPU usage rate. As a result, the CPU cannot work normally.

- The switch can filter invalid IP packets through the DEi@fping
table and IP static bindingble.

DHCPsnooping table

After DHCP snooping is enabled ométch, a DHCRBnooping table

is generated. It is used to recond addresses obtained from the
DHCP server, MAC addresses, the benof the port through which
aclient is connected to the DH&Roopingenabled device, and the
number of the VLAN to whidhe port belongs to. These records are
saved as entes in the DHGBnooping table.

IP static binding table

The DHCBnooping table only records information about clients that
obtains IP address dynamicalyough DHCP. If a fixed IP address is
configuredfor a client, the IP address aiiAC address of thelient
cannot be recorded in the DHGRooping table. Consequentlhis
client cannot pass the Iiftering of the DHCRBnooping table, thus it
cannot access external networks.

To solve this problem, thswitch supports the configuration of static
binding table entries that is theinding relationship between IP
address, MAC address, and the porhnoecting to the client, so that
packets of the ofint can be correctly forwarded.

IP filtering

The switch an filter IP packets in the following two modes:

- Filtering the source IP address in a packet. If the source IP address
and the number of the port thateceives the packet are consistent
with entries in the DHGBnooping table or static binding tabline
switch regards the packet as a valid packet and forwards it;
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otherwise, the switch drops directly.

Filtering the source IP address and the source MAC address in a
packet. If the source IP addressd source MAC address in the
packet, and the numbeof the port that receives the packet are
consistent with entries in the DH&Rooping table or static

binding table, the switch regards thpacket as a valid packet and
forwards it; otherwise, the switch drops it directly.

20.2.1Enabling DHCP Snooping a®tion 82

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | ip dhcp snooping Enable DHCP snooping.

Specify the port to configure, drenter

Step 3 | interfaceinterfaceid . X X
interface configuratioomode.

ip dhcp optior{circuitid
| policy | remote-id }
show ip dhcp relay
helperaddress

Show ip dhcp relay

Step 4 Configure dhcp option value.

Step 5 Verify your entries.

Step 6 . Verify your entries.
P option ity you I
copy runningconfig (Optional) Savgour entries in the
Step 7 : . L
startup-config configuration file.

This example shows how to configutkcp snooping and optio82:
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ip dhcp snooping

Switch(config)interface fastethemet 0/1

Switch(configf)#ip dhcp snooping information trust
Switch(configif)# exit

Switch(config)interface fastethemet 0/2

Switch(configf)#ip dhcp option circuitd index 1 viasd 2 vian 2
Switch(configf)# exit

Switch(config)#p dhcp remoted 2222.222.2222
Switch(config)#xit

Switch#show ip dhcp option fastethemet 0/2 circidk
Switch#show ip dhcp server trust
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Switch#show ip dhcp information
Switch#show arp

20.2.2Configuring DHCP Snooping Trusted/Untrusted Ports

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | ip dhcp snooping Enable DHCP snooping globally.
) ) ) Specify th t fi , d
Step 2 | interfaceinterfaceid peufy e portto gon 'gf”e "
enter interface configuratiomode.
ip dhcp snooping " .
Step 3 .
p information trust Configure dhcp snooping trust port.
Step 4 | show ip dhcp server trust Verify your entries.
Step 5 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

This example shows how to configure dhcp trust port:
Switch#configure terminal
Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/18

Switch(configf)#ip dhcp snooping information trust
Switch(configf)#exit
Switch(config)#xit

Switch#show ip dhep server trust

20.2.3Configuring DHCP Relay and Option 82

addresdp-address

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | ip dhcp relay Enable DHCP relay.
Step 3 1p dhcp relay helper Configure dhcp relay helper address.

Step 4

interfaceinterfaceid

Specify the port to configure, and enter
interface configurationmode.

Step 5

ip dhcp option{circuitid

Configure dhcp option value.
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| policy | remote-id }
show ip dhcp relay
helperaddress
Showip dhcp relay

Step 6 Verify your entries.

Step 7 - Veri tries.
ep option erify your entries,
Sten 8 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

This example shows how to configure dhcp relay and option 82 :
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ip dhcp option

Switch(config)interface fastethemet 0/18

Switch(configf)#ip dhcp snooping information trust
Switch(configif)# exit

Switch(config)p dhcp relay

Switch(config)ip dhcp rehy helperaddress 192.168.1.1
Switch(config)ihterface gigabitethemet 0/3
Switch(configf)#switchport access vian 2

Switch(configf)#ip dhcp option circuiid index 1 viasd 2 vian 2
Switch(configif)# exit

Switch(config)ip dhcp remoted 2222.2222.2222
Switch(config)#xit

Switch#show ip dhcp relay helpexidress

Switch#show ip dhcp option gigabitethemet 0/3 circelait
Switch#show ip dhcp server trust

Switch#show arp

Introduction to DHCP Packet Rate Limit

To prevent ARP attacks antdazks from unauthorized DHCP sersier
ARP packets and DHCP packétisbe processed by the switch CPU
for validity checking. But, if attackers generate a large number of
ARP packets or DHCP packets, the switch CPU will be under
extremdy heavy load. As esult, theswitch cannot work normally
and even goes down.

After DHCP packet rate limit is enabled on an Ethernet port, the
switch counts the number of DHQRckets received on this port per

94



second. If the number of DHCP petskreceived per second exaise

the specified value, packets are passing the port at an-bigt rate,
which implies an attack to the port.

In this case, the switch shuts down this port so that it cannot receive
anypacket, thus protect the switclrom attacks.

21 ARP Configuration

21.1Introduction to ARP

ARP Function

Address Resolution Protocol (ARP) is used to resolve an IP address
into a data link layer address.

An IP address is the address of a host at the network layereffd &
network layer packet to destination host, thelevice must know the
data link layer address (MC address, for example) of testination
host or the next hop. To this end, the IP address must be resolved
into the correspodingdata link layer address.

ARP Message Format

ARP messages are classified\BRP request nesages and ARP reply
messagesllustrates the format ofhiese two types of ARP messages.
As for an ARP request, all the fields except the hardware address of
the receiver field are set. THeardware address of the receiver is
what the senderequests for.

As for an ARP reply, all the fields are set.

ARP Table

In an Ethernet, the MAC addresses of two hosts must be available f
the two hosts to communicatwith each other. Each host in an
Ethernet maintains an ARBble, where the latest usetPaddress
to-MAC address mapping entries are storéeswitches provide

the showarp commando display the information about ARP
mapping entries.

ARP entries ithe switch can either be static entries or dynamic
entries, agescribed in.
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Introduction to ARP Source MAC Address Consistency Check

An attacker may use the IP or MAC address of another hosieas t
sender IP or MAC addressAlRPpackets. These ARP packets can
cause other network devis to update the correspondingRP

entries inorrectly, thus interrupting network traffic.

To prevent such attacks, you can configure ARP source MAC address
consistency check ahe switches (operating as gateways). With this
function, the device can verify whether &RP packes valid by

checking he sender MAC address of theABacket against the

source MAG@ddress in the Ethernet header.

Introduction to ARP Attack Detection

Man-in-the-middle attack

According to the ARP design, after receiving an ARP responsd, a hos
adds the IRo-MAC mapping othe sender into its ARP mapping

table even if the MAC address is not the real one. This can reduce the
ARRP ftraffic in the network, but it also makes ARP spoofing possible.

ARP attack detection

To guard against the man-the-middle attacks launched by hackers
or attackersthe switchessupport the ARP attack detection function.
All ARP (both request andsponse)packets passing through the
switch are redirected to the CPU, which cke the valiity of all the
ARPpackets by using the DHCP snooping table or the manually
configured Ifbinding table. For descriptioof DHCP snooping table
and the manually configured IP bindingte, refer to the DHCP
snoopingsection in the partliscussing DHCPtinis manual.

After you enable the ARP attack detection function, the switch will
ched the following items of an ARfacket: the source MAC address,
source |IP address, port number of thert receiving the ARP packet,
and the ID of the VLAN the port resil If these items match the
entries of the DHCP snooping tabletbe manual configured IP
binding table, the switch will forward the ARP packet; if not, the
switchdiscards the ARP packet.

Introduction to ARP Packet Rate Limit
To prevent thenan-in-the-middle attack, a switch enabled witheh
ARP attack detection functiafelivers ARP packets to the CPU to
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check the validity of the packets. However, this causesva
problem: If an attacker sends a large number of ARP packets to a
port of a swtch, the CPU will getverloaded, causing other functions
to fail, and even the whole devite break down. To guard against
such attacksthe switches support the ARP packets rate limit
function, which wilkhut down the attackegbort, thus preventing
serious impact on the CPU.

With this function enabled on a port, the switch will count the ARP
paclets received on the port withieach second. If the number of
ARP packets received tme port per second exceeds the
preconfiguredvalue, the switch considetbat the port is attacked by
ARP packets. Ithis case, the switch will shdbwn the port. As the
port does not receive any packet, the switch is protected from the
ARP pcketattack.

At the same time, the switch supports automatic recovery of port
state. If a port is shut down by thewitch due to high packet rate,
the port will revert to the Up state aér a configured period of time.

21.1.1Configuring ARP Packet Rate Limit

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the port to configure, drenter
interface configuratioomode.

Step 2 | interfaceinterfaceid

Step 3 | arpratedimit value Configure dhcp pakcket rademit.

Step 4 | show arprate-limit Verify your entries.

Step 5 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

This example shows how to configuag packet ratdimit on a port:
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/1

Switch(configf)#arp-ratedimit 5

Switch(configf)# exit

Switch(config)#xit

Switch#show arpratedimit
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21.1.2Configuring ARP Filtering

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Interfaceinterface Specify the port to configure, drenter
Step2 | . . - .
id interface configuratiomode.
Step 3 | arp filter Configure arp filter on port.
Step 4 | show arp filter Verify your entries.
Step 5 copy runningconfig | (Optional) Save your entries in the
startup-config configuration file.

This example shows how to configuamp filter on a port
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/1

Switch(configf)#arp filter

Switch(configf)# exit

Switch(config)exit

Switch#show arp filter

21.1.3Configuring IP Filtering

Command Purpose

Step 1 | configure terminal Enter global configuration mode.

Specify the port to configure, drenter

Step 2 | interfaceinterfaceid . . .
interface configuratiomode.

Step 3 | ip filter Configure ip filter on port.

Step 4 | show ip filter Verify your entries.

Step 5 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

This example shows how to configupefilter on a port:
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/1

Switch(configf)#ip filter

Switch(configf)# exit

Switch(config)#xit

Switch#show ip filter
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22 802.1x Overview

22.1Introduction to 802.1x

The 802.1x protocol (802.1x for short) was developed by IEEE802
LAN/WAN committee to addresecurity issues of wireless LANSs. It
was then used in Ethernet acammon access control mechanism
for LAN ports to address mainly authentication a®tturity

problems.

802.1x is a porbased network access control protocol. It
authenticates and controls devicesquesting for access in terms of
the ports of LAN access devices. With the 802.1x protocol employed,
a userside device can access the LANyamhen it passes the
authentication. Those fail to pass tleithentication aredenied

when accessing the LAN.

Architecture of 802.1x Authentication

As shown in Figure-1, 802.1x adopts a client/server architecture
with three entities: a supplicargystem,an authenticator system,
and an authentication server system.

- The supplicant system is an entity residing at one end of a LAN
segment and is authenticated llye authenticator system at the
other end of the LAN segment. The supplicant system is usually a
user terminal device. An 802.1x authentication is triggered when a
user launches client program dime supplicant system. Note that
the client program must support the extensible authentication
protocol over LAN (EAPoL).

- The authenticator system is anothentity residing at one end of a
LAN segment. It authenticatéise connected supplicant systems.
The authenticator system is usually an 802slipportednetwork
device. It provides the port (physical or logical) for slgplicant
system to access the LAN

- The authentication server system is an entity that provides
authentication service to thauthenticator system. Normally in
the form of a RADIUS server, the authentication server system
serves to perform AAA (authentication, authorization, and
accounting services to users. It alstores user information, such
as user name, password, the VLAN a user belongs to, priority, and
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the ACLs (access control list) applied.

- The four basic concepts related to the above three entities are
PAE, controlled port and aontrolledport, the valid direction of a
controlled port and the way a port is controlled.

PAE

A PAE (port access entity) is responsible for implementing algorithms

and performing protocetelated operations in the authentication

mechanism.
- The authentictor system PAE authenticates the supplicant
systems when they log into the LAINd controls the status
(authorized/unauthorized) of the controlled ports according to the
authentication result.

- The supplicant system PAE responds to the authentication
requeds received from theuthenticator system and submits user
authentication information to the authenticator system also
sends authentication requests and disconnection requests to the
authenticator system PAE.

Controlled port and uncontrolled port

The Aithenticator system provides ports for supplicant systems to

acess a LAN. Logically, a porttat kind is divided into a controlled

port and an uncontrolled port.
- The uncontrolled port can always send and receive packets. It
mainly serves to forwar@APolpackets to ensure that a supplicant
system can send and receive authentication requests.

- The controlled port can be used to pass service packets when it is
in authorized state. It is blockeghen not in authorized state. In
this case, no packets cgass through it.

- Controlled port and uncontrolled port are two properties of a port.
Packets reaching a port avésible to both the controlled port and
uncontrolled port of the port.

The valid direction of a controlled port

When a controlled port is in @wuthorized state, you can configure it
to be a unidirectional port, whichends packets to supplicant
systems only.

By default, a controllegort is a unidirectional port.
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The way a port is controlled

A port ofthe switch can be controlled in the followirigro ways.
Portbased authentication. When a port is controlled in this way,
aII the supplicant systen=onnected to the port can access the
network without being authenticated after one supplicaystem
among them passes the authentication. And when the
authenticated supplicant systegoes offline, the others are
denied as well.

- MAC addresbased authentication. All supplicant systems
connected to a port have to bauthenticated individually in order
to access the network. And when a supplicant systensgéféne,
the others are not affected.

The Mechanism of an 802.1x Authentication System

IEEE 802.1x authentication system uses the extensible authéatica
protocol (EAP) to exchang®&ormation between supplicant systems
and the authentication servers.

- EAP protocol packets transmitted between the supplicant system
PAE and the authenticateystem PAE are encapsulated as EAPoL
packets.

- EAP protocol packets transmitted between the authenticator
system PAE and the RADIUS secaereither be encapsulateas
EAP over RADIUS (EAPOR) packets or be terminated at system
PAEs. The system PAEs then communicate with RADIUS servers
through passworduthentication protocol (PAP) or challenge
handshake authentication protocol (CHAP) packets.

- When a supplicant systepasses the authentication, the
authentication server passes tligformation about the supplicant
system to the authenticator system. The authenticator system in
turn determines the state (authorizedor unauthorized) of the
controlled port according to thestructions (accept or reject)
received from the RADIUS server.
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22.1.1Configuring IEEE 802.1x Authentication base on local

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | dotlx systerrauth-control Enable 802.1authentication.
dotlx authmode{local| Configure 802.1x authentication
Step 3 :
radius } mode.
Step 4 dot1x localuserinfouser Configure 802.1x usename_z apd
name password password of local authentication.
Step 5 | show dotlx Verify your entries.
Step6 copy runningconfig (Opt.ional).Sav.e your entries in the
startup-config configuration file.

This example shows how to configure 802.1x authentication base on

local :

Switch#configure terminal
Enter configuration commands, one per line.
Switch(config)#otix systerrauth-control
Switch(config)#otix authmode local
Switch(config)#otix localuserinfo public public
Switch(config)#xit
Switch#show dotix
Switch#show dot1x localiser
Switch#show statistics

22.1.2Configuring IEEE 802.Buthentication base on radius

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | dotlx systerrauth-control Enable 802.1x authentication.
dotlx authmode{local| Configure 802.1x authentication
Step 3 .
radius } mode.
Radiusserver{ host [ip-
addresd acctport port- Configure 802.1x usetame and
Step 4 . -
number| auth-port port- password of radius authentication.
number}] | key keyvaulg
Step 5 | interfaceinterfaceid Specify the port to configure, an

enter interface configuratiormode.
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dotlx portcontrol force Configure a port is foreauthorized
Step 6 X
authorized port.
Step 7 | show dotlx Verify your entries.
Step 8 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

This example shows how to configu882.1x authentication base on
radius:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#otix systerrauth-control
Switch(config)#otlx authmode radius
Switch(config)#adiusserver host 192.168.2.12 aqubrt 1813
Switch(config)#adiusserver host 192.168.2.12 aufiort 1812
Switch(config)#adiusserver key 12345678
Switch(config)ihterface gigabitethemet 0/1
Switch(configf)#dot  1x portcontrol forceauthorized
Switch(configf)# exit

Switch(config)#xit

Switch#show dotlx

Switch#show radius information

Switch#show stafistics

23 STP Configuration

23.1STP Overview

Functions of STP

Spanning tree protocol (STP) is a protocol conforming to IEEE 802.1d.
It aimsto eliminate loops on daténk layer in a local area network
(LAN). Devices running this protodeaitect loops in the network by
exchanging packets with one another and eliminate the loops
detected ly blocking specific ports untthe network is pruned ito
one with tree topology. As a network with tree topology is Iefoge,
it prevents packets in it from being duplicated and forwarded
endlesslyand prevents device performanckegradation.

Currently, in addition to the protocol conforming to IEEE 80230
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al refers to the protocols basesh IEEE 802.1d, such as RSTP, and
MSTP.

Protocol packets of STP

STP uses bridge protocol data units (BPDUs), also known as

configurmtion messages, as its protoguckets.

STP identifies the network topology trgnsmitting BPDUs between

STP compliant network devices.

BPDUs contain sufficient information for the network devices to

complete the spanning tree calculation.

In STP, BPDUs come in two types:
- Configuration BPDUSs, used to calculate spanning trees and
maintain the spanning tree topology.

- Topology change notification (TCN) BPDUSs, used to notify
concerned devices of network topologkianges, if any.

Basic concepts in STP

1) Root bridge
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hasbeen introduced in STP.

There is one and only one root bridge in the entire network, and the
root bridge can change alone witthanges of the network topology.
Therefore, the root bridge is not fixed.

Upon network convergence, the root bridge generates aedds out
configuration BPDUs periodically.

Other devices just forward the configuration BPDUs received. This
mechanism ensures the topologicsthbility.

2) Root port

On a norroot bridge device, the root port is the port with the lowest
path cos to the root bridge. Theoot port is used for communicating

with the root bridge. A nosioot-bridge device has one and only one
root port. The root bridge has no root port.

3) Desigated bridge and designated patesignated bridge: A
designated bridge is a giee that is directly connected to a switch
and is responsible fonfwarding BPDUs to this switdesignated
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port: The port through which the designated bridge forwards BPDUs
to this device

4) Path cost

Path cost is a value used for measuring link ceapaBy comparing
the pat costs of different links, SERelects the most robust links and
blocks the other links to prune the network into a tree.

How STP works

STP identifies the network topology by transmitting configuration

BPDUs between netwodevices.

Configuration BPDUs contain sufficient information for network

devices to complete the spanning tremlculation. Important fieldsi

a configuration BPDU include:
- Root bridge ID, consisting of root bridge priority and MAC address.

- Root path costthe cost of the shortest path to the root bridge.

- Designated bridge ID, designated bridge priority plus MAC address.

- Designated port ID, designated port priority plus port name.

- Message age: lifetime for the configuration BPDUs to be
propagated within thenetwork.

- Max age, lifetime for the configuration BPDUs to be keptin a
switch.

- Hello time, configuration BPDU interval.

- Forward delay, forward delay of the port.

5) Detailed calculation process of the STP algorithm

- Initial state

- Upon initialization of a device, each device generates a BPDU with
itself as the root bridge, iwhich the root path cost is 0,
designated bridge ID is the device ID, and the designated port is
the local port.

- Selection of the optimum configuration BPDU

- Ea&h device sends out its configuration BPDU and receives
configuration BPDUs from other devices.

- Selection of the root bridge

- At network initialization, each STd®@mpliant device on the
network assumes itself to be threot bridge, with the root bridge
ID keing its own bridge ID. By exchanging configuration BPthé&ls,
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smallest root bridge ID is elected as the root bridge.

- Selection of the root port and designated ports

- A nonroot-bridge deviceaakes the port on which the optimum
configuration BPDWas received as the root port.

- Once the root bridge, the root port on each nooot bridge and
designated ports have beeuccessfully elected, the entire tree
shaped topology has been constructed.

6) The BPDU forwarding mechanism in STP

- Upon network initiation, every switch regards itself as the root
bridge, generates configuration

- BPDUs with itself as the root, and sends the configuration BPDUs
at a regular interval of hello time.

- If it is the root port that received the configuration BPDU and the
received configuration BPDUsaperior to the configuration BPDU
of the port, the device will increase message age carried in the
configuration BPDU by a certain rule and start a timer to time the
configurdgion BPDU while it sendsut this configuration BPDU
through the designated port.

- If the configuration BPDU received on the designated port has a
lower priority than theconfiguration BPDU of the local port, the
port will immediately sends out its betteonfiguration
BPDU in response.

- If a path becomes faulty, the root port on this path will no longer
receive new configuration BPDEsd the old configuration BPDUs
will be discarded due to timeout. In this case, the degeaerates
configuration BPDUs wititself as the root bridge and sends
configuration BPDUs ankCN BPDUSs. This triggers a new spanning
tree calculation so that a new path is establishedestore the
network connectivity.

However, the newly calculated configuration BPDU will not be
propagated throudnout the networkimmediately, so the old root
ports and designated ports that have not detected the topology
changecontinue forwarding data through the old path. If the new
root port and aesignated port begin to forwardata as soon as they
are elected, a temporary loop may occur.
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7) STP timers
The following three time parameters are important for STP
calculation:

- Forward delay, the period a device waits before state transition.

- Alink failure triggers a new round of spanning toadculation and
results in changes of the spannitige. However, as new
configuration BPDUs cannot be propagated throughout the
network immediatelyjf the new root port and designated port
begin to forward data as soon as they are elected, loops may
temporarily occur.

- For this reason, the protocol uses a state transition mechanism.
Namely, a newly elected root port artide designated ports must
go through a period, which is twice the forward delay time, before
they transitto the forwarding state. The p&d allows the new
configuration BPDUs to be propagated throughthé entire
network.

- Hello time, the interval for sending hello packets. Hello packets are
used to check link state.

- A switch sends hello packets to its neighboring devices at a regular
interval (the hello time) to checlkhether the links are faulty.

- Max time, lifetime of the configuration BPDUs stored in a switch. A
configuration BPDU thath@sS ELIA NS Ré A& RA & O NR

23.2MSTP Overview

Background of MSTP

Disadvantages of STP dfRSTP

STP does not support rapid state transition of ports. A newly elected
root port or designated port mustait twice the forward delay time
before transiting to the forwardingtate, even if it is a port on a
point-to-point link or it is an edge pofan edge port refers to a port
that directly connects to a uséerminal rather than to another

device or a shared LAN segment.)

The rapid spanning tree protocol (RSTP) is an optimized version of
STP. RSTP allows a newly eleatsat port or designated pi to
enter the forwarding state much quickender certain conditions
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than inSTP. As a result, it takes a shorter time for the network to
reach the final topology stability.

RSTP supports rapid convergence. Like STP, it is of the following
disadvantagesall bridges in & ANare on the same spanning tree;
redundant links cannot be blocked By AN; the packets of all VLANs
are forwarded along the same spanning tree.

Features of MSTP

The multiple spanning tree protocol (MSTP) overcomes the
shortcomings oSTP and RSTP aliditionto support for rapid
network convergence, it also allows data flowsldferent VLANs to
be forwardedalong their own paths, thus providing a better load
sharing mechanism for redundant links.

MSTP features the following:

- MSTRsupports mapping VLANSs to MST instances by means of a
VLANto-instance mapping table.
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and can bind multiple VLANsao instance, thus saving
communication overhead and improving resourcdizgition.

- MSTP divides a switched network into multiple regions, each
containing multiple spanning tree¢hat are independent of one
another.

- MSTP prunes a ring network into a network with tree topology,
preventing packets from beinduplicated and forwardd in a
network endlessly. Furthermore, it offers multiple redundant paths
for forwarding data, and thus achieves load balancing for
forwarding VLAN data.

- MSTP is compatible with STP and RSTP.

Basic MSTP Terminologies

MST region

A multiple spanning treeegion (MST region) comprises ijpie
physicallyinterconnectedMSTPenabled switches and the
corresponding network segments connected to these switches.
Theseswitches have the same region name, the same VIoANSTI
mapping configuration and the samdSTP revision level.

A switched network can contain multiple MST regions. You can group
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multiple switches into one MSEgion by using the corresponding
MSTP configuration commands.

MSTI

A multiple spanning tree instance (MST]I) refers to a spanning tree in
an MST region.

Multiple spanning trees can be established in one MST region. These
spanning trees are independeat each other.

VLAN mapping table
A VLAN mapping table is a property of an MST region. It contains
information about how VLANs areapped toMSTIs.

IST

An internal spanning tree (IST) is a spanning tree in an MST region.
ISTs together with the common spanning tree (CST) form the
common amnl internal spanning tree (CIS3f)the entire switched
network. An IST is a special MST]; it is a bran€HST in the BT
region.

CST

A CST is a single spanning tree in a switched network that connects
allMST regions in the network.ybu regard each MST region in the
network as a switch, then the CST is the spanning tree generated by
STP or RSTP runningtbe "switches".

CIST
A CIST is the spanning tree in a switched network that connects all
switches in the network. It comprisake ISTs and the CST.

Region root

A region root is the root of the IST or an MSTI in an MST region.
Different spanning trees ian MSTregion may have different
topologies and thus have different region roots.

Common root bridge
The common root bridge is the root of the CIST.
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Port role

During MSTP calculation, the following port roles exist: root port,

designated port, master pdt regionboundary port, alternate port,

and backup port.

- Aroot port is used to forward packets to the root.

- A designated port is used to forward packets to a downstream
network segment or switch.

- A master port connects an MST region to the common roo¢. T
path from the master port to theommon root is the shortest path
between the MST region and the common root. In the CST, the
master port is the root port of the region, which is considered as a
node. The master port isgpecial boundary port. It israot port in
the IST/CIST while a master port in the other MSTIs.

- A region boundary port is located on the boundary of an MST
region and is used to connect oMST region to another MST
region, an STEnabled region or an RS‘ERabled region

- An alternate jort is a secondary port of a root port or master port
and is used for rapid transition.

- With the root port or master port being blocked, the alternate port
becomes the new root port anaster port.

- A backup port is the secondary port of a designated pod ia
used for rapid transition. With thdesignated port being blocked,
the backup port becomes the new designated port fast and begins
to forward data seamlessly. When two ports of an M&hBbled
switch are interconnected, thewitch blocks one of theato ports
to eliminate the loop that occurs. The blocked port is the backup
port.

Port state

In MSTP, a port can be in one of the following three states:

- Forwarding state. Ports in this state can forward user packets and
receive/send BPDU packets.

- Learningstate. Ports in this state can receive/send BPDU packets.

- Discarding state. Ports in this state can only receive BPDU packets.

Principle of MSTP
MSTP divides a Layer 2 network into multiple MST regions.She C
are generated between theddST regions, anghultiple spanning
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trees (also called MSTIs) can lemerated in each MST region. As
well as RSTP, MSTP uses configuration BPDUs for spanning tree
calculaton. The only difference is th#étte configuration BPDUs for
MSTP carry the MSTP configuration infation on the switches.

Calculate the CIST

Through comparing configuration BPDUSs, the switch of the highest
priority in the network is selected dlse root of the CIST. In each
MST region, an IST is calculatsdMSTP. At the same time, MSTP
regards each MBregion as a switch to calculate the CSTs of the
network. The CSTs, together with ti&Tsform the CIST of the
network.

Calculate an MSTI

In an MST region, different MSTIs are generated for diffevtNs
based on the VLAM-MSTImappings. Each spamgj tree is
calculated independently, ithe same way as how STP/RSTP is
calculated.

Implement STP algorithm

In the beginning, each switch regards itself as the root, and
generates a configuration BPDU for eagbrt on it as a root, with the
root path costbeing 0, the ID of the degmated bridge being that of
the switch, and the designated port being itself.

1) Each switch sends out its configuration BPDUs and operates in the

following way when receiving@nfiguration BPDU on one of its

ports fromanother switch:

If the priority of the configuration BPDU is lower than that of the
configuration BPDU of the paitself, the switch discards the BPDU
and does not change the configuration BPDU of the port.

- If the priority of the configuration BPDUhgher than that of the
configuration BPDU of the paitself, the switch replaces the
configuration BPDU of the port with the received one and
compares iwith those of other ports on the switch to obtain the
one with the highest priority.

2) Configuratio BPDUs are compared as follows:

For MSTP, CIST configuration information is generally expressed as

follows:
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(Root bridge ID, External path cost, Master bridge ID, Internal path

cost, Designated bridge 1D, IDs#nding port, ID of receiving port),

so thecompared as filows
- The smaller the Root bridge ID of the configuration BPDU is, the
higher the priority of theconfiguration BPDU is.

- For configuration BPDUs with the same Root bridge IDs, the
External path costs are compared.

- For configuration BPDUs wiltoth the same Root bridge ID and
the same External path costs,

Master bridge ID, Internal path cost, Designated bridge ID, ID of

serding port, ID of receiving podre compared in turn.

For MSTP, MSTI configuration informatiogéserally expressed as

follows:

(Instance bridge ID, Internal path costs, Designated bridge ID, ID of

sendng port, ID of receiving port3o the compared as follows
- The smaller the Instance bridge ID of the configuration BPDU is,
the higher the priority of theonfiguration BPDUs.

- For configuration BPDUs with the same Instance bridge IDs,
Internal path costs are compared.

- For configuration BPDUs with both the same Instance bridge ID
and the same Internal path costs,

Designated bridge ID, ID of sending port, ID of receivinggpert

compared in turn.

3) A spanning tree is calculated as follows:

- Determining the root bridge

- Root bridges are selected by configuration BPDU comparing. The
switch with the smallest root ID &hosen as the root bridge.

- Determining the root port

- For eactswitch in a network, the port on which the configuration
BPDU with the highest priority ieceived is chosen as the root
port of the switch.

- Determining the designated port

- First, the switch calculates a designated port configuration BPDU
for each of itports using the root portonfiguration BPDU and
the root port path cost, with the root ID being replaced with that
of the root portconfiguration BPDU, root path cost being replaced
with the sum of the root path cost of the root pacbnfiguration
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BPDUand the path cost of the root port, the ID of the designated
bridge being replacedith that of the switch, and the ID of the
designated port being replaced with that of the port.

The switch then compares the calculated configuration BPDU with
the origind configuraton BPDUeceived from the corresponding

port on another switch. If the latter tees precedence over the
former, the switch blocks the local port and keeps the port's
configuration DU unchanged, so that the padn only receive
configurationmessages and cannot forward packefherwise, the
switch sets thdocal port to the designated port, replaces the original
configuration BPDf the port with the calculatedne and

advertises it regularly.

MSTP Implementation on Switches
MSTP is compédle with both STP and RSTP. That is, MS&itbled
switches can recognize thgrotocol packets of STP and RSTP and use
them for spanning tree calculation. In addition to the basic
MSTP functions, the switches also provide the following functions for
usersto manage heir switches.
- Root bridge hold
- Root bridge backup
- Root guard
- BPDU guard
- Loop guard
- TGBPDU attack guard
- BPDU packet drop

STPrelated Standards

STRrelated standards include the following.

- IEEE 802.1D: spanning tree protocol

- IEEE 802.1w: rapg&panning tree protocol

- IEEE 802.1s: multiple spanning tree protocol

23.2.1Specifying the MST Region Configuration and Enabling MSTP
For two or more switches to be in the same MST region, they must
have the same VLAfM-instancemapping, the sameonfiguration
revision number, and the same name.

A region can have one member or multiple members with the same
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MST configuration; each membeust be capable of processing
RSTP BPDUs. There is no limiheonumber of MST regions in a
network, but eactregion can only support up to 16 spannitige
instances. You can assign a VLANy one spannindree instance

at a time.

Beginning in privileged EXEC mode, follow these steps to speeify t
MST region configuration arehable MSTP. This procedure is
required.

Command Purpose
Step 1 configure terminal Enter global configuration mode.
Step 2 spanningtree Enable spanningree

Configure Spanning tree operating mode.
spanningtree
Step 3 force-version{0| 1 0: Spanning tree protolol(STP)

|2} 1: Rapid spanning tree protocol(RSTP)
2: Multiple spanning tree protocol(MSTP)
Step 4 show spanningree | Verify your entries.
Step 5 copy runningconfig | (Optional) Save your entries in the
startup-config configuration file.

To return to the default MST rémn configuration, use the no
spanningtree global configuration command.

This example shows how &mable spanning tree on switch.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#panningiree

Switch(config)#panningtree forceversion 2

Switch(config)#xit

Switch#show spanningree

23.2.2Configuring the Port Priority

If a loop occurs, the MSTP uses the port priority when selecting an
interface to put into the forwardingtate. You can assign higher
priority values (lower numerical values) tderfaces that you want
selectedfirst and lower priority values (higher numerical values) that
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you want selead last. If all interfaces hatke same priority value,
the MSTP puts the interface with the lowest irf@ce number in the
forwardingstate and blocks the other interfaces.

Beginning in privileged EXEC mode, follow these steps to comfigu

the MSTP port priority of amterface. This procedure is optional.

Command Purpose
Step 1 | configure terminal Enterglobal configuration mode.
Step 2 | interfaceinterfaceid Specﬂy an |nterfa(?e toorlmgure, and
enter interfaceonfiguration mode.
spanningtree mst ] L
Step 3 | instanceld port-priofity F:onﬂgure the port priority for an MST
- instance.
priority
show spanningdree
Step 4 | interfaceinterfaceid Verify your entries.
priority
Sten 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

To return the interface to its default setting, use the no spanning
tree mstinstanceid priority interface configuration command.

23.2.3Configuring the Path Cost

The MSTP path cost default value is derived from the media speed of
an nterface. If a loop occurs, thdSTP uses cost when selecting an
interface to put in the forwardig state. You can assign lowesst

values to interfaces that you want selected first and higher cost
values thatyou want selected last. If afiterfaces have the same

cost value, the MSTP puts the interface with toeest interface

number in theforwarding state and blocks the othérterfaces.
Beginning in privileged EXEC mode, follow these steps to configure
the MSTP cost of an interface. Thi®cedure is optional.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
. . . Specify an interface toonfigure, and enter
Step 2 | interfaceinterfaceid . pecify ) ) 9
interfaceconfiguration mode.
Step 3 | spanningtree mst Configure the cost for an MST instance.
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instanceid costcost
show spanningdree
Step 4 | interfaceinterfaceid Verify your enties.

cost
Stepn 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

To return the interface to its default setting, use the no spanning
tree mstinstanceid cost interface configuration command.

23.2.4Configuring theSwitch Priority

You can configure the switch priority and make it more likely that the
switch will be chosen as the rostvitch.

Beginning in privileged EXEC mode, follow these steps to configure
the switch priority. This procedurs optional.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 fspar?ni_ngTre_e r_nstinstance Configure the switch priority for an
id priority priority MST instance.
show spanningdree
Step3 | or Verify your entries.
show spanningree mst
Stepd copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

To return the switch to its default setting, use the no spanrtieg
mst instanceid priority globalconfiguration command.

23.2.5Configuring the Hello Time

You can configure the interval between the generation of
configuration messages by the root switchdhanging the hello
time.

Beginning in privileged EXEC mode, follow these steps taycoafi
the hello time for all MSThstances. This procedure is optain
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Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 spanningtree mst helle Configure the hello time for all MST
time seconds instances.
Step 3 | show spanningree mst Verify your entries.
Step 4 copy runningconfig (Opt_ional).Sav.e your entries in the
startup-config configuration file.

To return the switch to its default setting, use the no spanrieg
mst hellotime global configuration command.

23.2.6Configuring the Forwardingpelay Time

Beginning in privilegeBXEC mode, follow these steps to configure
the forwardingdelay time for alMST instances. This procedure is
optional.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 spanningtree mst forward Configurethe forward time for all
time seconds MST instances.
Step 3 | show spanningree mst Verify your entries.
Step 4 copy runningconfig (Optlional)lSavle your entries in the
startup-config configuration file.

To return the switch to its default setting, use the sganningtree
mst forwardtime global configuration command.

23.2.7Configuring the MaximureAging Time

Beginning in privileged EXEC mode, follow these steps to configure
the maximumaging time for all

MST instances. This procedure is optional.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 spanningtree mst maxage | Configure the maximuraging time
seconds for all MST instances.
Step 3 | show spanningree mst Verify your entries.
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copy runningconfig (Optional) Save your entries in the

Step 4
P startup-config configuration file.

To return the switch to its default setting, use the no spanfiieg
mst maxage global configurationommand.

23.2.8Configuring the MaximuriHop Count

Beginning in privileged EXE©de, follow these steps to configure
the maximumhop count for all

MST instances. This procedure is optional.

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the number dfopsin a region
before the BPDU wiscarded, and the
information held for a port is aged.
Step 3 | show spanningree mst Verify your entries.

copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

spanningtree mst max

Step 2 hopshop-count

Step 4

To returnthe switch to its default setting, use the no spanninge
mst maxhops global configuratio@ommand

24 Configuring SNMP
24.1Understanding SNMP

SNMP is an applicatidayer protocol that provides a message
format for communication betweemanagers and amnts. The SNMP
system consists of an SNMP manager, an SNMP agent, and a MIB.
The SNMP manager can be part of a network management system
(NMS such as CiscoWorks. The agemti MIB reside on the switch.
To configure SNMP on the switch, ydefine the relaionship
betweenthe manager and the agent.

The SNMP agent contains MIB variables whose values the SNMP
manager can request or changenfanager can get a value from an
agent or store a value into the agefthe agent gathers data from
the MIB, the reposibry for information about device parameters and
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network daa. The agentcanaldBS a4 LI2y R G2 + Yl yl 3§
get or set data.

An agent can send unsolicited traps to the manager. Traps are

messags alerting the SNMP manageraaondition on the netwrk.

Traps can mean improper user authentication, restalink status

(up ordown), MAC address tracking, closing of a TCP connection, loss
of comection to a neighbor, or othesignificant events.

SNMP Versions

This software release supports these SNW\Fsions:

- SNMPvt The Simple Network Management Protocol, a Full
Internet Standard, defined in RFC 1157.

- SNMPvV2C replaces the Pabgsed Administrative and Security
Framework of SNMPv2Clasgiith the communitystring-based
Administrative Framework @NMPv2C while retaining the bulk
retrieval and improved error handling of SNMPv2Classic. It has
these features:

¢ SNMPv2 Version 2 of the Simple Network Management Protocol,
a Draft Internet Standardjefined in RFCs 1902 through 1907.

¢ SNMPv2€ The communitystring-based Administrative
Framework for SNMPv2, an

- Experimental Internet Protocol defined in RFC 1901.

- SNMPv38 Version 3 of the SNMP is an interoperable standards
based protocol defined iRFCs 2273 to 2275. SNMPv3 provides
secure access to devices dmythenticating and encryptingackets
over the network and includes these security features:

¢ Message integrity ensuring that a packet was not tampered with
in transit

¢ Authenticatiort determining that the message is from a valid
source

¢ Encryptiort mixing thecontents of a package to prevent it from
being read by an unauthorizesburce.

Both SNMPv1 and SNMPVv2C use a commigised form of

secuity. The community of managets6 t S G2 | 00Saa (K!
is defined by an IP address access control list ansyasl.

SNMPv2C includes a bulk retrieval mechanism and moreleéta

error message reporting tmanagement stations. The bulk retrieval
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mechanism retrieves tables arakje quantities of information,
minimizing the number of rounttips required. The SNMRC
improved errorhandling includegxpanded error codes that
distinguish different kinds of error conditionthese conditions are
reportedthrough a single error code in SNMPV1. Error return codes
in SNMPV2C report the error type.

SNMPvV3 provides for bletsecurity models and security levels. A
secuity model is an authenticatiostrategy set up for a user and the
group within which the user resides.s&curity level is the permitted
level of security within a security model. A combination of the
securty level and the security modeletermine which security
mechanism is used when handling an SNMé&kea Available
security modelare SNMPv1, SNMPv2C, and SNMPv3.

SNMP Security Models and Levels as follow:

Model Level Authentication Result
SNMPv1 | noAuthNoPriv | Community Uses a community string match
for authentication.
SNMPv2C| noAuthNoPriv | Community Uses a community string match
for authentication.
SNMPv3 | noAuthNoPriv | Username Uses a username match for
authentication.
SNMPv3 | authNoPriv MD5 Provides authetication based
on the HMA@VD5or HMAG
SHA algorithms.
SNMPv3 | authPriv MD5 or SHA Provides authetication based
authPriv (requires the on the HMA@D5or HMAG
cryptographic SHA algorithms.
software Provides DES 88t encryption
image) in addition toauthentication
based on the CBDES (DES5)
standard.

You must configure the SNMP agent to use the SNMP version
supported by the management station.

Because an agent can communicate with multiple managers, you can
configure the software tsupportcommunications usg SNMPv1,
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SNMPvVv2C, or SNMPV3.

SNMP Community Strings
SNMP community strings authenticate access to MIB objects and
function as embedded passwords.drder for the NMS to access the
switch, the community string definitiorsn the NMS must match at
leastone of the three community string definitions on the switch.
A communlty string can have one of these attributes:
Readonly (RO) Gives read access to authorized management
stations to all objects in the MIB excefhe community stings,
but does not allow write access
Readwrite (RW) Gives read and write access to authorized
management stations to all objects in the
MIB, but does not allow access to the community strings

SNMP Notifications

SNMP allows the switch to send notificat®oto SNMP managers
when particular events occur. SNMiBtifications can be sent as
traps or inform requests. In command syntarjess there is an
option in thecommand to select either traps or informs, the
keyword traps refers to either traps or informsr both.

Use the snmgserver host command to specify whether to send
SNMP notifications as traps or informs.

Traps are unreliable because the receiver does not send an
acknowledgmat when it receives a trap, arttie sender cannot
determine if the trap wa received. When aBNMP manager
receives an informequest, it acknowledges the message with an
SNMP response protocdata unit (PDU). If the senddpes not
receive a response, the inform request can be sent again. Because
they can be resent, informsare more likely than traps to reach their
intended destination.

The characteristics that make informs more reliable than traps also
consume more resources in the switend in the network. Unlike a
trap, which is discarded as soon as it is sent, an infequoest is

held inmemory until a response is received or the request times out.
Traps ae sent only once, but an informight be resent or retried
several times. The retries increase traffic awhtribute to a higher
overheadon the network. Thereforetraps and informs require a
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trade-off between eliability and resources. Ifig important that the
SNMP manager receive every notification, usenmf requests. If
traffic on thenetwork or memory in the switch is a concern and
notification is not requied, use traps.

24.1.1Configuring Community Strings

You use the SNMP community string to define the relationship
between the SNMP manager and tagent. The community string
acts like a password to permit access to the agent on the switch.

Command Purpose
Step 1 configure terminal Enter global configuration mode|
Enable the SNMP agent
Step 2 Snmpserver . 9
operation.

snmpserver community
{v1|v2cstring{ro| rw}
Step 3 {A.B.C.Dp-address|
default subne} oid-number

Configure the community string.,

Step4 show snmp Verify your entries.
Sten 5 copy runningconfig startup (Optional) Save your entries in
P config the configuration file.

To remove a specific community string, use the no sisenver
community global configurationommand.

This example shows how to assign the stpnigateto SNMP, to
allow readwrite access

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#nmpserver

Switch(config)nmpserver community rw private default 1.3.6

Switch(config)#xit

Switch#show snmp

24.1.2 Configuring SNMP Groups and Users

You can specify an identification name (enginelD) for the local or
remote SNMP server engine on theitch. You can configure an
SNMP server group that maps SNMP useSNMP views, and you
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canadd new users to the SNMP group.
Beginning in privileged EXEC mode, follow these steps to configure
SNMP on the switch:

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 Snmpserver Enable theSNMP agent operation.
snmpserver viewiew-

Step 3 name OlQincluded | Configure the view of snmp.
exclude]
snmpserver grougroup-

Step 4 namev3 [auth| noauth| Configure the snmp group on the
priv] {read | write } view device.
name
snmpsever useruser )

Step 5 namegroup-namev3{auth dC;;Zgure the snmp user on the
[md5 | sha} )

Step 6 show snmpserver group Verify your entries.

Step 7 show snmpserver user Verify your entries.

Step 8 show snmpserver security | Verify your entries.

Step 9 show snmpserver view Verify your entries.

Step 10 copy runningconfig | (Optional) Save your entries in th
startup-config configuration file.

To remove a specific community string, use the no sisenyergroup
stringandno snmpserveruserstring global configuratiooommand.
This example shows how to associate a user with a remote host and
to send priv (authPriv)authenticatiortlevel informs when the user
enters global configuration mode:

Switch#configure terminal

Enter configuration comands, one per line.

Switch(config)#nmpserver

Switch(config)#nmpserver view kkk 1.3.6 included

Switch(config)#nmpserver group qwerty v3 priv read kkk write kkk
Switch(config)#nmpserver user abc qwerty v3 auth mds

Switch(config)#xit

Switch#show snmp group
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Switch#show snmp user
Switch#show snmp security
Switch#show snmp view

24.1.3 Setting the and Agent Contact and Location Information
Beginning in privileged EXEC mode, follow these steps to set the
sygem contact and location of thENMPagent so that these
descriptions can be accessed through the configuration file:

Command Purpose
Step 1 configure terminal Enter global configuration mode
Enable the SNMP agent
Step 2 Snmpserver . 9
operation.
Step 3 snmpserver contactest Set thesystem contact string.
Step 4 snmpserver locatiortest Set the system location string.
snmpserver systermame .
Step 5 test 4 4 Set the system name string.
Step 6 show snmp Verify your entries.
Sten 7 copy runningconfig startup (Optional) Save youwentries in
P config the configuration file.

This example shows how to assign the string to SdfRact, location
and systermame.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)gnmpserver

Switch(config)snmpservercontact Kevin

Switch(config)#nmpserver location Shenzheéhina

Switch(config)#nmpserver systeamame switch1

Switch(config)#xit

Switch#show snmp

25 Configuring IGMP Snooping and
VR g g ping

This chapter describes how to configure Internet Group
ManagementProtocol (I81P) snoopingincluding an application of
local IGMP snooping, Multicast VLAN Regigtn (MVR). It also
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includesprocedures for controlling multicast group membership by
using IGNP filtering and procedures faonfiguing the IGMP
throttling action.

25.1Understanding IGMP Snooping

Layer 2 switches can use IGMP snooping to constrain the flooding of
multicast traffic by dynamicallgonfiguring Layer 2 interfaces so that
multicast traffic is forwarded tomly those interfaces associatedth
IPmulticast devices. As the name implies, IGMP snoopingiresju

the LAN switch to snoop dhe IGMP transmissions between the

host and the router and to kgetrack of multicast groups and

member ports. When the switch receives an IGMP report from a host
for a partcular multicast groupthe switch adds the host port

number to the forwarding table entrywhen it receives an IGMP
LeaveGroup message from a host, it removes the host port from the
table entry. It also periodically deletemtries if it does noteceive

IGMP membership reports from the multicast clients.

The multicast router sends out periodic IGMP general queried to a
VLANSs. When IGMP snoopingibled, the switch responds to the
router queries with only one joirequest per MAC multicastgup,

and the switch creates one entry per VLAN in the Layer 2 forwgrdin
table for each MAC group fromhich it receives an IGMP join
request. All hosts interested in this mualtist traffic send join
requestsand are added to the forwarding table entry.

Layer 2 multicast groups learned through IGMP snooping are
dynanic. However, you can staticabpnfigure MAC multicast
groups by using the ip igmp snoopirgrvstatic global configuration
command. If you specify group membership for a multicast group
address staically, your settingupersedes any automatic
manipulation by IGMP snooping. Multicast group membership lists
canconsist of both usedefined and IGMP snoopirgarned

settings.

IGMP Versions
The switch supports IGMP version 1, IGMP versiam@,|GMP
version 3. These versions argeroperable on the switch. For
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example, if IGMP snooping is etedb on an IGMPVv2 switch and the
switch receives an IGMPv3 report from a host, the switch can
forward the IGMPv3 report to theulticast router.

Joininga Multicast Group

When a host connected to the switch wants to join an IP multicast
grouwp, it sends an unsolicited IGM&In message, specifying the IP
multicast group to join. Alternatively, winethe switch receives a
generalquery from the router, it fowards the query to all ports in
the VLAN. Hostwanting to join the multicasiroup respond by
sending a join message to the switch. Bladtch CPU creates a
multicastforwardingtable entry for the group if it is not already
present. The CPU also adds thterface wherethe join message was
received to the forwardingable entry. The hosassociated with that
interfacereceives multicast affic for that multicast group.

Leaving a Multicast Group

The router sends periodic multicast general queries ardstivitch
forwards these queries through alorts in the VLAN. Interested
hosts respond to the queries. If at leaste host in the VLAN wishes
to receive multicast traffic, the router continues forwarding the
multicasttraffic to the VLAN. The switdbrwards multicast group
traffic to only those hosts listed in theriwarding table for that Layer
2 multicast group.

When hosts want to leave a multicast group, they can either silently
leave, or they can send a lear@ssage. When the switch receives a
leavemessage from a host, it seadut a MA&ased general query

to determine if any other devices connected to that interface are
interegted in traffic for the specifimulticast group. The switch then
updates the forwarding table for that MAC group so tbaty those
hosts interested in receiving multicast traffic for the group are listed
in theforwarding table. If the routereceives no reports from a
VLAN, it removes the group for the VLAN from its IGMP cache.

Immediate-Leave Processing

Immediate Leavesionly suppded with IGMP version 2 hosts.
The switch uses IGMP snooping Immediadave processing to
remove from the forwarding table amterface that sends a leave
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message without the switch sendingd@based general queries to
the interface. The VLAMterface is pruned from the multicast tree
for the multicast group specified in theriginal leave message.
ImmediateLeave processing ensures opdéihbandwidth
management for alhosts on a switched network, even when
multiple multicast groups are sintaheously in use.

IGMP Report Suppression

The switch uses IGMP report suppression to forward only one IGMP
report per multicast router queryo multicast devices. When IGMP
router suppression is enabled (the default), the switch sends the first
IGMP reporfrom all hosts for a group to all the multicast rouser

The switch does not send tliemaining IGMP reports for the group

to the multicast routers. This féare prevents duplicate reportsom
beingsent to the multicast devices.

If the multicast routerquery includes requests only for IGMParid
IGMPV2 reports, the switclorwards only the first IGMPv1 or

IGMPvV2 report from all hosts for a gqoto all the multicast routers.

If the multicast router query also includes requests for IGMPv3
reports, the svitch forwards all IGMPv1,

IGMPv2, and IGMPV3 reports fogeoup to the multicast devices.

If you disable IGMP report suppression, all IGMP reports are
forwarded to the multicast routers.

25.2 Configuring IGMP Snooping
IGMP snooping allows switches to exaslGMP packets and make
forwarding decisions based on theiontent.

Enabling or Disabling IGMP Snooping
By default, IGMP snooping is globally enabled on the switch.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 'p |gmp snooping vian Enable IGMP snooping based on vlan.
vlar-id
Step 3 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.
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Configuring a Multicast Router Port

To add a multicast router port (add a staticnnection to a multicast
router), use the ip igmp snoopindgan mrouter global configuration
command on the switch.

Beginning in privileged EXEC mode, follow these steps to enable a
static connection to a multicasbuter:

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the multicast router YAN ID
and specify the interfact the
multicast router. The VLAN ID range

ip igmp snooping mrouter
Step 2 | interfaceinterfaceid vlan

viarid 1t0 4094.

Step 3 show ipigmp snooping Verify that IGMP snooping is enabled
mrouter on the VLAN interface.

Step 4 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

To remove a multicast router port from the VLAN, use the no ip igmp
snooping mrouteinterface interfaceid vlan vlard global

configuration command.

This example shows how to enable a static connection to a multicast
router and verify the configuration:

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ip igmp snooping mrouter interface gigabitethemet0/1 vian 200
Switch(config)exit

Switch#show ip igmp snooping mrouter

Enabling IGMP Immediateeave Processing

When you enable IGMIPhmediateLeave processing, the switch
immediately removes a port whendetects an IGMP version 2 leave
message on that port. You should use the Immedizave feature
onlywhen there is a single receiver g@nt on every port in the

VLAN.

Immediate Lewge is supported with only IGMP version 2 hosts.
Beginning in privileged EXEC mode, follow these steps to enable IGMP
ImmediateLeave processing:
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Command Purpose

Enter global configuration
mode.

Enable IGMP immediate
leave on the switch.

Step 3 | show ip igmp snooping Verify your entries.
(Optional) Save your entries
in the configuration file.

Step 1 | configure terminal

Step 2 | ip igmp snoopingmmediateleave

Step 4 | copy runningconfig startupconfig

25.3Understanding Multicast VLAN Registration
Multicast VLAN Registration (MVR) is designed for applications using
wide-scale deployment afulticast traffic across an Ethernet ring
based service provider netwo(kor example, the broadcast of
multiple television channels over a sen4aevidernetwork). MVR
allows a subscriber on a port 8ubscribe and unsubscribe to a
multicast stream on the networlwide multicast VLAN. It allows the
single multicast VLAN to be shared in the network while subsariber
remain in separate VLANs. MygRvides theability to continuously
send multicast streams in the multicast VLAN, but to isdlage
streams from the subscriber VLANs iandwidth and security
reasons.

MVR assumes that subscriber ports subscribe and unsubscribe (join
andleave) these multicast steensby sending out IGMP join and
leave messages. These messages can originate fird@MP
version2-compatible host with an Ethernet connection. Although
MVR operates on the underlyimgechanism of IGMP snooping, the
two features operate independently efach other. One can be
enabledor disabled without affecting the behavior of the other
feature. Havever, if IGMP snooping and MR both enabled, MVR
reacts only to join and leave messages from multicast groups
configured undeMVR. Join and leave messagrom all other
multicast group are managed by IGMP snooping.

The switch CPU identifies the MVR IP multicast streams and their
associated MAC addresses in gwitch forwarding table, intercepts
the IGMP messages, and modifies fhevarding table to iclude or
remove the subscriber as a receiver of the multicast stream, even
though te receivers might be indifferent VLAN from the source.
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This forwarding behavior selectivedilows traffic to cross between

different VLANS.

25.4Configuring MVR

Comman Purpose
Step 1 configure terminal Enter global configuration mode
o X . Enable IGMP i
Step 2 ip igmp snooping vliawan-id Vlr:]b elG snooping based o
0 igMD SNOODING Mrouter Specify the multicast router
_p 9mp R ping . VLAN ID and specify the
Step 3 interfaceinterfaceid vian . :
viarvid interfaceto the multicast router.
The VLAN ID range is 1 to 4094
Stepa | P19Mpsnooping crosdan 1 oo G e IGMP MVR.
vlanid
Step 5 show ip igmp snooping Verify your entries.
Sten 6 copy runningconfig startup (Optional)Save your entries in
P config the configuration file.

This example shows how to enable M¥Recify the MVR multicast

VLAN as VLAN &nd verify the results:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)interfacefastethemet 0/1
Switch(configf)# switchport access vian 2
Switch(configf)#exit

Switch(config)interface fastethemet 0/2
Switch(configf)#switchport access vian 4
Switch(configf)#exit

Switch(config)#exit

Switch#show vian

VID VLAN_Name Tagged_Ports

Untagged_Ports

1 default vian

130

Fa0/3 Fa0/4 Fa0/5
Fa0/6 FaO0/7 FaO0/8
Fa0/9 Fa0/10 Fa0/11
Fa 0/12 Fa 0/13 Fa 0/14



Fa 0/15 Fa 0/16 Fa 0/17
Fa 0/18 Fa 0/19 Fa 0/20
Fa 0/21 Fa 0/22 Fa 0/23
Fa0/24Gi0/1 Gio/2

2 Viarg Fa 0/1
4 Vlan4 Fa 0/2
Switch#configureterminal

Enter configuration commands, one per line.

Switch(config)ip igmp snooping

Switch(config)#p igmp snooping croadan 2

Switch(config)#p igmp snooping mrouter interface fastethernet 0/1 crotem untaged
Switch(config)#xit

Switch#show p igmp snooping mrouter

Interface Vid VlanName Type State EgressRule

Fa 0/1 2 credan Static  inactive untagged

Switch#show ip igmp snoo ping

IGMP snooping

IGMP snooping is globally Enable

IGMP snooping immediateave is Enable

IGMP snooping forwardl-leave is Disable

IGMP snooping forwardnknownmulticast is Enable

IGMP snooping send general query timer is 10 seconds

IGMP snooping member aged timer is 260 seconds

IGMP snooping dynamic router port aged timer is 260 seconds
IGMP snooping cross vlan is 2

IGMP snooping received packet is 11

NO  Multicast groupterface Vid Version Filtdlode SourceHosts Source Expifyme

1 226.1.1.1 Fa 0/1 2 3 Include N/A

N/A

1 226.1.1.1 Fa0/2 2 3 Include 192.168.2.66
182
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26 QinQ Configuration

26.1Selective QinQ Overview

Selective QinQ is an enhanced application of the VRN feature.
With the selective QinQ featurgpu can configure inneto-outer
VLAN tag mapping, according to which you canditfdrent outer
VLAN tags to the packetgth different inner VLAN tags.

The selective QinQ feature makes the service provider network
structure more flexible. You can classHg terminal users on the
port connecting to the access layer device@dingto their VLAN
tags, andadd different outer VLAN tags to these users. In the public
network, you can configure QoS policieased on outer VLAN tags to
assign different priorities to different packets, thus providing
differentiated services.

In this wayyou can configure different forwarding policies for data
of different type of users, thusnproving the flexibility of network
management. On the other hand, network resourees well
utilized,and users of the same type are also isolated by their inner
VLAN tagsThis helps to improve netwosdecurity.

26.2Configuring QinQ

Command Purpose

Step 1 | configure terminal Enter global configuration mode.

Specify the port to configure, drenter
interface configuratioomode.

Enable is Enable basic qinqg for ingress pq
ging {enable|flexible- | flexible-ging is enable selective ging for

Step 2 | interfaceinterfaceid

Step 3 qing|tx} ingress port, tx is enable ginqg for egress
port
ging outboundvlar-id Configure the interfacselectiveqing
Step 4 | . . .
inboundvlanid entries for egress port.
Step 5 | show ging Verify your entries.
Step 6 copy runningconfig (Optional) Save your entries in the

startup-config configuration file.




Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ihterface fastethemet 0/1
Switch(configf)# ging enable
Switch(configf)#exit

Switch(config) #xit

Switch#show qinq

27 PoE

27.1PoE Overview

Introduction to PoE

Power over Ethernet (PoE) means that power sourcing equipment
(PSE) supplies power to powered devices (PD) such as IP telephone,
wireless LAN access point, and web camera from Ethernet interfaces
through twisted pair cables.

Advantages

- Reliable: Power isupplied in a centralized way so that it is very
convenient to provide a backup power supply.
Easy to connect: A network terminal requires only one Ethernet
cable, but no external power supply.
Standard: In compliance with IEEE 802.3af, a globallyramifo
power interface is adopted.
Promising: It can be applied to IP telephones, wireless LAN
access points, portable chargers, card readers, web cameras,
and data collectors.

27.2Configuring PoE
Configuring the PoE Interface

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the port to configure, drenter
interface configuratioomode.

Step 3 | poe status auto Enable PoE function of ports.

Step 2 | interfaceinterfaceid
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Step 4 | poe status never Disable PoE function pbrts.

Step 5 | show interface poe Verify your entries.

Step 6 | show poe status Verify your entries.

Step 7 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Follow these steps to configure a PoE interface through the command

line:

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)interface fastethemet 0/%, 0/24
Switch(configf-Range)#poe status never
Switch(configf-Range)#poe status auto
Switch(configf-Range)#xit
Switch(config)#xit

Switch#show interface poe

Switch#show poe status

Configuring the PoE Priority
The PoE priority of a equipment depends on the priority of the PoE
interface. The pority levels of PoE interfaces include critical, high
and low in descending order. Power supply to a equipment is subject
to equipmert priority management policies|l powersourcing
equipment implement the same equipment priority management
policies. Wien the powersourcingequipmentsupplies power to a
equipment.
- By default, no power will be supplied to a new equipment if the
power-sourcingequipment power is overloaded.
Under the control of a priority policy, the equipment with a lower
priority is frst powered off to guarantee the power supply to the
new equipment with a higher priority when the powsourcing
equipment power is overloaded.

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the port to configure, drenter
interface configuratioomode.

Step 2 | interfaceinterfaceid
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Step 3 ﬁ:;ehﬁrizw}y {eritical | Configuring the PoE priority of interface.

Step 4 | show interface poe Verify your entries.

Step 5 copy runningconfig (Opt_ional)_Sa\{e your entries in the
startup-config configuration file.

Follow these steps to configuRoE priority of port 1.

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)interface fastethemet 0/1
Switch(configf)# poe prbrity critical
Switch(configf)#exit

Switch(config)#xit

Switch#show interface poe

Configuring the PoElassification

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | interfaceinterfaceid _Specify the p(_)rt tcm(?nfigure, ad enter
interface configuratioomode.
Step 3 poeclas§ification _Configuring the PoE classification of
{auto | disablg interface.
Step 4 | show interface poe Verify your entries.
Step 5 copy runningconfig (Optional) Save youentries in the
startup-config configuration file.

Follow these steps to configupower classification of port 1.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/1

Switch(configf)#poe prioritycritical

Switch(configf)#exit

Switch(config)exit

Switch#show interface poe
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Configuring the PoPort-force

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
Specify the port to configure, drenter
interface configuratioomode.

Step 2 | interfaceinterfaceid

Step 3 | poeportforceon Configuring the PoE peftrce function.

Step 4 | show poe portforceon | Verify your entries.

Step 5 | show interface poe Verify your entries.

Step 6 copy runningconfig (Optional)Save your entries in the
startup-config configuration file.

Follow these steps to configuRoE portforce of port 1.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)interface fastethemet 0/1

Switch(configf)#poe poeportforceon

Switch(configf)#exit

Switch(config)#xit

Switch#show poe portforceon

Switch#show interface poe

28 RRPP

28.1RRPP Overview

Rapid Ring Protection Protocol (RRPP) is an Ethernetpewific link
layer protocol. Itcan not only prevent dakaop from causing
broadcast storm efficiently when thgthernet ring is complete, but
also restore communication channels among nodeshenEthernet
ring rapidly when a link is torn down.

Compared with Spanning Tree Protocol (STP), RRPP features

Expedied topology convergence
Independent of the number of nodes on the Ethernet ring
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Basic Concepts in RRPP

Primary port and secondary port

Each master node or transit node has two ports accessing an RRPP
ring, in which oneserves as the primary port and tl¢her serves as
the secondary port. You caftetermine the role of a port.

1) In terms of functionality, the difference between the primary port

and thesecondary port of a master node is:

- The primary port and the secondary port are designed to play the
role of sendin@nd receiving loofletect packets respectively.

- When an RRPP ring is in health state, the secondary port of the

master node willogically deny data VLANs and permit only the

packets of the control VLANS.

- When an RRPP ring is in disconrstate, the secondary port of the

master nodewill permit data VLANS, that is, forward packets of data

VLANS.

2) In terms of functionality, there is no difference between the
primary port and thesecondary port of the transit node. Both are
designed for tle transfer of protocopackets and data packets over
an RRPP ring.

Timers
The master node uses two timers to send and receive RRPP packets:
the Hello timerand the Fail timer.
- The Hello timer is used for the primary port to send Health
packets.
- The Fail ther is used for the secondary port to receive Health
packets from themaster node.

If the secondary port receives the Health packets before the Fail
timer expires, theoverall ring is in health state. Otherwise, the ring
transits into disconnect state uihthe secondary port reeives the
Health packet again.



28.2How RRPP Works

Polling mechanism

The primary port of the master node sends Health packets across the

control VLAl\perlodlcaIIy
If the ring works properly, the secondary port of the master node
WI|| receiveHealth packets and the master node will maintain it in
block state.

- If the ring is torn down, the secondary port of the master node will
not receiveHealth packets after the timeout timer expires. The
master node will release theecondary pdrfrom blocking data
VLAN while sending ComméiushFDBpackets to notify all
transit nodes to update their own MAC entries and AfRRies.

Link down alarm mechanism

The transit node, the edge node or the assistant edge node sends
LinkDown packets$o the master node immediately when they find
any port belonging to an RRPP domiaidown. Upon the receipt of a
LinkDown packet, the master node releases #ezondary port from
blocking data VLAN while sending ComrkdnshFDB packet to
notify all the transit nodes, the edge nodes and the assistant nodes
to update their ownMAC entries and ARP entries.

Ring recovery

The master node may find the ring is restored after a period of time
after the portsbelonging to the RRPP domain on the transit node,
the edge node or the assistant edgede are up again. A temporary
loop may arise in the data VLAN in this period. Assalt, broadcast
storm occurs.

To prevent temporary loops, nemaster nodes block them
immediately (and permitsnly the packets of the conit VLAN)

when they find their ports accessing the ring ageagain. The
blocked ports are activated only when the nodes ensure that no loop
will be brought forth by these ports.



28.3Configuring Master Node

Follow these steps to configure master node:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
. Create an RRPP domain and enter it|
Step 2 | rrpp domainnumber .
view.
ring ring-id node-role Specify the current device as the
master primaryport master node of the ring, and specify
Step 3 | interfaceinterfaceid the primary port and the secondary
secondaryport interfaceid port. Specify control VLAN for the
controlvlanvlarid RRPP domain.
Step 4 | rrpp Enable the RRPP ring
Step 5 | show rrpp Verify your entries.
Step6 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Follow these steps to configurepp.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#rpp domain 1
Rrpp domain 1
Switch(rrppdomain)#ing 1 noderole master

primamport  in gigabitethemet 0/1

secondanport gigabitethernet 0/2 contretian 2

switch(rrppdomain)#Tpp
switch(rrppdomain)#exit
switch(config)fexit
switch#show rrpp

Rrpp status: Enable
Ringstatus: Active
Domain id: 1

Ring id: 1

Hello timer: 1

Fail timer: 3
Control_vlan id: 2
Node role: MASTER
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Primary port: ~ Gi 0/1 status: Link Down
Primary port:  Gi 0/2 status: Link Down

29SSH

29.1SSHOverview

SSH is a protocol that priokes a secure, remote connection to a
device. SSH provides more securityrfamote connections than

Telnet does by providing strong encryption when a device is
authenticated. Thisoftware release supports SSH version 1 (SSHv1)
and SSH version 2 (SSHv2).

The SSH feature has an SSH server, which are applications that run
on theswitch. You can use an SSH client to connect to a switch
running the SSH server. The SSH server wadtkghe SSH client
supported in this release. The SSH client also wwitksthe SSH

server supported in this release.

The switch suppas an SSHv1 or an SSHv2 server.

SSH supports the Data Encryption Standard (DES) encryption
algorithm, the Triple DES (3DESgryption algorithm, and
passvord-based user authentication.

29.2Configuring SSH

Follow these steps to set up your switch to run SSH when configuring

the switch as an SSH server:
An RSA key pair generated by a SSHv1 server can be used by an
SSHv2 server, and the reverse.

- Generate an RSA key pair for the switch, whigtomatically
enables SSH. Follow this procedaorsy if you are configuring the
switch as an SSH server.

- Configure user authentication for local or remote access. This step
is required.

Beginning in privileged EXEC mode, follow these steps to configure t

generate an RSA key pair. This procedure is required if you are
configuring the switch as an SSétver.
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Command Purpose

Step 1 | configure terminal Enter global configuration mode.

Step 2 | ssh Enable ssh

Step 3 ssh tftppublickeyusername Upload an DSA or RSA key pair h
filename{dsa | rsajA.B.C.D been generated.

Step 4 | show ssh config Verify your entries.

Step 5 | show ssh status Verify your entries.

Step 6 | show ssh user Verify your entries.

Step 7 copy runningconfig startup (Optional) Save your entries in the
config configuration file.

Follow these steps to configussh:
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#sh

Switch(config)#isemame aaa password 123
Switch(config)#shtftp-publickey aaa Identity rsa 192.168.2.23
Switch#show ssh config

Switch#show ssh status

Switch#show ssh user

30TACACS+

30.1Controlling Switch Access with TACACS+

This section describes how to enable and configure Terminal Access
Controller Acces€ontrol Systenlus (TACACS+), which provides
detailed accounting information and flexible administrative control
over authentication and authorization processes.

TACACS®verview

TACACSH+ is a security application that provides centralized validation
of users attempting to gain accesyour switch. TACACS+ services
are maintained in a database on a TACACS+ daemon typically
running on a UNIX or Windows NT workstation. You should have
access to and should configurd ACACS+ server before the
configuringTACACS+ features on your switch.
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TACACS+ provides for separate and modular authentication,
authorization, and accounting facilitieEACACS+ allows for a single
access control server (the TACACS+ daemon) to provide each
servica authentication, authorizabn, and accounting
independently. Each service can be tied intoitm database to take
advantage of other services available on that server or on the
network, dependingn the capabilities of the daemon.

The goal of TACACS+ is to provide a method foragiag multiple
network access points from a singf@nagement service. Your
switch can be a network access server along with other routers and
access servers.

30.2Configuring TACACS+

This section describes how to configure your switch to support
TACACSAt a minimum, you mustentify the host or hosts
maintaining the TACACS+ daemon and define the method lists for
TACACSauthentication. You can optionally define method lists for
TACACS+ authorization and accountinmethod list defines the
sequence ad methods to be used to authenticate, to authorize, or
to keep accountsn a user. You can use method lists to designate
one or more security protocols to be used, thus ensuarzackup
system if the initial method fails. The software uses the first mdtho
listed to authenticate, t@authorize, or to keep accounts on users; if
that method does not respond, the software selects the negthod
in the list. This process continues until there is successful
communication with a listed methodr the method listis exhausted.
Beginning in privileged EXEC mode, follow these steps to identify the
IP host or host maintaininACACS+ server and optionally set the
encryption key:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | tacacs+ Enable tacacs+.
Step 4 | tacacs+ server {ip | key} Configuring tacacs+.
Step 5 | show tacacs+ Verify your entries.
Step 6 cop){ runningconfig startup (Opt.ionaI)ISav_e your entries in the
config configuration file.
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Follow these steps to configutacacs+:
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)tacacs+

Switch(config)#acacs+ server ip 192.168.2.23
Switch(config)tacacs+ server key 123
Switch#show tacacs+

tacacs+ is enable.

tacacs+ server ip i192.168.2.23

tacacs+ server key is : 123

31 Smart Link & Monitor Link

Abstract:Smart Link is a feature developed to provide effective,
reliable link redundancy, load sharing, and fast convergence for dual
uplink networks. Monitor Link is a feature devpéa to complement
the link backup mechanism of Smart Link. By monitoring the uplink,
and synchronizing the downlink with the uplink, Monitor Link triggers
the switchover between the primary and backup links in a smart link
group. This document mainly degms the basic concepts,
mechanisms, and typical application scenarios of Smart Link and
Monitor Link.

31.1 Smart Link overview

Smart Link is a feature developed to address the slow convergence
issue with theSpanning Tree Protocol (STP).

Smart Link isledicated to dualuplink networks to provide link
redundancy with subsecond convergence. It allows the backup link to
take over quicklyvhen the primary link fails. In addition to fast
convergence, Smart Link is easytmfigure.

Smart link group

A smartlink group consists of only two member ports: the master
and the slave. At ime, only one port is active for forwarding, and
the other port is blocked, that is, in tr#andby state. When link
failure occurs on the active port due to physical fault, ergence of
unidirectional link for example, the standby pdcomes active to
take over while the original active port transits to the blocked state.

143



Master port

Master port is a port role in a smart link group. When the link states
of both ports in amat link group are normal, the master port
preferentially transits to the forwardingtate. Once the master port
fails, the slave port takes over to forward traffic. In this céfstne
smart link group is not configured with role preption, the master
port stays instandby state until next link switover even if it has
recovered.

Slave port

Slave port is the other port role in a smart link group. When the two
ports in a smart linigroup are both in the standby state, the master
port takes the precedenc® enter theactive state. When the

master fails, the slave port takes over with the state changiog
standby to active.

Flush message

Link switchover in a smart link group can outdate the current
forwarding entries. Tadapt to the new topology, netwarwide

MAC address and ARP table update mustdsee. A smart link group
achieves this by sending flush messages to notify aflegices to
update the address table.

31.2Smart Link Configuration

Configuring Smart Link Devices

You are recommended fisable the two ports to be added to a
smart link group tgrevent possible loops (which may result in
broadcast storms) during the configuration.

Follow these steps to configure a smart link device:

Command Purpose
Step 1 configure terminal Enter glob&configuration mode.
. ) : ify th fi ,
Step 2 interfaceinterfaceid Specify the port to configure, drenter

interface configuratioomode.
smartlink {master | Configure a port as the master or slave
slave} port of the smart link

Step 3
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smartlink flush Configure the control VLAN for sending|
Step 4
control flush messages
Step 5 show smardlink Verify your entries.
Step 6 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

Follow these steps to configusmart link.
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ihterface fastethemet 0/1
Switch(configf)#smartlink master
Switch(config)ihterface fastethemet 0/2
Switch(configf)#smartlink slave
Switch(configf)#exit
Switch¢onfig)#smartlink flushcontrol
Switch(config)#xit

Switch#show smarink

31.3 Monitor Link overview

Monitor link is a port collaboration solution introduced to
complement smart link. It igsed to monitor uplinks.

Monitor link is implemented througmonitor link groups.

A monitor link group consists of an uplinkrpand multiple downlink
ports.

Members of a monitor group can be single ports, static aggregation
groups, manuahggregation groups, or smart link groups. Note that a
smart link group in anonitor group can only serve as the uplink.

Operating Mechanism of Monitor Link

When the uplink of a monitor link group fails, the downlink ports in
the monitor linkgroup are shut down forcibly. When the uplink
recovers, all the downlink ports in tlgroup go up again.

31.4 MonitorLink Configuration
Follow these steps to configurenaonitor link device:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
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Specify the port to configure, drenter
interface configuratioomode.
monitor-link {downlink | | Configure a port as the master or slave

Step 2 | interfaceinterfaceid

Step 3 uplink} port of the smart link

Step 4 | show monitorlink Verify your entries.

Step 5 copy runningconfig (Optional) Save your entries tine
startup-config configuration file.

Follow these steps to configuraonitor link.
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)interface fastethemet 0/3
Switch(configf)#monitorink uplink
Switch(config)interfacefastethemet 0/4
Switch(configf)#monitorink downlink
Switch(configf)# exit

Switch(config)#xit

Switch#show monitosink

32 LLDP and LLENFED

Link Layer Discovery Protocol (LLDP), standardized by the IEEE as part
of 802.1ab, enables standardizedcbvery of nodes, which in turn
facilitates future applications of standard management tools such as
Simple Network Management Protocol (SNMP) in multivendor
networks. Using standard management tools makes physical
topology information available and helpgtwork administrators

detect and correct network malfunctions and inconsistencies in
configuration.

Media Endpoint Discovery (MED) is an LLDP enhancement that was
formalized by the Telecommunications Industry Association (TIA) for
voice over IP (VolP) plications.

Theimplementation of LLDP is based on the IEEE 802.1ab standard.
This document describes LLDP and EMBP and how they are
supported in software.
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32.1Finding Feature Information

Prerequisites for Using Link Layer Discovery Protdnol

Multivendor Networks

w TypelLengthValue (TLV) types 0 through 127

wTo support LLDMED, the following organizationally specific TLVs
must be implemented:

¢ Extended Powevia-Media Dependent Interface (MDI)

¢ Inventory

¢ LLDPMED Capabilities

¢ MAC/PHXConfiguration Status

¢ Network Policy

¢ Port VLAN ID

32.2 UnderstandingLLDP and LLENRED

IEEE 802.1ab LLDP

IEEE 802.1ab LLDP is an optional link layer protocol for network
topology discovery in multivendaretworks. Discovery information
includes devicedentifiers, port identifiers, versions, and other
details.As a protocol that aids network management, LLDP provides
accurate network mapping, inventory datnd network
troubleshooting information.

LLDP is unidirectional, operating only in an advegisnode. LLDP
does not solicit information omonitor state changes between LLDP
nodes. LLDP periodically sends advertisements to a constrained
multicast address. Devices supporting LLDP can send information
about themselves while they receiaad record ifiormation about

their neighbors. Additionally, devices can choose to turn off the send
or receive functions independently. Advertisements are sent out and
received on every active and enabliederface, allowing any device

in a network to learn about allebices to which it is connected.

Applications that use this information include network topology
discovery, inventory managemergmergency services, VLAN
assignment, and inline power supply.
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LLDPMED

LLDPMED operates between several classes of netwopkigment
such as IP phones, conferertmédges, and network connectivity
devices such as routers and switches. By default, a network
connectivity device sends out only LLDP packets until it receives
LLDPMED packets from an endpoidevice. The networkevice

then sends out LLBDRED packets until the remote device to which it
isconnected ceases to be LLIMED capable.

Types of Discovery Supported

LLDPMED provides support to discover the following types of
information, which are crucial tefficient opeation and
management of endpoint devices and the network devices
supporting them:

ACapabiIities Endpoints determine the types of capabilities that a
connected device supports anchich ones are enabled.

® Ly gGSyoPRBEDEsupport exchange of hardwasaftware,

and firmware versions, amoraher inventory details.

®w [!'b &aLls éﬁDeVicﬁﬁis&vﬂLdﬁis@mﬁches in speed and
duplex settings.

® [ 20 A2yt AnRipoint phrticOlarli ditelephone,
learns its location from a netwodevice. Tt location information
may be used for locatiehased applications on the telephone aisd
important when emergency calls are placed.

® b S ¢ 2 NietwhdR doriné€zvity devices notify telephones
about the VLANSs theghould use.

® t 2 N&WIrk connectiity devices and endpoints exchange
power information. LLDEDprovides information about how
much power a device needs and how a device is powdreBFMED
also determines the priority of the device for receiving power.

32.3 LLDP and LLENMEDConfiguratbn
Follow these steps to configureLdA DP and LLENPEDdevice:

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
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lldp {fastcount | hold- Set the interval of sending UDLD packe
multiplier | timer } and the aging timer.

Specify the port to configure, drenter
interface configuratioomode.

Enables an LLENREDTLYV or LLDP
packet transmissioon a supported
interface.

Step 2

Step 3 | interfaceinterfaceid

lldp {medtlv-select |

Step 4 mode }

show lldp { interface
[ethernetnumber] |
neighbors [ethernet
number | information] }
copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Step 5 Verify your entries.

Step 6

The following example shows LLDP configurations for two routers in
a network. Htd time, a timervalue, and TLVs are configured for each
router. In each case an assumption is made that the Ethernet
interfaces being configured are in the UP state.

Configure LLDP d@witchwith TLV options.

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#dp

switch(config)ihterface fastethemnet 0/1

switch(configif-fa 0/1)#ldp medtlv-select all

switch(configif-fa 0/1)#exit

switch(config)éxit

Switch#how lidp

Switch#how lldp interface infanation

Switch#how runningconfig

33 DDM

33.1 Introduction of Digital Diagnostic Monitoring
“ DDM

The communication system capacity, transfer rate, and service level
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requirements continue to increase, communication networks
become increasingly large, masingly complex communication link
managementPeople are eager to use intelligent performance
detection technology in communication system to solve this growing
problem. The digital diagnostic monitoring of optical transceiver
module provides such lowost performance test means

Definition:

DDM means Digital Diagnastonitoring.

The features of Digital Diagnostic Monitoring:

w Monitoring module operating temperature

w Monitoring module operating voltage

w Monitoring module operating current

w Display moduléactory version.

Through reatime monitoring the module internal operating voltage
and temperature allowing the system administrators tofl out
some potential problems:

wIf Vcce voltage is too high, it will breakdown CMOS device; If Vcc
voltage is todow, the laser does not work.
wlf received power is too high, it will damage the receiver module
w If working temperature is too high, it will accelerate the aging of
the device.
2Kl GQa Y2NB:=Z Al Oy Y2yAid2NI GKS O
remote transnitters by monitoring tke received optical power
meter.
Digital diagnostic monitoring applications:
The DDM function provides a performance monitoring tool for the
system that can help the system management to predict the life of
the madule, isolate the sstem fault,verify compatibility of the
module during the instadition.
The appearance of the module with DDM andheiit DDM is same,
but the internal circuit is different. ¥ Y2 RdzZ S R2Say Qi
function, once the products appear problems, it witit provide
prompt alarm.

33.2View DDM information
Follow these steps tesiew DDM information.
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Command Purpose
Step 1 | configure terminal Enter global configuration mode.
show transceiver interfaces
Step 2 | {fastEthernetinterfaceid | Verify your entries.

gigabitethernetinterfaceid}

The following example shovBDMinformation of SFAmodule.

Switch>enable

Switch#show transceiver interfaces

Fkkkkok ko ok koo ko

Gi0/1 Common Information

Transcevier Type :SFP/SFP+

Connector Type 'LC

Compliance :1000BaseSX | SN M5/M5E M6 100MB/s
200MB/s

Length(50 um)OM2 :300 (m)
Length(62.5 um)OM1 :150 (m)

Laser wavelength :850(nm)

Digital Diagnostic Monitoring :Yes

Vendor Name :FINISAR CORP.
Vendor PN :FTLF8519P2BNL
Vendor SN (PF918XW

Date :2/25/2009
Temperture(Celsius) :128.39

Voltage(V) :3.34

Bias Current(mA) :8.49

Bias High Threshold(mA) :17.00

Bias Low Threshold(mA) :1.00

Rx Power(dBM) -4.65

RX Poer High Threshold(dBM) :1.00

RX Power Low Threshold(dBM) :-20.00

Tx Power(dBM) -4.44

TX Power High Threshold(dBM) :-2.00

TX Power Low Threshold(dBM) :-11.74

switch#
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34 |IPStack Overview

34.1 Introduction to IPSack

With networks getting larger in size and more complicated in
structure, network configuratiobbecomes a tough task for the
network administratorsIPStacks developed to solve these issues.
IPStacladopts aMASTER/SLAW#Odel andvirtual ip of SLAVE send
by master.

IPStack setup
IPStaclkgroup

IPStack group mean witch switch can set though IPStack, set IPStack
group of some switches as samé¢hen you can option these

switches can though IPStack, ysannotoption switchesthough

IPStack if they are not the same group.

IPStack name
IPStack namdistinguishswitches in the same group, so you can select
them in topology.

IPStack priority

IPStack adopts a MASTER/SLAVE madein some switches
interaction though IPStack, 8t they elect MASTERhichhas the
lowest priority number IPStack priorityncludes ID andpriority,
when priority are same, who has the lowest switch ID is MASTER

IPStack role
You can set role of switch static, the role of switch is set by
administrator.
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34.2 IPStackonfiguration

Enable IPStack

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 | lldp Enable lldp.
Step 3 | IPStack Enable IPStack.
Step 4 | show ip IPStack Verify your entries.
Step 5 copy runningconfig (Opt.ional).Sav.e your entries in the
startup-config configuration file.

This example shows how to configuRStack
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#dp

Switch(config)#PStack

Switch(config)exit

Switch#show IPStack

Switch#copy runningconfig startupconfig

Configure IPStack Group

Command Purpose
Step 1 | configure terminal Enterglobal configuration mode.
Step 2 | IPStack groupame Configure IPStack group name.
Step 3 | show IPStack Verifyyour entries.
Step 4 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

This example shows how to configuRStack group
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#PStack group test

Switch(config)#xit

Switch#show IPStack
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Configure IPStack Name

Command Purpose
Step 1 | configure terminal Enter global enfiguration mode.
Step 2 | ipstack namaame Configure IPStack name.
Step 3 | show ipstack Verify your entries.
Step 4 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

This example shows how to configuRStack name
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)#pstack name test

Switch(config)#xit

Switch#show ipstack

Configure IPStack priority

Command Purpose
Step 1 | configure terminal Enter global configuratiomode.
Step 2 | IPStack prioritypriority Configure IPStack priority.
Step 3 | show IPStack Verify your entries.
Step 4 copy runningconfig (Opt_ional)_Sa\{e your entries in the
startup-config configuration file.

This example shows how to configuRStack priority
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)pstackpriority 100

Switch(config)#xit

Switch#show ipstack

Configure IPStack role

Command Purpose

Step 1 | configure terminal Enter global configuratiomode.

Step 2 | IPStack role abilitfm|ms] Enable IPStack role.

154



Step 3 | show IPStack Verify your entries.
copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Step 4

This example shows how to configuRStack role
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)ipstack roleability s

Switch(config)#xit

Switch#show ipstack

35 Configuring System Message
Logging

35.1Understanding System Message Logging

By default, a switch sends the output from system messages and
debug privileged EXEC commanda togging process. Thegging
process controls the distribution of logging messages to various
destinations, such as the logging buffer, terminal lines, or a syslog
server, depending on yowonfiguration. The process also sends
messages to the console.

When the logging process disabled, messages are sent only to the
console. The messages are sentreey are generated, so message
and debug output are interspersed with prompts or output from
other commands. Messages appear on the console after the process
that generated themhas finished.

You can set the severity level of the messages to control the type of
messages displayed on the consafel each of the destinations. You
can time stamp log messages or set the syslog source address to
enhance reatime debugging and manageme For information on
possible messages, refer to tegstem message guide for this
release.

You can access logged system messages by using the switch
commandline interface (CLI) or by savitigem to a properly
configured syslog server. The switch softevaaves syslog messages
in an internabuffer. You can remotely monitor system messages by
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accessing the switch through Telnet, through tlmmsole port, or by
viewing the logs on a syslog server.

35.2 ConfiguringMessage Logging

Enabling Message Logginglocal

Command Purpose
Step 1 configure terminal Enter global configuration mode|
logging type {dai | interface |
Step 2 loop-check | overload | pause | Enable logging message of loca
| web}
show runningconfig
Step3 or Verify yourentries.
show logging
copy runningconfig startup (Optional) Save your entries in
Step4 . . L
config the configuration file.

Follow these steps to configutegin web message of local.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#ogging type web

Switch(config)#xit

Switch#show logging

Switch#show runningconfig

Setting the Message Display Destination Device

Command Purpose

Step 1 | configure terminal Enter global configuration mode.

logging {degree | Configuring the logging message of
Step 2 . I .

server | serverip} destination device.

show runningconfig
Step4 | or Verify your entries.

show logging

copy runningconfig (Optional) Save your entries in the
Step 5 N X L

startup-config configuration file.
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Follow thesesteps to configurdogin web message ofedtination
device

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)dogging server

Switch(config)iogging serverp 192.168.2.5

Switch#show logging

Switch#showrunningconfig

36 ConfiguringTcpdump

36.1UnderstandingTcpdump

Tcpdump prints out a description of the contents of packets on a
network interface that match the boolean expression. Which causes it
to read from asaved packet file rather than to read pes from a
network interface. In all casesnly packets that match expression will
be processed by tcpdump.

When tcpdump finishes capturing packets, it will report counts of:
packets ““captured” (this is the number of packets that tcpdurap
received ad processed);

packets “‘received by filter" (the meaning of this depends then
OS on which you're running tcpdump, and possibly on thethayDS
was configured if a filter was specified on the commatide, on
some OSes it counts packetegardless of whether theywere
matched by tle filter expression and, even if they wemeatchedby
the filter expression, regardless of whether tcpdurhas read and
processed them yet, on ber OSes it countsnly packets that were
matched by the filter epression regardless afhether tcpdump ha
read and processed them yet, and ather OSes it counts only
packets that were matched by the filterexpression and were
processed by tcpdump

packets “drpped by kernel" (this is the number packetsthat were
dropped, due to a lack of buffer space, by the packepture
mechanism in the OShowhich tcpdump is running, the OSreports
that information to applications; if not, it will beeported as 0).
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Common uses

Tcpdump prints the contents of network gaats. It can read packets
from a network interface card or from a previously created saved
packet file. Tcpdump can write packets to standard output or a file.

It is also possible to use tcpdump for the specific purpose of
intercepting and displaying theommunications of another user or
computer. A user with the necessary privileges on a system acting as
a router or gateway through which unencrypted traffic such as Telnet
or HTTP passes can use tcpdump to view login IDs, passwords, the
URLs and content @febsites being viewed, or any other unencrypted
information.

The user may optionally apply a Bf4sed filter to limit the number

of packets seen by tcpdump; this renders the output more usable on
networks with a high volume of traffic.

36.2 Disabling and Enabling thiepdump

Command Purpose
tcpdump [aarp | arp | Enable tcpdump all types of packets. O
Step 1 | icmp|ip|ipv6 |rarp | enable tcpdump specifies the packet
tcp | udp] type.
Step 2 | tcpdump param Set specifies the detailgzarameters of
tcpdump.

1). Follow these steps to configutepdump, gint out the arp packet
information.
Switch# tcpdump arp

2).Follow these steps to configutepdump, shut down tcpdump.
Switch# no tcpdump

3). Follow these steps to configutepdump, gint out the all packet

information.
Switch#cpdump

158



371Pv6 Overview

Internet Protocol Version 6 (IPv6), also called IP next generation
(IPng), was designday the Internet Engineering Task Force (IETF) as
the successor to Internet Protocgkrsion 4 (IPv4). The significant
difference between IPv6 and IPv4 is that Ii@eases the IP

address size from 32 bits to 128 bits.

37.11Pv6 Features

Header format simplification

IPv6 cuts down some IPv4 header fields or move them to the IPv6
extensionheaders tareduce the length of the basic IPv6 header. IPv6
uses the basic header with a fixehgth, thus making IPv6 packet
handling simple and improving the forwardiefficiency. Although

the IPv6 address size is four timésit of IPv4 addresses, tisézeof

basic IPv6 headers is 40 bytes and is only twice that of IPv4 headers
(excluding theOptions field).

Adequate address space

The source and destination IPv6 addresses are both 128 bits (16
bytes) long. IPv6 caprovide 3.4 x 1038 addresses to coetply
meet the requirements of hierarchicatidress division as well as
allocation of public and private addresses.

Hierarchical address structure

IPv6 adopts the hierarchical address structure to quicken route
search and reduce thgystem source occupiday the IPv6 routing
table by means of route aggregation.

Automatic address configuration

To simplify the host configuration, IPv6 supports stateful and

stateless addressonfiguration.

w Stateful address configuration means that a host acquires an IPv6
address andrelated information from a server (for example, DHCP
server).

w Stateless address configuration means that a host automatically
configures arlPv6 address and related information on basis of its
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own linklayer address and therefix informationadvertised by a
router.

In addition, a host can generate a litdcal address on basis of its
own linklayeraddress and the default prefix FE80::/64) to
communicate with other hosts on the link.

Built-in security

IPv6 uses IPSec as its standard exteriséater to provide endo-
end security. Thifeature provides a standard for network security
solutions and improves thiateroperability betwesn different IPv6
applications.

QoS support
The Flow Label field in the IPv6 header allows the device to label
packets in a flow angrovide special handling for these packets.

Enhanced neighbor discovery mechanism

The IPv6 neighbor discovery protocol is implemented through a

group of InternetControl Message Protocol Version 6 (ICMPv6)
messages that manages theanfationexchange between neighbor
nodes on the same link. The group of ICMPVv6 mesdages the

place of Address Resolution Protocol (ARP) message, Internet Control
Message Protocol version 4 (ICMPv4) router discovery message, and
ICMPv4edirection mesage to provide a series of other functions.

Flexible extension headers

IPv6 cancels the Options field in IPv4 packets but introduces multiple
extensionheaders. In this way, IPv6 enhances the flexibility greatly

to provide scalability for IRhile improving the handling efficiency.

The Options field in IPv4 packets containdytes at most, while the
size of IPv6 extension headds restricted by that of IPyackets.

37.2 Introduction to IPv6 Address

IPv6 address format

An IPv6 address is repraged as a series of #6it hexadecimals,
separated bycolons. An IPv6 address is divided into eight groups,
and the 16 bits of each group arepresented by four hexadecimal
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numbers which are separated by colons, for example
2001:0000:130F:0000:0000:09806A:130B.

To simplify the representation of IPv6 addresses, zeros in IPv6

addresses can beandled as follows:

w Leading zeros in each group can be removed. For example, the
abovementionedaddress can be represented in shorter format as
2001:0:130F:0:0:9C0:876A:130B.

wlf an IPv6 address contains two or more consecutive groups of
zeros, they can beeplaced by the doubleolon :: option. For
example, the abovenentionedaddress can be represented in the
shortest format a2001:0:130F::9C075A:130B.

An IPv6 address consists of two parts: address prefix and interface
ID. The addreggrefix and the interface ID are respectively
equivalent to the network ID and the host iDan IPv4 address.

An IPv6 address prefix is written in |Padidressprefix-length
notation, wherelPv6address is an IPv6 address in any of the
notations and prefidength is a decimalumber indicating how many
bits from the utmost left of an IPv6 address are Hurress prefix.

IPv6 address classification

IPv6 addressefall into three types: unicast address, multicast

address, and anycaatldress.

wUnicast address: An identifier for a single interface, similar to an
IPv4 unicasaddress. A packet sent to a unicast address is
delivered to the interface identifietly that aldress.

w Multicast address: An identifier for a set of interfaces (typically
belonging tadifferent nodes), similar to an IPv4 multicast address.
A packet sent to a multicasddress is delivered to all interfaces
identified by that address.

wAnycasiaddress: An identifier for a set of interfaces (typically
belonging to different nodes). A packet sent to an anycast address
is delivered to one of the interfaces identified by that address (the
YySIENBailG 2ySs FO002NRAYy3 (2 GKS N
distance).
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Unicast address

There are several forms of unicast address assignment in IPv6,

including aggregatablglobal unicast address, lidcal address, and

site-local address.

w The aggregatable global unicast address, equivalent to an IPv4
publicaddress, iprovided for network service providers. The type
of address allows efficient roufgrefix aggregation to restrict the
number of global routing entries.

w The linklocal address is used for communication between-link
local nodes imeighbor discoery and stateless autoconfiguration.
Routers must not forward anyackets with lindocal source or
destination addresses to other links.

wIPVv6 unicast sitéocal addresses are similar to private IPv4
addresses. Routersust not forward any packets with siocal
source or destination addressestside of the site (equivalent to a
private network).

wLoopback address: The unicast address 0:0:0:0:0:0:0:1
(represented in theshortest format as ::1) is called the loopback
address and may never be assigre@nyphysical interface. Like
the loopback address in IPv4, it may be used hgde to send an
IPv6 packet to itself.

w!'yFrdaaiadySR FRRNBaay ¢KS dzyaoOl ai
unassigned addresand may not be assigned to any node. Before
acquiring a validAv6 address, mode may fill this address in the
source address field of an IPv6 packet, but mause it as a
destination IPv6 address.

Multicast address

Besides, there is another type of multicast address: soligitede
address. Aolicitednode multcast address is used to acquire the
link-layer addresses of neighboodes on the same link and is also
used for duplicate address detection (DAD). B&s6 unicast or
anycast address has one corresponding solieitede address. The
format of a soliciteehode multicast address is as follows:
FF02:0:0:0:0:1:FFXX:XXXX

Where, FF02:0:0:0:0:1 FF is permanent and consists of 104 bits, and
XX:XXXX is thast 24 bits of an IPv6 unicast or anycast address.
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Interface identifier in IEEE EA64 format

Interfaceidentifiers in IPv6 unicast addresses are used to identify
interfaces on a linknd they are required to be unique on that link.
Interface identifiers in IPv6 unicaatldresses are currently required

to be 64 bits long. An interface identifier in IHEHBEBE64 format is
derived from the linkdayer address of that interface. Interface
identifiers in IPv6 addresses are 64 bits long, while MAC addresses
are 48 bits longTherefore, the hexadecimal number FFFE needs to
be inserted in the middle of MA&idressestehind the 24 high

order bits). To ensure the interface identifier obtainkdm a MAC
address is unique, it is necessary to settinéversal/local (U/L) bit
(theseventhhig2 NRSNJ 6 A0 (2 damMéd ¢Kdzaz |
IEEE EW84 format isobtained.

37.3 Introduction to IPv6 Neighbor Discovery Protocol
IPv6 Neighbor Discovery Protocol (NDP) uses five types of ICMPv6
messages tamplement the following functions:

wAddress resolution

w Neighbor reachability detection

wDuplicate address detection

w Routerprefix discovery and address autoconfiguration

w Redirection

The NDP mainly provides the following functions:

Address resolution

Similar to the ARP function in IPv4, a node acquires thddirde
addresses ofieighbor nodes on the same link through NS alfd
messages. Figurellshows hownode A acquires the linkayer
address of node B.
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Host A Host B

L8 $

ICMP type =135 NS

Src= A

Dst = solicited-node multicast address of B
Data = link layer address of A

ICMP type = 136
* Src=B
Dst=A

Data = ink layer address of B

Figure 11 Address resolution
The address resolution procedure is as follows:

1) Node A multicasts an NS message. The source address of the NS
message is thtPv6address of an interface of node A and the
destination address is theolicitednode multicast address of node B.
The NS message contains timk-layer address of node A.

2) After receiving the NS message, node B judges whether the
destination addressf the packet corresponds to the solicitexbde
multicast address. If yes, nodecBn learn the linkayer address of

node A, and unicasts an NA messagstaining its lindayer address.

3) Node A acquires the liflayer address of node B from the NA
message.

Neighbor reachability detection

After node A acquires the liHryer address of its neighbor node B,
node A can verifwhether node B is reachable according to NS and
NA messages.

1) Node A sends an NS message whose destination address is the
IPv6 addressf node B.

2) If node A receives an NA message from node B, node A considers
that node B igeachable. Otherwise, node B is unreachable.

Duplicate address detection

After node A acquires an IPv6 address, it will perform duplicate
address detection (DAY determine whether the address is being
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used by other nodes (similar to tlgatuitous ARP function of IPv4).
DAD is accomplished through NS and NA messaggse 12 shows
the DAD procedure.

Host A Host B
a 2000::1 a
ICMP type = 135 NS
Src=1::
Dst= FF02::1:FAQ:1
Data = 2000::1
ICMP type = 136
<L Src=2000::1
Dst = FF02::1

Target address = 2000::1

Figure 12 Duplicate address detection
The DAD procedure as follows:

1) Node A sends an NS message whose source address is the
unassigned addresand destination address is the corresponding
solicitednode multicast address dfie IPv6 address to be detected.
The NS message contains the IPv6 address.

2) Ifnode B uses this IPv6 address, node B returns an NA message.
The NAmessage contains the IPv6 address of node B.

3) Node A learns that the IPv6 address is being used by node B after
receiving theNA message from node B. Otherwise, node B is not
using the Pv6 address andode A can use it.

Router/prefix discovery and address autoconfiguration

Router/prefix discovery means that a node locates the neighboring
routers, and learnshe prefix of the network where the host is

located, and other configuration pameetersfrom the received RA
message.

Stateless address autoconfiguration means that a node automatically
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configures arlPv6 address according to the information obtained
through router/prefix discovery.

The router/prefix discovery is implemented througB Bnd RA
messages. Theuter/prefix discovery procedure is as follows:

1) After started, a node sends an RS message to request the router
for the addresgprefix and other configuration information for the
purpose of autoconfiguration.

2) The routereturns an RA message containing information such as
prefixinformation option. (The router also regularly sends an RA
message.)

3) The node automatically configures an IPv6 address and other
information for itsinterface according to the address prefixdan

other configuration parameters in thRA message.

Redirection

When a host is started, its routing table may contain only the default
route to thegateway. When certain conditions are satisfied, the
gateway sends an ICMPV6 redireséssage to the sourceobt so

that the host can select a better next hop to forwagrdckets (similar

to the ICMP redirection function in IPv4).

The gateway will send an IPv6 ICMP redirect message when the

following conditionsare satisfied:

w The receiving interface is tHerwarding interface.

w The selected route itself is not created or modified by an IPv6
ICMP redirectnessage.

wThe selected route is not the default route.

w The forwarded IPv6 packet does not contain any routing header.

37.4Configuring Basic IPv6 Functions

37.4.1Configuring the IPv6 address

TheSwitches support assigning IPv6 Global Unicast Addres addresses
to VLAN interfaces. Besides directly assigning an IPv6 Global Unicast
Addres address to a VLAN interface, it also has Link Local Address.
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Configurdion procedure

Command Purpose
Step 1 configure terminal Enter global configuration mode.
Enter interface configuration mode, and
. . enter the VLAN to which the IPv6
Step 2 interface vlarvlan-id . L . .
information is assigned. The range is 1
4094.
ipv6 addresspve-
Step 3 P ® Enter the IPv6 address and subnet mag
address subnemask
Step 4 exit Return to global configuration mode.
Step 5 Sh"“,’ interfaces vian Verify the configured IPv6 address.
vlarrid
Step 6 show ipv6 interface Verifythe IPv6 configuration
brief information of interface.
Step 7 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

This example shows how to configure an interface as a VLAN
interface port and to assign it an IPv6 address

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ihterface vian 2
Switch(configf)#ipvé address 2001::1/64
Switch(configf)#no shutdown
Switch(configif)# exit

Switch(config) #xit

Switch#

To remove theswitch IPv6 address, use the ipv6 addresspv6-
address subnemaskinterface configuration command. If you are
removing the address through a Telnet session, your cormeth

the switch will be lost.

37.4.2Configuring the IPv6 defaulgateway

| l

Command

| Purpose
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Step 1 | configure terminal Enter global configuration mode.
Step 2 | ipv6 route defaultX:X::X:X | Configure ipv6 defauljateway.
copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Step 3

This exampleshows how to configure dhcp trust port: and enable
option

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#pvé route default 2000::1

Switch(config)#xit

37.4.3Ping or Traceroute with IPv6

Command Purpose
Step 1 | ipv6 ping x:x::x:X Ping with IPv6
Step 2 | ipv6 tracertoute x:x::x:x | Traceroute with IPv6

This example shows hotw ping or traceroute with IPv6
Switch#ipv6 ping 2001::2

PING 2001::2 : 56 data bytes,press CTRL_C to break

64 bytes from 2001::2: seqtl=128 time=100

64 bytes from 2001::2: seq=2 ttl=128 time=1

64 bytes from 2001::2: seq=3 ttI=128 time=1

---2001::2 ping statistics-

3 packets transmitted

3 packets received

0% packet loss

roundtrip min/avg/max = 1/34/100 ms
switch#ipv6 traceroute 2001::2 ttl 3
traceroute to traceroute (2001::2)

1nprobes: 3

2001::2 (2001::2) 0.000 msnprobes: 3

*nprobes: 3

0.000 ms
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37.44 Configuring the IPv6 DHCP Snooping agent

The Dynamic Host Configuration Protocol version 6 (DHCPFg63
network protocol for configuring Internet Protocol version 6 (IPv6)
hosts with IP addresses, IP prefixes and other configuration data
required to operate in an IPv6 network. It is the IPv6 equivalent of the
Dynamic Host @hfiguration Protocol for IPv4.

To make DHCPv6 Server to obtain accurate physical location
information of DHCPV6 users, the Option37 or Option38 fields can be
added to the DHCPv6 message.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Step 2 ipv6é dhcp snoopingemote-id Enable DHCP snooping agent
option remote-id globally.
Step 3 ipv6 dhcp snooping Enable DHCP snooping agent
subscribetid option subscribesid globally.
Specify the port to configure, an
Step 4 | interfaceinterfaceid enter interface configuratin
mode.
Step 5 | ipv6 dhcp snooping trust g:rrt]flgure dhepv6 snooping trust
Step 6 copy runningconfig startup (Optional) Save your entries in the
config configuration file.

This example shows how to configure dhcp trust port: and enable
option

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#pvé dhcp snooping remoid option

Switch(config)#pvé dhcp snooping subscribiéroption

Switch(config)inhterface fastethemet 0/18

Switch(configf)#ipvé dhcp spoping trust

Switch(configf)# exit

Switch(config)#xit

37.4.5Configuring DHCPv6 Option string
Specifies the string value for the remel® and subscribeid.
Specify aroption value:
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wpvt port + BBVLAN
Specify the delimiter betweeport/BD-VLAN.
Valuesfor delimiterinclude: #|,|.|;|/|space.|

Command Purpose
Step 1 configure terminal Enter global configuration mode.
pve dth §noop|ng Configuring the delimiter for DHCPv§
Step 2 subscribesid select pv 8 -
L snooping agent subscribéd
delimiter
. . . Specify the client port to configure
Step 3 interfaceinterfaceid remote-id and subscribeid
Step 4 show runningconfig Verify your entries.
Step 5 pv6 thp sqoop|ng configure remoteid
remote-id string
Step 6 Iv6 dth .snoo.plng configure subscriberd
subscribe#id string
Sten 7 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

Follow these steps to configutke delimiter for PPPoE+
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ipvé dhcp snooping subscriberselect pv delimiter #
Switch(config)ihterface gigabitethemet 0/1

switch(configif-gi 0/1)#ipv6 dhcp snooping remodd switch
switch(configif-gi 0/1)#ipv6 dhcp snooping subscribierswitch
switch(confg-if-gi 0/1)#exit

Switch(config)#xit

Switch#show runningconfig

37.4.6Configuring the SNMP over IPv6

Command Purpose
Step 1 configure terminal Enter global configuration mode.
Step 2 Snmpserver Enable the SNMP agent operation
Step 3 Snmpserver ipveudp-port- Enable SNMP ipv6 and configure
number the UDP port number
Step 4 snmpserver communityvé | Configure the communityvé string.
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[vl | v2c][ro| rw] string
[X:X::X:Xpv6-address|
defaulf] oid-number

Step 5 show snmp Verify yourentries.
Sten 6 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

To remove a specific community string, use tllesnmpserver
communityv6 [v1 | v2c] [ro | rw] string[X:X::X:X ig6-address|
default] oid-numberglobal configuratiocommand.

This example shows how to assign the stpnigateto SNMP, to
allow readwrite access

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)#nmpserver

Switch(config)#nmpserver

switch(config)#snmpserver ipvé 200

Switch(config)#nmpserver communityvé v2c rw public default 1.3.6.1
Switch(config)#xit

Switch#show snmp

38 PPPoOE+ Overview

This section describes the principle of PPPoE+.

Currently, PPPoE provides authentication aedturity, but still has
certain disadvantages, fexample, account embezzlement.

In common PPPoE dialup mode, when users dial up through PPPoE
from different interfaces oflevices, they can access the network as
long as their accounts are authenticatedcsassfully orthe same
RADIUS server. After PPPoE+ is enabled, you need to enter the user
name andpassword in authentication and the authentication packet
carries information including thenterface. If the port number
identified by the RADIUS server iffetent from the configurecne,

the authentication fails. In this manner, unauthorized sseannot
embezzle the accountsf authorized users (mainly the company) to
access the Internet.
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38.1PPPoE+ Features

The switch can add the device type and interface number to the
received PPPoE packets. In this manner, the PPPoE server can perform
policy control flexibly for the client according to the information in the
received PPPoOE packets, for example, IP address allocatitmol and
flexible accounting.

To prevent the access of unauthorized users during PPPoE
authentication, configure PPPoB# theswitch In this case, interface
information is added to the PPPoE packets. This ensteésork
security.

38.2ConfiguringPPRE+

38.2.1Enabling PPPoE+ Globally

Command Purpose

Step 1 | configure terminal Enter global configuration mode.
PPPOE intermediate

Step 2 | agent information PPPOE+ is enabled globally.
enable

Step 3 | show runningconfig Verify your entries.

Step 4 copyrunning-config (Optional) Save your entries in the
startup-config configuration file.

Follow these steps to configuRPPOE+ is enabled on all the interfaces.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config){ppoeintermediateagent information enable

Switch(config)#xit

Switch#show runningconfig

38.2.2Configuring the Information Field Content to Be Added To
PPPoE Packets

After PPPoOE+ is enabled globally, uside interfaces on thewitch

add circuitid and renoteid in common format to the received PPPoE
packets. You can modify the format of the field to be added to PPPoE
packets.
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Command Purpose
Step 1 configure terminal Enter global configuration mode.
PPPOE intermediatagent Add fields in specified format to
Step 2 format { circuitid | remote- | the received PPPOE packets.
id } { ascii | hex }
Step 4 show runningconfig Verify your entries.
Step 5 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

The format andcontents of fields to be added to PPPoE packets are
set.

After the pppoe intermediateagent information formatcommand is
run in the system view

Follow these steps to configute add fields in specified format to the
received PPPoOE packets.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ppoe intermediateagent information format circuitl ascii
Switch(config)fppoe intermediateagent information format remotéd ascii
Switch(config)#xit

Switch#show runring-config

38.2.3Configuring the Delimiter for PPPoE IA
Specifies the ASCII string value for the cirtiit
Specify aroptionvalue:

wpvt port + BBVLAN

Specify the delimiter betweeport/BD-VLAN.
Values fodelimiterinclude: #|,|.|;|/|space.|

Command Purpose

Step 1 configure terminal Enter global configuration mode|
PPPOE intermediatagent
Step 2 delimiter

Configuring the delimiter for

PPPOE+
(1. 1.1:1:1/]space}
Step 3 show runningconfig Verify your entries.
copyrunning-config startup (Optional) Save your entries in
Step 4 . ) LT
config the configuration file.
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Follow these steps to configutke delimiter for PPPoE+
Switch#configure terminal

Enter configuration commands, one per line.
Switch(config){ppoeintermediateagent delimiter #

Switch(config)#xit

Switch#show runningconfig

38.24 Configuring PPPoE IA on an Interface

This setting applies to all frames passing through this interface,
regardless of the EFP to which they belong. By default the PRPoE
feature is disabled on all interfaces. You need to run this command on
every interface that requires this feature.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Enter interface configuratiomode,
Step 2 | interfaceinterfaceid and enter the interface for which you

are adding a description.

pppoe intermediateagent
Step 3 | information { circuitid | Configuring PPPOE IA on an interfac
remote-id | strip | trusted }
show pppoe intermediate

Step 4 Veri try.
ep agent info erify yourentry.
Sten 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

Enables PPPOE IA on the interface

Enabling PPPOE |A on an interface does not ensure that incoming
packets are tagged. For this to happen PPPoE |IA bmugnabled
globally, and at least one interface that connects the device to PPPoE
server has a trusted PPPOE I|A setting.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Enter interfaceconfiguration mode, and
Step 2 | interfaceinterfaceid enter the interface for which you are
adding a description.
Step 3 | pppoe intermediate Enable PPPoOE IA on an interface.
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agent information

Step 4

show pppoe
intermediate-agent info

Verify your entry.

Step 5

copy runningconfig

startup-config

(Optional) Save your entries in the
configuration file.

Follow these steps to enabl&®PPoE |A on interface gi 0/1.
Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ihterface gigabitethemet 0/1

Switch(configf-gi 0/1)#pppoe intermediateagent information

Switch(configf-gi 0/1)#end

Switch#show runningconfig

Configuring PPPoE IA Circlld on an Interface

You can configure the circdid on a physical interface. The PADI,
PADR, and PADT patk(belonging to PPPOE discovery stage) that are
received on this physical interface are tagged with either one of these
IDs. These packets are tagged regardless of their VLAN iERP Rat
enabled for that VLAN.

Set the circuiiD on an interface to @rride the automatic generation

of the circuitID by the switch.

Command Purpose
Step 1 configure terminal Enter global configuration mode.
Enter interface configuration mode,
Step 2 interfaceinterfaceid and enter the interface for which you
areadding a description.
oe intermediate N s
PPp .I . I Configuring PPPoE IA Cirddifor an
Step 3 agent information .
s . interface.
circuitid string
show pppoe .
Step 4 X X ) Vv try.
ep intermediateagent info erify your entry
Sten 5 copy runningconfig (Optional) Savgour entries in the
P startup-config configuration file.

Follow these steps to configurif@PPoE IA Circdd on interface gi
0/1.
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Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)inhterface gigabitethemet 0/1

Switch(configf-gi 0/1)#pppoe intermediateagent information circuiid root
Switch(configf-gi 0/1)#end

Switch#show runningconfig

Configuring PPPoE IA Remdf® on an Interface

You can configure the remo#® on a physical interface. The PADI,
PADRand PADT packets (belonging to PPPoE discovery stage) that are
received on this physical interface are tagged with either one of these
IDs. These packets are tagged regardless of their VLAN if PPPoOE is not
enabled for that VLAN.

Set the remotelD for subsriber link identification. Configure the
remote-ID on every interface in which you enabled PPPoE IA.
Otherwise, the default value for remot® is the switch MAC address.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Enter interface configuration mode,
Step 2 | interfaceinterfaceid and enter the interface for which you

are adding a description.

pppoe intermediateagent

Step 3 | information remoteid Configuring PPPOE IA Remtdor

an interface.

string
show pppoe itermediate- .
tep 4 Vv try.
Step agent info erify your entry
Sten 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

Follow these steps to configurii@PPoE IA remotel on interface gi
0/1.

Switch#configure terminal

Enter configuration commands, one per line.

Switch(config)ihterface gigabitethemet 0/1

Switch(configf-gi 0/1)#pppoe intemmediateagent information circuiid granite
Switch(configf-gi 0/1)#end

Switch#show runningconfig
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Configuring the PPPoE IR&ust Setting on an Interface

Interfaces that connect the device to the PPPOE server are configured
as trusted. Interfaces that connect the device to users (PPPOE clients)
are untrusted.

This setting is disabled by default.

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
Enter interface configuration mode, and
Step 2 | interfaceinterfaceid enter the interface for which you are

adding a description.

pppoe intermediate

Step 3 | agent information Configuring PPPoE tiysted interface.
trusted
show pppoe .
Step 4 Vi try.
°p intermediate-agent info erify your entry
Sten 5 copy runningconfig (Optional) Save your entries in the
P startup-config configuration file.

To prevent bogus PPPoE servers and the security risk caused by PPPoE
packets forwarded to no#PPPOE service interfaces, you can configure
the interface connecting theswitch and the PPPoE server as the
trusted interface. After the trusted interface is camired, PPPoE
packets sent from the PPPoE client to the PPPOE server are forwarded
through the trusted interface onlyn addition, only the PPPoE packets
received from the trusted interface are forwarded to the PPPoE client.
The trusted interface only camls protocol packets in PPPoE
discovery period, and does not control service packets in PPPoE
session period.

Follow these steps to configutbe PPPoHrusted interface
Switch#configure terminal

Enter configuration commands, one per line.

Switch(cafig)#interface gigabitethemet 0/1

Switch(configf-gi 0/1)#pppoe intermediateagent information trusted
Switch(configf-gi 0/1)#end

Switch#show runningeonfig
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38.25 Example for Configuring PPPoE+

As shown in Figur87-1, the Switch is connected tthe upstream
device BRAS and thdownstream device PC; the PPPOE server is
configured on the BRAS device. PPPoE+ is enahldéde Switch to
control and monitor dialup users.

PPPOE server

PPPoE+

Switch

Fa 0/1 Fa 0/2

PPPoE client PPPoE client

Step 1 Enable PPPoE+.

Switch#configure terminal

Enter configuration commands, one per line.
Switch(config)fppoe intermediateagent information enable

Step 2 Configure the trusted interface.
Switch(config)ihterface gigabitethemet 0/1
Switch(configf-gi 0/1)#pppoe intermediateagent informatiortrusted

Step 3 Enable pppoe+ on client port.
Switch(config)interface fastethemet 0/1

Switch(configf-fa 0/1)#pppoe intermediateagent information
Switch(configf-fa 0/1)#exit

Switch(config)ihterface fastethemet 0/2

Switch(configf-fa 0/2)#pppoeintermediateagent information
Switch(configf-fa 0/1)#end

Switch#
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The following are specific commands for PPPoE+

1.set circuitid delimiter,you can choose # or . or, or ; or : or space
switch(config)#pppoe intermediatgent delimiter #

switch(config)#pppoe intermediatgent delimiter ,

2.set format of circuitid and remoteid ,ascii or hex.
switch(config)#pppoe intermedia@gent format circuid ascii
switch(config)#pppoe intermealie-agent format circuid hex
switch(config)#pppoétermediateagent format remoted ascii
switch(config)#pppoe interméate-agent format remoted hex

3.set cirecuitid globally,accessode-id or identifierstring ,and value
switch(config)#pppoe intermediat@gent type tr101 circuitid accessiode-id test
switch(config)#pppoe intermediatgent type tr101 circuitid identifierstring test option pv
delimiter /

4. set circuitid and remoteid value for oneport
switch(configif-gi 0/1)#pppoe intermediat@gentinformation circuitid aaa
switch(configif-gi 0/1)#pppoe intermediat@gentinformation remoteid bbb

5.enable strip vendor tag,it is used for server port.
switch(configif-gi 0/1)#pppoe intermediategentinformation strip

39 Configuring Privilege Levels

Switch systenprovides two levels of access to the configuration
options: readwrite access and readnly access.
Privilege leveld to 15 are supported.

w tNAGAL SIS { Sdid ccerpioybiMPolBNiRIS &
This is the default.

® t NRA @Al6 frdides redd@ite iccess taveb of switchjevel
1 only provides read access teeb of switch.

® t NX @A L6 B Providé igegbhlyiaccess teystem of
switch

If you do not specify a privilege level when you acegssem of
switch, the switch veifies whether you haverivilege level 15. If you
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do not, you are denied accessggstem of switchlf youdo have
privilege level 15, yoare granted readvrite access. Therefore, you
do not need to includehe privilege level if it is 15.

Configuring theusername and privilege levels

Command Purpose
Step 1 | configure terminal Enter global configuration mode.
usernameusername - .
Step 2 | privilege [+15] password Configuring the username and privilege|
. levels.
line
Step 3 | show runningconfig Verify your entries.
Step 4 copy runningconfig (Optional) Save your entries in the
startup-config configuration file.

Follow these steps to configuresername is admin, privilege levels is
15.
Switch#configure terminal
Enter configuration commands, one per line.
Switch(config)#isemame admin privilege 15 admin password admin
Switch(config)#exit
Switch#show runningconfig
Current configuration:
]
interface vlan 1
ip address 192.168.2.11/24
ipv6 address fe80::4644#:fe44:4445/64
no shutdown
!
ip route default 192.168.2.1
1
]
1
username guest privilege 15 password guest
username admin privilege 15 password admin

logging buffered 10000
logging type interface
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logging type DAI
|

Command Purpose

Step 1 | configureterminal Enter global configuration mode.
(Optional) Encrypt tb password when the
password iglefined or when the

service password

Step 2 A configuration is written.
encryption A
Encryption prevents the pas®rd from
being readable in theonfiguration file.
Step 3 | show runningconfig Verify your entries.
copy runningconfig (Optional) Save your entries in the
Step 4 ) . L
startup-config configuration file.

Follow these steps to configuresername is admin, privilege levels is
15.

switch(configyservice password -encryption

switch(config)#

Switch#show running -config

Current configuration:
!
interface vlan 1
ip address 192.168.2.11/24
ipv6 address fe80::4644:44ff:.fe44:4445/64

no shutdown

ip route default 192.168.2.1

181



username guegprivilege 15 password 8 bJd4N6cxAnGnc

username admin privilege 15 password 8 4DZYhHHTxfhm.

logging buffered 10000
logging type interface

logging type DAI

service passwordncryption

40 Reboot the switch

Command Purpose
Step 1 | reload Reload theswitch
Step 2 | Save?[y/n] Type yes or no to save parameters or not
Step 3 | [confirm]enter Confirm reboot

2 KSy Argloadzi O& Y Yisplaysave?[y/n§,please typeiyé

or éné if you want to save parameters or no ,th&A a LBfoke@d d
withreload? [co/ FANN 8¢ X LI S asS LINBaa GKS
If you want to cancel this operation, please press any key, Then press
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the Enter key to return to privileged mode(switch#).
This example shows how teboot the switch
switch#eload

System configuration has been modified. Save?

[y/ml:y

Proceed with reload? [confirm]

Save parameter may take half a minute, please wait......

Restarting system.
System restart.

41 Recovery factory parameters

Command Purpose
Step 1 | erase startupconfig Erase all config from startuponfig
Step 2 | [confirm]enter Confirm this operation.

2 KSy AyLldzi ©OGNFAS:E ORNIYdzMIRS RA & LY
wO2y FTANNYBeé X LI SIFasS LINBaa GKS 9yis
If you want to cancel this operation, please press any key, phess

the Enter key to return to privileged mode(switch#).

This example shows how tecovery factory parameters
switch#erase startugconfig

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvrantomplete

switch#

switch#eload

System configuration has been modified. Save?

[y/n]:n

Proceed with reload? [confirm]

Restarting system.

System restart.
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42 Upgrade the switch system by TFTP

When the switch is powered orheck the CLI.
When it shows:

U-Boot. 2011,12,46351-synd9378

Board: ETLEZBX CPU500MHz LHB:200MHz MEM :300MHz

ORAM; 128 M

SPI-F: 1x16 HE

Loading B5536B env, variables from of fzet 0xB0000

Switch Model: RTLE332M_8208L_INTPHY_S8208L_8214B DEMO (Port Count: 28
Switch Chip: RTLE33ZM

#44 RTLE208 config - MAC ID = O w##

#4## RTLOZ16E config — MAC ID = B #u##

How Internal PHY

#4# RTLO208 config - MAC ID = 16 ###

#4## RTLEZ214E VWerzion C config — Phylld = 24 ###%
Met Met Initialization Skipped

rL1EZE040

if you want tftp upsrade.plesse input "t~
it wou want detault para.please input Td”

if gou want tftp loader.please input 17

srtry tFbp wedats
please input.
tftp client 1p(192 168.1,12¢

Step 11you want tftp upgrade,LJt S+ & S . Theyl pdeisiit 3 @Rt into
TFTP upgrade mode.

Step 2 Run TFTP sefveput the upgrade file into the TFTP folder.
Step 3 Input the IP address of switch, e.g. 192.168.2.11

Input the IP address of PC, €1§2.168.2.3
Input the file name, e.gENV1.3.71030.fmw
Then pressEntek to wait upload andipgrade

if you want tftp upgrade.please input “t”

if you want default para.please input “d”

entry tftp update

please input?

tftp client ip(192,168,1,12:192,168.2,11

tftp server ip(192.168,1.333:192.168.2.3

upgrade filelupgrade,fmw) netis STI324GF EN-Y1,3,121030, fnw

Device eth0:  hwaddr 00-00-53-31-40-00. 1paddr 192,168,2,11, mask not sst
gateuay not set, nameserver not s

Reading 192.168.2.3:netis(ST33240GF JEN-V1, 3 121030, fuw : Done. 1152209 bytes read

now Programming. . .|

Step4 when the upgradefinished, the switch will automatic restart.
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Hereby Assmann Electronic GmbH, declares that the Declaration of Conformaty & the
shipping content. If the Declaration of Conformity is missing, you can request it by post under
the below mentioned manufacturer address.

www.assmann.com
Assmann Electronic GmbH

Auf dem Schiiffel 3
58513Liidenscheid c €
Germany |
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