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Web Smart Switch Configure
Please follow the steps to configure this Web Smart switch.
Step 1: Use a twisted pair cable to connect this switch to your PC.

Step 2: Set your PC’s IP to 192.168.2.xx.
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Advanced...

Step 3: Open the web browser (like IE...), and go to 192.168.2.1 Then you
will see the login screen.
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ID and the password: admin



Step 4: After the authentication procedure, the home page shows up.
Select one of the configurations by clicking the icon.

- Administrator

- Port Management
- VLAN Setting

- Per Port Counter
- QoS Setting

- Security

- Spanning Tree

- Trunking

- Backup/Recovery
- Miscellaneous

- Logout
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# Administrator
¥ Port Management 24-Port 10/100Mbps Plus 2-Port Gigabit Ethernet Switch
% VLAN Setting
* Per Port Counter Advanced Features Basic Features
# QoS Setting

4 = Bandwidth control & Embedded HTTP web Management
# Security « Portbased & Tag based VLAN « Configuration Backup/Recovery
# Spanning Tree + Statistics Counter  TFTP Firmware upgradeable
% Trunking « Firewall « Secure Management
% Back o » WLAN Uplink ® User name/Password security

e L2~L4Class of Senice

# Miscellaneous
* Logout
SERE L8 & B 100




Administrator: Authentication Configuration

2 SmartSwitch Web-Base Controller - Windows Internct Explorer

&© - @wwwoieszy 5] [Fee Radio TV Customized w][B]
F }@ SmartSwitch Web-Base Controller ‘_‘ Bokype -~ MEEM - ®IER - SEEQ > GIEOQ

] . 246 81012141618202224
24Por 10100+ Pt Giga Webuich SESES00E0008
T 3576 11I3I517102123 252
et Authentication Configuration

@ Huthentication )
Configuration

b gﬂ;ﬂ;on Setting Value
@ System Status Usemame [dmin — Imax15
@ | oad default setting
@ Firmware Updale Password {Tlmaxj5
a RebootDevice Confirm [senee |
¥ Port Management
& VLAN Setting
% Per Port Counter Note:
# QoS Setting
& Security Username & Password can only use "a-z","A-2","0-9","_","+","-","="
% Spanning Tree
 Trunking

% Backup/Recovery
¥ Miscellaneous
¥ Logout

http:/192168. 2 1 PASS him g € T # 100

1. Change the user name and the password.

2. Click “Update” to confirm the new change.

Now, you can use the new user name and the password.



Administrator: System IP Configuration
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it System IP Configuration

2 Authentication

Configuration
@ SislemiF; :
g;;Tnlmm - Setting Value

A IP Address | = A

@ | oad default setting

@ Firmware Update Subnet Mask B B B p

2 Reboot Device P
# Port Management Gateway W W ’Q— fﬁr
EUCANS g " IP Configure ® static © DHCP
% Per Port Counter
5 Qo seting
 security
% Spanning Tree
“ Trunking
% Backup/Recovery
¥ Miscellaneous
* Logout

hitp/192.168.2 LisetIP htm (6 € PR # 100

1. Change the IP address: type the new IP address or select DHCP IP
configuration.

2. Click “Update” to confirm the new change.
“Setting Process OK!!”” will be shown on the screen.

Now, the setting of “System I[P Configuration™ is finished.



Administrator: System Status
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2 Administrator System Status

@ Authentication

Configuration
2 Bysten IP
Gl e MAC Address 00:03:ce:01:17:d4

@ System Status

@ Load default sefting Number of Ports 24+2

@ Firmware Update Comment i?"’;@irlMAXﬂ 5

@ Reboot Device S —
iy Contact [ T mAxas
Yt Location [ max15
% Per Port Counter
% QoS Setting System Version V100211
* Security Update
% Spanning Tree
% Trunking Note:
e Comment name only can use "a-z" "A-Z""_""+""" "0-9"
¥ Miscellaneous
 Logout
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MAC address and system version will be shown on the screen.
1. Change the new comment of this switch by typing the new comment.
2. Click “Update” to confirm the new change.

Now, the setting of “System Status” is finished.



Administrator: Load Default Setting
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2 Authentication

i i Load Default Setting

2 Bysten IP " . -
Configuration recover switch default setting excluding the IP address, User name and Password
@ System Status

o {oad defaull seffing
@ Finmware Update
2 Reboot Device

% Port Management

& VLAN Setting

# Per Port Counter

¥ QoS Setting

* Security

% Spanning Tree

“ Trunking

% Backup/Recovery

¥ Miscellaneous

* Logout

http://192 168 2 14 Def him Lo € RIS # 100

1. Click “Load” to back to the factory default setting.

**Note: Recover switch default setting excluding the IP address, User name
and Password.

Now, the default 1s loaded.



Administrator: Firmware Update
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= Administrator Firmware Undate

@ Authentication 3 i
Configuration Please input the password to continue the

System IP Firmware Update process.
Configuration Password | i
System Status Y

Load default seting ReConfirm |—\

Fipmweare Undate Update
Reboot Device

Motice:
# Port Management After clicking the "UPDATE" button, IF the firmware update webpage is not redirected correctly or is shown as "Webpage not found".
% VLAN Setting Please connect to hitp#192.163.2.1

# Per Port Counter
¥ QoS Setting

* Security

% Spanning Tree

“ Trunking

% Backup/Recovery
¥ Miscellaneous

* Logout

http://192.168.2 1 firmwarsTTpd s him. Lo € RIS 100 b

Follow the instruction on the screen to update the new firmware.

Please contact with your sales agents to get the latest firmware information.



Administrator: Reboot Device
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-+ Administrator Reboot Device:
@ Authentication Click "Confirm" to Reboot the Device

Configuration

System P
Configuration

System Status
Load default setting

Firmware Update
Hebootfiglica

% Port Management
% VLAN Setting

# Per Port Counter
¥ QoS Setting

% Security

% Spanning Tree

“ Trunking

% Backup/Recovery
¥ Miscellaneous

* Logout
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1. Click “Confirm” to reboot the device.

Now, the setting of “Reboot Device” is finished.



Port Management: Port Configuration
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:w [ [ Terme Ability Auto-Negotiation ‘ Speed [ Duplex Fause i Backpressure [ adar Leaming |
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% Broadeast Stom | | 1 | I 1 I 1 |
E :;:"‘ Select 0O002000KO00s0000e0MD 100 10 120130 |
Poit No. 1HO1S0160170 180 1800021 020 230240 50260
e | I |
¥ Per Por Counter | @ !
* 005 Setting
:mm Cul.mu Siatus : i ) S-m.:inz Status ] ) ) ]
R il Link | Speed | Duplex | FlowCul TxfRx Ability Auto-Nego Speed | Duplex | Pause Backpressure Lhdd'." ‘
 BackupRecovery | ] | | | | | | | | | it
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# Logout [T ON | auto | 1o0M | FuLL | on | on | oOF |
[3 | o | avto | 100M | FULL | oN |  oN [ o |
Em| ON | AUTO | 100M | FULL | ON | oON | OF |
5] on | auto | oM | FuL | oN | on | oF |
[6 | oN | aAuto | 10M | FULL | oN | oN | oF |
[ 7 | ON | AUTO 1 lmM | FULL | ON | ON | OFF i
[& | on | avto | 1ooM | FuL | on | on | o |
[ 9 | ON 1 AUTO | 100M [ FULL T OoN 1 ON T OFF ]
[W ][ - — | — | = | on | avto | 1M | FuL | on | oN | oF |
[u] =] = | = | = | on | avro | toom | suL | on |  on | oF |
12| - | - | —= | — | om | avto | 1ooM | FULL | ox | on | oF |
E = | T o | avto | wom | ruL | om oN | o |
14 - - - ON AUTO 100M FULL ON ON OFF |
[5] = = | = | = | on | avro | tooM | fuLL | on | on | oOF |
[6] =] = = | = | om | avro | towm | surL | on | on | orF |
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[18 = — | = | = | on | avio | toom | ruL | on | on | oF |
® - — on AUTO 100M | FULL | ON oN OFF |
[ = = | = | = | on | avto | 1ooMm | L | on | oN | oF |
a | =] = on AUTO | 100M | FULL | oON on oFF |
: z oN AUTO 100M FULL oN on OFF |
=] o= oN AUTO | 100M | FULL | oON on OFF |
[2¢ | ® |100M | FULL | oN | o [ avto | 100M | FULL | on | oW [on |
[ < = | = | = | on | avro |1owm| ruL | ov | oN | oF |
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3
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Select the “Port No.” - configure the mode below:

1. “Auto” - enable/disable Auto-Negotiation.

2. “Speed” - 10M or 100M mode for the selected port.

3. “Duplex” - Full or Half-Duplex mode for the selected port.
4. “Pause” - enable/disable for the selected port.

5. “Backpressure” - enable/disable for the selected port.

6. “Tx Capability” - enable/disable for the selected port.

7. “Addr. Learning” - enable/disable for the selected port.

-9.



Port Management: Port Mirroring
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* Administrator
* Port Management

Port Mirroring

@ Port Configuration

o Bodiiironing 1 2 3 4 5 6 7 8 9 10 11 12 13
3 Bandwidth Contral Dest E 0 =] .4 O O O [} (] O
S Fort 14 15 16 17 18 19 20 21 22 23 24 25 %
s o |ob |ob |o |ob | |o |o |ob |o |B |o |O
 VLAN Setting Monitored |'ﬁi§ahhéiv'|
Packets i
¥ Per Port Counter
QoS Setting 1 2 3 4 5 & 7 8 9 10 11 12 13
i S O O o o o O o 0 O o
# Spanning Tree Port 14 15 16 17 18 19 20 21 22 23 24 25 26
5 Tk O O O [} O O [} O O O ] O O
* Backup/Recovery Urdate
LR Multi to Multi Sniffer function
* Logout
hetpi192.168.2 Liminor him (o) € wziEE 100

Port Mirroring is used to mirror traffic, RX, TX or TX&RX, from Source
port to Destination port for analysis.

1. Select the Destination port: you can choose port 1 to port 26
2. Select the Source port: by clicking the checking box of the port.
3. Click “Update” to save the setting.

Now, the setting of “Port Mirroring” is finished.
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Port Management: Bandwidth Control
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% Adrmslsimae Bandwidth Control
 Port Management
3 Port Configuration -
% Port Mimaring Port No. Tx Rate Rx Rate
> L (0~256)__(0.Ful Speed) (0-255)| _ (0:Ful Speed)
Lowr w

Low
{1)32Kbps Tw/Rx bandwidth resolution for port 1~ port 26.
Actual TwRx bandwidth =Rate value x 32 kbps. The rate value is 1-255

High:
¥ QoS Setting Speed Base {1)256Kbps TwRx bandwidth resolution for port 1=~ port 24
* Secunity Actual TwRx bandwidth=Rate value x 256Kbps. The rate value is 1-255
When link speed is 10MB. The rate value is 1-39
. Zeceing [1og {2)the bandwidth resolution is 2048Kbps for port 25, port 26,
* Trumking Actual TwRx bandwidth=Rate value x 2048Kbps. The rate value is 1~255
BackupRecovery When link speed is 10MB. The rate value is 1-4
* When link speed is 100MB. The rate value is 1~48
¥ Miscellaneous

5 Logout . [aTne]
| fthe link speed of selected port is lower than the rate that you seting, this system will use the value of link speed as your sefting rate.
If the rate field is shown in red text, it means the link speed is lower than the using bandwidth.

|| e Tx Rate Rx Rate e[l T Rate R Rate S
[ 3l Full Speeaf Full Speed . 1 [ Full Speea--' Full Speed |
2 Full Speedj Ful Speed 15 I Full Speed Full Speed '
3 Full Speed : Full Speed - 16 Full Speed | Full Speed i
[ a Full Speed| FulSpeed| - 7 | FulSpeed | Ful Speed |
5 FuIISpeed Full Speed —_ T [ FluII Speed Full Speed |
6 FullSpeeﬂ FuuSpeea ' 19 | FuuSpeea FuuSpeea‘
7 Full Speed Ful Speed 20 I Full Speed Full Speed I
8 Full Speed | Full Speed 21 Full Speed | Full Speed |
9 FullSpeed| FulSpeed| - 2 | Full Speed| Full Speed |
10 Full Speed FuIISpeed - 23 Full Speed —_.F:JH_S-D_E -
1l1l mFull 30&&0 .Full SD&N . 24 | Flu" Soeea Eu-lllSoeea, 1-00M
12 Full Speed Full Speed 25 I Full Speed Full Spaed .
13 Full Speed Full Speed = 26 | Full Speed | Full Speed
-
hitpMSZ 168 2 | DataRate him o & T EI0% -

Select the “Port No.”: you can choose port 1 to port 26

“TX Rate Value™: set the transmission rate of the selected port.

(0:Full speed; 1~255:Specified bandwidth.)

3. “RX Rate Value”: set the receiving rate of the selected port.
(0: Full speed; 1~255: Specified bandwidth.)

4. “Resolution” : Low: 32 kbps / High: 512 kbps

5. Click “Update” to confirm the setting or “LoadDefault”.

Now, the setting of “Bandwidth Control” is finished.

N —
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Port Management: Broadcast Storm Control

2 SmartSwitch Web-Base Controller - Windows Internct Explorer

& - emmoziesal 9% 1] [Free Radio TV Customized W|[2]*
F }@ SmartSwitch Web-Base Controller ‘_‘ Bokype -~ MEEM - ®IER - SEEQ > GIEOQ
: ] . 2 4 6 8 101214 1618202224
24Pt 101100+ 2Por Giga WebSvich ESSESSESERSE
1 3 57 911131517192123 2526

% Administrator
-+ Port Management

Broadcast Storm Control

@ Port Configuration B J
a Port Mirering Threshold 3
2 Bandwidth Control

o Broadesst Siom 1 2 3
Confro) Enable ¥ [}

S Port 14 15 16 17 18 19 20 21 22 23 24 25 26
% VLAN Setting O ] ] o o O o O O =] =] m| O
¥ Per Port Counter
¥ QoS Setting

[ This value indicates the number of broadcast packet which is allowed to enter each port in one time unit. One time unit is 50us for Gigabit
speed, 500 us for 100Mbps speed and 5000us for 10Mbps speed

o+
oo
O
|
O
oe
i |
i |
=

% Spanning Tree

¥ Trunking
 Backup/Recovery
* Miscellaneous

# Logout

http:#/192.168.2 1 Broadcast him. g € T # 100

1. “Threshold” - Set the threshold from 1~63.
2. “Enable Port” - per port to define the status of broadcast packets.
3. Click “Update” to confirm the setting.

Now, the setting of “Broadcast Storm Control” is finished.
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Port Management: PoE Configuration
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» = " o
bt POE Configuration
*/ Port Management
@ Port Configuration
2 PortMirraring = ; ;
a Bandwidin Control Port 1 z 3 4 3 6 i 8
Sl Euzble
o FDE PSE Current Ne Load No Load No Load No Load No Load No Load No Load No Load
& Vi BEsoiing Minimun Cutput [ [ [
% Per Port Counter Power
i POE Class
# Security 1 | |
R . Port 09 10 | 11 12 | 13 14 | 15 16
% Trunking Enable
R PSE Current Mo Load No Load No Load No Load No Load No Load No Load No Load
* Miscellaneous
S Minimun Output
2 Fower
FOE Class
Port 17 18 19 20 21 22 28 24
Enable
PSE Current Mo Load No Load No Load No Load No Load No Load No Load No Load
Minimun Output
Power
POE Class
Update
Update: Update the power control funtion.
Enable ¥ :Power On .
Enable[:Fower Off 2
hitp://192.168.2.1/POE hiim [ € i # 100 )

Remote access and monitor the attached PD (Powered Device) status by

using Enable/Disable function.

1. Enable: POE of the port is able to supply power to the attached PD
(Powered Device)

2. PSE Current & Minimum Output Power: The status of the port
current and minimum output power.

3. POE class: each POE port will detect the class of the attached PD

(Powered Device)

4. Click “Update” to confirm and finish the setting.
Now, the setting of “PoE Configuration” is finished.
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VLAN Setting: VLAN Mode
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i VLAN Mode

% Port Management

“# VILAN Setting
o HLANmede
@ VLAN Member
@ Multito 1 Sefting

VLAN
Mode

Port Based VLAN

# Per Port Counter
% QoS Setting

¥ Security

% Spanning Tree

# Trunking

% Backup/Recovery
 Miscellaneous

* Logout

hetpi192.168.2 VL ANMode hto (o) € wziEE 100

There are two VLAN modes : Port Based VLAN and Tagged VLAN.
Click “Change VLAN mode” to select the mode.

**If the Port Based VLAN function is enabled, Multi to 1 setting and tag
Based VLAN will be disabled automatically.

Now, the setting of “VLAN Mode” is finished.
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VLAN Setting: VLAN Member Setting (Port Based)
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* Admiristrator VLAN Member Setting (Port Based)
 Port Management
“+VLAN Sating .
R Port o v
o [iAfempel Dest PORT o | o 03 o 05 s o e | w 10 1 12 13
@ Multito 1 Satting . 1 ! | !
% R it select = = = = = = = = = ]
* QoS Setting Dest FORT | 14 | 15 15 7 18 19 20 2l 2 23 24 25 26
¥ secunty select @ | = = = = =]
# Spanning Tree Lo
* Trunking
¥ BackupRecavery
* Miscelaneous
* Logeat VLAN MEMBER
- Lojr (11 e ju o frj2 j2 |2 |2 |2 |2 (2
1 [2 |3 |# |5 |6 |7 |8 |9 |& |1 |2 |3 |4 |5 |6 |7 |8 |9 |0 |L |23 |4]5 6
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Port el Tl 1 RN ] Y & z 2 |12 (2 |2 |2
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VLAN MEMBEE
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You can select a port group.

1. Click the port numbers: which you want to put them into the selected
VLAN group.

2. Click “Update” to confirm and finish the setting.

3. Click “LoadDefualt” to back to the original factory setting.

Now, the setting of “VLAN Mode” is finished.
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VLAN Setting: Multi to 1 Setting
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# Administrator Multi to 1 Setting T
# Port Management
“# VLAN Setting
o Destination Portio. [0 v
@ WLAN WMember
2 jiuitiis 1 Setin Current Setting Port:-
* Per Port Counter 01 02 03 04 05 06 o7 08 09 10 11 12
% QoS Setting Disable .| O ] Ll | O ] O
¥ Security Fort 13 14 15 16 17 18 19 20 21 22 23 24
# Spanning Tree Ll [} [} ] E O [} [} O O O Bl
& s NOTC: "Disabled port" defines the switch physical port which is disabled.
% Backup/Recovery -Update
¥ Miscellaneous
i 1.4 example for Multi-o-1 structure

Ports VLAN Groups

2
Destination Port/ . .

Current Setting \
24

2.The original setting of the YLAN Group will be cleared and replaced by this special structure if vou enable this function.
On the other hand, If you set the YL AN Group again, this special structure will be cleared and replaced by your newest setting.
3.This configuration is port base VLAN only.

hitp192.168.2 | VLANFTTH htm (6 € iR # 100

This 1s a special design for easily setting the switch VLAN into
“VLAN Per Port*.

Choose “Destination Port No”.
Choose “Disable Port”

“Disable Port” — choose the port which you don’t want to use
Click “Update” to confirm and finish the setting.

b S s

After this setting, all ports can only connect to destination ports.
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Per Port Counter: Counter Category
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1 35 T7T9I1lL

31517192123 2526

Counter Category

“ Port Management

¥ VLAM Setting

-+ Per Port Counter Counter Mode Selection: | Trnsmit Padas & Rt Packet | o

] Parl Transmil Packe! | Receive Packet

* QoS Setting 0l i} (i

>

. mm ) 0 0

¥ Trunkdng 03 0 0

# BackupRecovery 04 0 0

B 05 0 0

fiLoont 06 0 0
07 0 0
09 0 0
10 0 4]
11 0 0
12 0 0
13 1] Q
14 0 0 B
15 [v] 4]
16 [t} 0
17 0 0
18 1] 4]
19 0 0
20 1] 4]
21 0 0
2 [} L4}
23 1] 0
24 900 T
25 0 0
26 4] [4]

Refish
v
hitpA192.1 68 2 | Counter him o 6 TR HI00% -

You can read the transmitting and receiving packet of the connecting port.

Click “Refresh” or “Clear” the data.
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QoS Setting: Priority Mode

2 SmartSwitch Web-Base Controller - Windows Internct Explorer

8o - Bwwozies2y 6 [x] [Free Radio TV Customized ][R -
F \@ SmartSwitch Web-Base Controller ‘_‘ Bokype -~ MEEM - ®IER - SEEQ > GIEOQ

. iy . 2 4 6 8 101214 16 18 20 22 24
24Port 10/100 + 2Port Giga WebSviteh BEEEEEEE000E oo
1 35 7 911131517192123 2526

“ Administrator

Priority Mode
# Port Management
* VLAN Setting
 Per Port Counter =
4 QoS Setting Priority Mode
Briori | @ First-In-First-Out
@ Priofity Mode
s Port 8021p IPIDS Mode O All-High-before-Low - -
pased OWeight-Round-Robin.  Low weight| ¥|  High weight: |9 ~|
@ TCP/UDP Port Based
Update
s
% Spanning Tree Note: When the queue weight is set to "0", it will be treated as "8".
e The "low wieght" and "high weight" means the ratio of the packet in the transmit queue. For example,
el If "low weight" and "high weight" are set to "3" and "5", the ratio of the trasmit packet for the low priority to high priority is 3/5.
* Backup/Recovery

# Miscellaneous
% Logout

hitpa192.168.2 1003M him (6 € Wi 100

There are three Priority Modes to select.

1. “First-in-First-Out” - the first receiving packet will be firstly
transmitted.

2. “All-High-before-Low” — All packets will be assigned to either
Q2(high) piority queue or Q1(low)
priority queue.

3. “Weight-Round-Robin” - set the ratio of the transmitting packet
for the low priority to high priority.

4. Click “Update” to confirm and finish the setting.
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QoS Setting: Class of Service Configuration

SmartSwitch Web-Base Controller - Windows Internet Explorer J
& - Enpnaeieszy w4 % o -
W % | @ SmartSwitch Web-Basa Controller Saskype - B ERQG - STEER - O ERE - O THO -

2 4 6 8 101214 16 18 20 24

24Port 10/100 + 2Port Giga WebSwich 58855555555%

E=
357 911131517192123

¥ Administrator Class of Service Configuration
 Port Management
& VLAN Satfing
3 Per Port Couler Protocol Option
QoS Setting FTP{20,21) EIFO »
55H(22) FIFO
TELNET(23) FIFD »
SMTP(25) FIFO »
DNS(53) FIFO
TFTP(69) FIFO »
i HTTP(80,8080) RFO
¥ Logout POP3(110) FLIFO
NEWS(119) FHFO &
SNTP(123) FIFO
NetBIOS(137~139) FHFO ¢
IMAP{143,220) FIFO w
SNMP(161,162) FIFO
HTTPS(443) FIFO »
MSN(1863) FIFO v
ARD_RDP(3389) FIFO ¢
Q4000 8000) FIFO
ICH5190) FIFO v
Yahoo(5050) FIFO »
BOOTP_DHCP(67,68) Low w
User_Define_a FIFO w
User_Define_b FHFO [
User_Define_c FIFD »
User_Define_d FHFRO
User_Define User_Define_a User_Define_b User_Define_c User_Define_d
Fﬁ[‘gggg%?' Port Port Port | Poit:
Mask{0-255) Mask|? Mask? Mask)® Mask:©
Note:The mask defines which bit is ignored within the IP address bit 0~ bit 7.
For example, UDPTCP port = 65535 and mask = 5this means 65530, 65531, 65534 and 65535 are all taken into account
UDPTCP port =65535 and mask=0, this means only 65535 is taken into account
TCP/UDP port QoS function  FetCvwmds «
Note:When the "override” item is selected, the Port_based, Tag_based, IP TOS_based, CoS ksted above will be ignored.
Tipdie
The Class of Service for TCP/UDP port number allows the network administrator to assign the specific application to a priotity queue.
F--F-0: The incoming packet will be forwared in first-in-first-out scheme
Discard: The incoming packet will be discarded at the source pont
High: The incoming packet will be forwareded with the high priority.
Low: The incorming packet will be forwareded with the Low priority.
v
itpolIS2 168 2 1QoEF him O & TR ®I0% -

You can set QoS mode of per port by different bases.
TCP/UDP > TP TPS/DS > 802.1P > Physical port
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1. “TCP/UDP Port” — effective for the selected physical port only.
“Drop” option is the global setting for all physical ports.
The packet queue will be transferred based on the number of
“Weight-Round-Robin” on QoS Setting: Priority Mode.

** Weight-Round-Robin — Q1~Q8
**“Drop” - packets will be dropped.

2. “Priority Setting” - It means the packets with special IP will be
firstly transmitted.

3. “802.1p” — Priority mapping table as the screen shown.

4. “Physical port” - you can select the port which you want to configure
as Q1~Q8 priority.

5. Click “Update” to confirm and finish the setting.

Now, the setting of “Class of Service” is finished.
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Security: MAC Address Filter

= SmartSwitch Web-Base Controller - Windows Internet Explorer

& - Emmunnieszy w4 x 2
W 4 | @ smanSwitch Web-Base Controller Raskype - MWNQD - S FENR - O ERE - O TRO
2 4 6 8 101214 16 18 20 22 24

24Port 101100+ 2Pot Giga WebSwitch ESSREESE555S

357 91113[507192123 2526

Tt MAC Address Binding

% Port Managemant

¥ VLA Seiting -

% Per Port Counter Port No. MAC Address

* QoS Setting [ 3 3

- Security .

Bnd Fead |
= TCPUODP Filter I_I

» Spaning Tres [ Select Port 0 ¥ Binding [ Bt ¥

¥ Trunking

* BackupRecovery Mote: If wou enable the MAC address binding function, the address leaning function will be disabled automatically. Then both RETE/STF and address

Iearning will be affected.

¥ Miscellaneous.

itox [ forl No. I Binding Status [ Forl No. [ Binding Status
1 Enable 14 Enable
2 Enable 15 Enable
3 Enable 16 Enable
4 Enable 17 Enable
5 Enable 15 Enable
6 Enable 19 Enable
T Enable 20 Enable
g Enable 2l Enable
a Enable 2 Enable
10 Enahle 2 Enahle
11 Enable 24 Dizable
12 Enable 25 Enable
13 Enable .} Enable

-Nom: The MAC address of current management connection is 00:19:21:6:d054 a1 port 24,

hitpFI G2 168 2 1 LockMAC him 0 @ T H100% -

Set special MAC address to activate on the selected port
1. Choose “Select Port” — port 1~26

2. “Binding” — “Enable”: allow the packet with the specified source
MAC address to enter this port.

3. Click “Update” to confirm and finish the setting.

Now, the setting of “MAC Address Filter” is finished.
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Security: TCP_UDP Filter Configuration

= SmarntSwitch Web-Base Controller - Windows Internet Explorer
G - [Epnoeiesay v 42| [x o -
W & | SmantSwitch Web-Base Conircller S¥Skype - M EWQD - @ FEIR) - [ NG - G TRO -

 Adminkstrator
TCP_UDP Filter Configuration
* Port Management
* VLAN Setting
* Per Port Counter | Function Enable | | Disble 1w
* QoS Seifing p—
< Security Mote:
3 MAC Address Port Filtering Rule | (1)The cutgeing packet with selected protocol will be either forwarded or dropped at secure WAN pont as the figure shwon below,
Hinding (2)"'negative” means the selected protocol will be dropped and other protocols will be forwarded.
@ [TCPUDF Fiiled | “positive" means the selected pratocol will be formarded and other protocal will be dropped.
(% Somening Iree ' OFTF | Ossh | DTeLNET | ' ' CIHTTF '
* Trunks o 202 |2 23 ‘ CISMTHRS) CIDN&3H CITFTHES (80,5080) CIPOPA(LLY
ek 0Col ! { ! ! ! |
E OsNmMP | OHTTES | OXRD_RDF | OBOOTE_DHCE " " . "
% Mincallanomm (161,162) | t43) (3399) ‘ €769 [ User_Define_a | [User_Define_b | Ol User_Define_c | [ User_Defi
* Logout T
Orortdl | OFert02 | OPertd3 : [ PertDd [ Peatds O Portds | O eortd? O Pertds
| Secure WAN port | Dpon13 | Dlperil4 | Dronls | Clroré Diteril? Oronis | Drento OFariz0
025 026
| NotezThe description of Secure WAN port is shown below.
| Server side.
Check TERAIDE
detration o o the
P TRLMET Server,
4 FTP Server,
TELNET Chent, FIR Server
FTP Client, Svitch
HTTP Client Engine TELENT Server,
E— FTF Senver,
s TTP Senver
Client side b
wthase phiical posts
Example: Setthe secure WAN port at PS5
L
"
< >
ttpfl 921682 ILockPort him. 0 @ T BI00% =

You can enable or disable this function of per port.

If the “Function Enable” is “Enable”, please kindly check the following
setting:

1. “Port Filtering Rule” —
“Deny”: the outgoing packets to the selected port with selected

protocol will be dropped and other protocols will be
forwarded.
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“Allow”: the selected protocol will be forwarded and other
protocol will be dropped.
2. “Secure Port” — choose secure ports which you want.

**Note 1:

a. The secure WAN port should be set at the physical port
which is connected to the server.

b. Once this function 1s enabled, the switch will check the destination
TCP/UTP port number at the outgoing direction of the secure
WAN port.

If the condition matches, this packet will be dropped or forwarded.

**Note 2:
The description of Secure WAN port is shown on the
bottom of this screen.
3. “Protocol” — choose protocols which you want.

4. Click “Update” to confirm and finish the setting.

Now, the setting of “TCP/UDP Filter Configuration™ is finished.
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Spanning Tree: STP Bridge Settings

2 SmartSwitch Web-Base Controller - Windows Internct Explorer

O - [empmoziesoy

.é SmanSwnch Web Base Conl[oll ‘ |

S Skype -

S EEM -

o (42| [F

24Pt 101100 + 2Pt Giga WebSwch 222

“ Administrator
 Port Management
% VLAN Setting

* Per Port Counter

STP Bridge Settings

STP Bridge Status

WFEHER - FEED - @ TR~

QoS Setting Bridge Priority || Hello Time Maz 4ge  |[Forward Delay
S STP Mode
o, (O~61440) (1~10 gec) || (6~40 Sec) || 4~30 Sec)
-+ Spanning Tree B | = m =
a EfFEAdqe Seftings = — — =
Submil
@ STP Port Settings

 Trunking

* Backup/Recovery
# Miscellaneous

% Logout

Moo 2 (Forward Delay-7) >=Max Age,

Max Age »=2*Help Time+l)

STP Bridge Status
Bridge Priority:ID Hello Time Max Age  ||Forward Delay
327680003 CEQL 17 D4 2 20 15

STP Mode
RETP

Root ID
I'm the root bridge!

hitp:/192 168 2 14 pBridge him [ € FrEmRs # 100!

This setting is to avoid the loop network.

1. Select the “STP Mode”- choose “Disable”, “STP” or “RSTP”

2. Set the “Bridge Priority” — Set the priority of the Bridge

3. Set the period of “Hello Time” packet — Provides the time
period between root bridge configuration messages.

4. Set the “Max Age” — Indicates when the current configuration
message should be deleted.

5. Set the “Forward Delay” time — Provides the length of time that bridges
should wait before transitioning to a new state after a topology change.
(If a bridge transitions too soon, not all network links might be ready
to change their state, and loops can result.)

6. Click “Update” to confirm and finish the setting.

Now, the setting of “STP Bridge Settings” is finished.
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Spanning Tree: STP Port Settings

riSwitch Web-Base Controller - Windows Internet Explorer
& - Empnoziesay PR P
& & | @ Smartwilch Web-Base Controller | Tskype - MERQ) - SFEER - SEAR - G IAOQ -~

 Administrator
STP Port Settings
¥ Port Management
% VLAM Seffing
* Per Port Counter STF Port Settings
% Gos Semng RPC (Root Path Ceel)
g Potho, | ol (1-200000000)
¢ Spanning Tree
3 §TP Biidge Setings 9=AUTO
i " i
¥ Trunking Taber
¥ BackupRecovery [Eent]
 Miscellaneous
¥ Logout
STF Font Status
Fort No. RPC Priority State Status Designated Bridge Dﬁi’:“’d
1 Auto) 128 - Digable
2 [ Awod 128 = Disable
Y Autas) 128 - Digable
4 Auto) 128 - Disable
5 Auto] 128 - Dizable - -
& Auto) 128 - Dizable Zs =
T Autod) 128 - Disable
g Auto]) 128 - Dizable
9 At 128 - Disable -
0| Autod) 1z - | Disable - |
11 Auto) 128 - Digable
12 Autod 122 - Cazable
13 Autod 125 - Disable
14 Autol) 125 - Disable
15 Autod 125 - Dizable
16 futod i) — Drisable
17 Autold 128 - Disable
15 Autod 128 - Dizable
19 Autad 128 - Disable
20 Auto) 128 - Disable
21 Huto) 122 - Cazable
2 Autod 125 - Dizable
23 Autold 125 - Disable
2 Auto:200000 128 D‘-“;i';f"“ Forwading
25 Autod 125 - Drisable
2% Autod) 125 - Disable
v

1. Choose “Port No.” : Port 1 ~ Port 26

2. Choose “Priority”: 0~ 240

3. “RPC” = Root Path Cost: 0 = AUTO. When the loop is found, the
STP/RSTP will calculate the cost of its path.
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Trunking: Link Aggregation Settings

£ SmantSwitch Web-Base Controller - Windows Internet Explorer
& - [ebpmoniesal

J%X;!‘., adio TV Cusiomiz:

* & \@ SmartSwitch Web-Base Controller ‘ ‘

Rskype -~ MEEM -

=h FIEIR)

10 12 14 16 18 20 22 24

2P 0100+ PoGige Wi SSSSESSEEE02

R
1131517192123 2526

- EEEE v O TR

s “"‘m’“"@“‘“‘“’ Trunking
 VLAN Setting
¥ Per Port Counter System Priority 11 | (1-65535)
“ QoS Setting Link Aggregation Algorithm |MAC Sre&Dst v
# Security Subromt
# Spanning Tree
*» Trunking
a LinicAggreqaiion
Settings Refiesh
# Backup/Recovery
# Miscellansous. Link Group 1 Link Group 2 Link Group 3
# Logout Pl P2 P3 P4 359) P6 B7 P8 P25 P26
Member
Staie | Disakle |+ | | Disetle | | Disable v |
Type [LacP &) [LACP |v] [LacP v]
Operation Key 1 | (1~65535) 2 | (165535 [ | (1~65535)
Time Out [ Short Time Out | [ Shert Tirme Out v | [ Short Tiwe Out [+ ]
Activity [ Passive || [Passive v | [Passte v
Submit

Nate: If you enable LACF on some specified ports and their link partners are normal port without LACP,these specified ports cannot transmit packet
tofreceive packet from the link partner.

http:if192.168 2.1/ TrunkLacp. him

[ € Wi %100

There are two groups to choose and max. for each group is 4 ports.
**Link Group 3: combo port - Port 25/Port 26

Click “Submit” to confirm and finish the setting.

“State” — Enable / Disable

“Type” — LACP/ Static

“Activity” — Active/Passive: Both switches use “LACP” to configure the
Trunk, at least one of them should be “Active”.
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Backup/Recovery

2 SmartSwitch Web-Base Controller - Windows Internct Explorer
& - [elmmszieszy

%3] [Fiec Radio 1V Custonizza W|[BIE

F }@ SmartSwitch Web-Base Controller ‘ ‘ Bokype -~ MEEM - ®IER - SEEQ > GIEOQ

“ Administrator Configuration Backup/Recovery
# Port Management
# VLAN Setting Backup(Switch—PC)
* Per Port Counter
% QoS Setti Please check "Download" to download EEPROM contents.
 Security
% Spanning Tree
* Trunking "

- Recovery(PC—Switch)
# Backup/Recovery
# Miscellaneous Select the image file -
% Logout

Password: | ‘

hitp:#192.168 2 1/backup him. [0 € iRPRIERE %100

Follow the instruction on the screen to update the original setting.
“Backup” - Click “Download” to confirm the setting.

“Recovery” — select a file and key in the password = Click “Update”
to confirm the setting.
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Miscellaneous: Miscellaneous Setting

/= SmartSwitch Web-Base Controller - Windows Internet Explorar

G - [ehpmmiesaly 3 (%) (] [Free Radio TV Customized ][Rl

w & 1§SmanSw1lch Web-Bage Controller ‘7‘ Sskype - MEEM - SFEER - SEEG Y O TEO~
10 12 14 16 18 20 22 24

24P 101100+ 2Por Giga WebSivich SEEESSSEa58S

N .
1131517192123 2526

# Administrator Miscellaneous Setting
# Port Management
 VLAN Setting
P Output Queue Aging Time
% QoS Setting Tg,!:%;gf The output queue aging function allows the administrator to select the aging time of a packet stored in the output queue. A packet stol
¥ Security R for a long time will lower the free packet buffer, resulting in the poor utilization of the buffer and the poor switch performance.
* Spanning Tree
el VLAN Striding
¥ Backy it S\{#QE When this function is enabled, the switch will forward a uni-cast packet to the destination port. No matter whether the destination port i
> fliscelianeous g, | s
| Disable v| groap
* Logout —
IGMP Snooping V1 & V2
IGMP
Snooping | IGMP Snooping V1 & V2 function enable
IDISaHE v]
VLAN Uplink Setting
Port 01 Port 02 Port 03 Port 04 Port 05 Port 06 Port 07 Port 08 Port 09 Port 10 Port 11 P
©Uplink1 | ©Uplink1 | ©Uplink1 | © Uplink1 | ©Uplink1 | ©Uplink1 | © Uplink1 | © Uplink1| ©Uplink1 | ©Uplink1 | © Uplink1 | ¢
OUplink2 | OUplink2 | ©OUplink2 | ©Uplink2 | ©Uplink2 | ©Uplink2| O Uplink2 | ©Uplink2 | ©Uplink2 | OUplink2 | O Uplink2 | ¢
Port 14 Port 15 Port 16 Port 17 Port 18 Port 19 Port 20 Port 21 Port 22 Port 23 Port 24 P
©OUplink1| ©OUplink1 | ©Uplink1| © Uplink1 | ©Uplink1| CUplink1| © Uplink1 | O Uplink1| ©Uplink1 | ©OUplink1 | O Uplink1 | ¢
©OUplink2| ©OUplink2| ©OUplink2 | ©Uplink2 | ©Uplink2| ©Uplink2| © Uplink2 | O Uplink2| ©Uplink2 | OUplink2 | O Uplink2 | ¢
O Clear Uplink1
O Clear Uplink2
Update
= | >
hitp:if192.168.2. 1 AISC him L&l € EiE ®100% -

l.

“Output Queue Aging Time” - You can set queue aging time
into different milliseconds or disable this function.

VLAN Striding” — You can enable/disable this function.
“IGMP Snooping V1 & V2” — You can enable/disable this function.

“VLAN Uplink Setting” — Set “uplink1 or uplink2” or “Clear uplink1”
or “Clear uplink2”

Click “Update” to confirm and finish the setting.
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Logout: You can click “Logout” to logout.

£ http://192.168 2. 1/logout.htm - Windows Internet Explorer

) =[] bitp:#192.168.2.Llogout iim o [#2]] [Free

P 4| @ hitpiy192.068.2. L lozout Atm =l [skpe - MEEM - SFEER - LEEO > G TREOQ -

(2]

Logout?
== [ € i # 100 2
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